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scheme enhances Combinatorial Hashing and introduces an innovative colli-
sion resolution technique called Left-Right Random Probing based on Random
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terity and table reference count per key. This paper identifies and quantifies
the switching cost as a new challenge in Cuckoo Hashing. The space complex-
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1. Introduction

In the realm of computing paradigms, all search methodologies can be elegantly classi-
fied into three distinct categories: planning based search,data driven search and
knowledge enhanced search. From a user’s point of view, search operation can
be classified into two different ways: deterministic search and abstract search.
This work is dedicated to data driven search from computing paradigm’s view
and deterministic search from user’s view [16,63,64]. There is a substantial
volume of data flow as a result of the ongoing and rapid development in the area of
the Internet of Things (IoT), Mobile Computing, Cloud Computing, Distributed Sys-
tems, and Social Media. Data is being created at an all-time high rate. Data may be
in forms like: text, audio, video, graphics, images, and animation. Data centres are
instances of this success story since they show how much progress has been made in
data storage methods. The common operations that are carried out on stored data are
insertion, deletion, update, and search [2,11,20,42]. A classical problem in Computer
Science is to store information in such a way that, on-demand quick lookup could be
performed [10,18,43,62]. This type of search is quite often into data dictionaries,
symbol tables maintained by compilers and data-based industries [23, 34, 46].

Hash function H, receives a key, IC, as input and produces a hash code, h, as
H(K). The hash code, h is used as an index in the hash table to store the K. Thus,
the mapping of K to h is performed and to search a key, a single lookup operation
is required in the hash table [28]. Hash function inherently suffers from two chal-
lenges: a) Collision (when two unique keys, K; and Ky are mapped to the same
hash code) and b) Memory Utilization (the hash code must be a valid index in
the hash table and memory utilization of the hash table should be high) [30,52]. To
deal with the collision, the hash function uses collision resolution techniques like open
addressing (Linear Probing, Quadratic Probing, Random Probing, and Cuckoo Hash-
ing) and separate chaining [19,22,26,27,35,46]. In the presence of collision, collision
resolution techniques place the key to some other location [51]. A general practice is
to use a hush function with a collision resolution technique. Placement of a key to
some other location by a collision resolution technique increases average search length
and reduces the performance of a hashing scheme. Insertion and searching operations
are expected to occur in O(1) when the hashing technique is used. The collision
resolution technique increases the cost of both operations: insertion and searching.
Under the open addressing scheme, random probing or uniform hashing is the
less addressed collision resolution technique [9,29,50,60].

1.1. Major contributions

The major contributions of this work are as follows:

e Hashing can be applied on both keys: primary Keys and secondary Keys.
Combinatorial hashing was originally proposed for secondary keys. To the best of
our knowledge, this is the first work to use a variant of Combinatorial Hashing
on the primary key.
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e Instead of using Chaining in the Combinatorial Hashing as a collision res-
olution technique, we are the first to use Left-Right Random Probing with
Combinatorial hashing. Left-Right Random Probing, is a variant of random prob-
ing in which search of an empty location is performed on both sides from the point
of collision. This approach better utilizes the slots of the hash table in contrast
with the existing approaches. Authors are the first to use prime numbers and
Fibonacci numbers in Left-Right Random Probing as pseudo random numbers
that a conventional random probing used [40].

e A new performance indicator, degree of dexterity(n), is proposed for the hash-
ing schemes. The 7 is the reciprocal of the sum of insertion latency and average
searching time. Insertion latency is the time consumed in the insertion of all keys
in the hash table, whereas average searching time is the time required to search
all keys stored in the hash tables.

e This paper identifies, switching cost, as a challenge of the Sequential Cuckoo
Hashing. The Table Reference Count per Key (T.R.C./Key) is another pro-
posed performance indicator that estimates the switching cost incurred in
searching a key when a hashing technique uses more than one hash table.

2. Literature survey

The most common practice is to use the hashing technique with some collision res-
olution techniques. The Section 2.1 is committed to conventional hash functions.
Section 2.2 is devoted to Linear Probing and Random Probing. Section 2.3 sheds
light on Quadratic Probing and Double Hashing. Cuckoo Hashing is discussed in de-
tail under Section 2.4 while challenges associated with Cuckoo Hashing are discussed
in section 2.5. Section 2.6 describes Referential Stability and Section 2.7 deals with
Low Associativity.

2.1. Conventional hash functions

e Division Method is particularly easy because of its simplicity. In this method,
the remainder division is performed between key, k, and some values of M. If
M is chosen wisely, this method gives better results in comparison to other hash
functions. Value of M must be selected as a prime number which is closer to
the size of the table,n, and M < n. Prime numbers uniformly distribute the
keys. There are two variants of this method and the selection of the appropriate
version is based on the starting address of the table. Prime number, M, uniformly
distributes the keys over the addresses available [51,57].

k modm if address starts from 0
H(k) = (1)
(k modm) +1 if address starts from 1
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e Mid Square Method squares the key, k and then the same number of digits are
discarded from the left and right sides of k2 and the rest of mid terms are used
as address. Digits that are being discarded from both ends must be the same
in numbers and it is decided by the fact that how many digits are there in the
address offered by the table [37].

e Folding Method is dependent on the number of digits, r, offered by the table in its
addresses. In this method, the key is partitioned into groups of r digits starting
from left to right as ki,ks,..k-. On requirement, padding is performed into the
last group from left.Finally all group k1,k2,..k, are added by discarding the last
carry [37].

H(k) = k1 + ko + ... + (2)

o Universal Family of Hashing, H, is a set of hash functions,H;cz that map given
universe,U, of keys to the addresses in the range {1,2,3,..m —1}. For any
chosen hash function, H; € H on random basis and any pair of keys, x and
v,V (z,y) € U, probability of collision, P, (Hy (x) = Hy (y)), is L.

P, (Hy (x) = Hy (y) = — (3)
A table with infinite capacity has no issue of collision [8,25]. In a more general
way, collision resolution techniques are divided into three parts: Open Addressing
(Linear Probing, Quadratic Probing, Random Probing, Double Hashing, and Cuckoo
Hashing), Chaining, and Coalesced Hashing. To measure the performance of the
hash function with collision resolution strategies, there are two important parameters:
S(A), average number of probes for successful search and U()), average number of
probes for unsuccessful search.

2.2. Linear probing and random probing

In linear probing, a new location of ks is searched from H(ks) in a linear fashion.
It is required to move to the right end of the table from H(ks)+1, H(k2)+2, ... to
search an empty location [14,21]. If any empty location is found ks is stored there
else searching is performed again from the start of the table and moves to H(kz) by
increment of 1 in H(ks). If any vacant position is found,ks is placed there, otherwise
ko is discarded. In linear probing, a search for empty slots linearly takes place and
it is time time-consuming task. When load factor(\) is greater than 0.5, records
form clusters. S(A) and U(\) can be expressed in term of load factor (A) as S(A) =
i (1 + ﬁ) and U(\) = 1 (1 + ﬁ) To minimize this clustering, two variants
are proposed and they are: Quadratic Probing and Double Hashing [13]. Similarly,
random probing employs a pseudo-random number generator to search for vacant

locations. The average number of probes, F, in random probing, as discussed in [40]:
E = —<loge(1—\).
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2.3. Quadratic probing and double hashing

Here, the new location of the key,k, is searched in a quadratic manner instead of
searching for an empty slot linearly the search is performed as H(ko)+1, H(k2)+4,
H(k2)+9, ... If the table offers its size in a prime number, the above sequence accesses
half of the locations into the table [41].

Under Double Hashing, there is a second hash function, H’, which is used to
resolve collision. If there is collision for key,ko then searching of empty slot will take
place in the order, H(ks) + H’(k2), H(k2) + 2H’(k2), H(k2) + 3H’(k2), ... The second
hash function, H, should generate a smaller hash code in comparison to the size of the
table. So H’ should be wisely chosen. If the table offers its size in a prime number,
the above sequence accesses all of the locations in the table. Deleting a key into open
addressing is a time-consuming task as the key is not at its hash code so before deleting
a key from its hash code, a search is always required.S(\) is also known as average
search length.S()\) is always 1 in case of the perfect hash function. From a family of
hash functions, that hash function is selected for which S(\) is close to 1 when open
addressing is concerned. An improvement concept of the bucket is proposed and it
further derives the concept of chaining [1].

2.4. Cuckoo Hashing

Randomization is the foundation of the nature-inspired Cuckoo Hashing [47,64]. This
hashing scheme uses two tables: denoted as 77 and 7> and two hash functions: H;
and H,. Cuckoo Hashing can be categorized on the basis of: way of accessing the
hash tables and size of hash tables. If hash tables are accessed in parallel, it is
called Parallel Cuckoo Hashing as shown in Figure 1.

Universe of Keys(U)
O
S S
<
_ :
Table:T, Table:T,

Figure 1. Conceptual view of parallel Cuckoo Hashing with two tables

If hash tables are accessed in sequential manner, it is referred as Sequen-
tial Cuckoo Hashing as depicted in the Figure 2. In the parallel version of
Cuckoo Hashing, both tables are simultaneously consulted in searching for a key
while in Sequential Cuckoo Hashing, searching for a key starts from a table and
terminates on another table. If both hash tables are of same size, this version of
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Cuckoo Hashing is referred as Symmetric Cuckoo Hashing else it is known as
Asymmetric Cuckoo Hashing. Cuckoo Hashing, in its purest form, is Symmet-
ric Sequential Cuckoo Hashing [44].

Universe of Keys(U)
L)
‘gﬂ& @\
PR\l
Mfss in TI
T
— Lt
Table: T, Table:T,

Figure 2. Conceptual view of sequential Cuckoo hashing

A key, K, is stored either at T1[H7(K)] or To[H2(K)]. Retrieval of K requires
a lookup in tables. Pagh and Rodler, inventors of Symmetric Sequential Cuckoo
Hashing, suggested the relationship between the size of tables (n) and the keys (R)
as, n > (14 ¢€)R, where, € is a constant and € > 0 [24,45]. In case of Asymmet-
ric Sequential Hashing, size of a hash table is more than twice of another hash table.
When a collision is observed in a table, to make room for freshly arriving keys, Cuckoo
Hashing begins kicking away existing keys from their places. When a predetermined
value of MaxLoop(ML) is reached, the kicking-out operation is terminated. If the
kicking-out operation proves ineffective at accommodating the key, the rehash proce-
dure is performed. If T} and T5 are almost half full and hash functions, H; and Hs,
are chosen from Universal family of hash functions of order (O (1), O (logy,)), there is
a probability of O(1) that a key (K) is not placed in both, Ty and T3 [8]. Cuckoo
Hashing with two tables may offer a load factor of % Algorithms for lookup and
insertion operations are given below.

Algorithm 1: Lookup function

Input: key:K;
Output: K may be in 77 or T», on success it returns K;

[ary

if K =T\[H(K)] then

2 return K;
3 if K = TQ[HQ(K)] then
4 L return K;

5 end
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Procedure insert(K)

1 if lookup(K ) then
2 return

loop MaxLoop times
if Th[H1(K)] =1
T[H\(K)] - K;
return;
else
K < Th[H1(K));
if To[H2(K)] =1
10 T>[H2(K)] + K;
11 return;
12 else
13 K < T>[H2(K));
14 end loop
15 rehash(); insert(K);
16 end

© 00N O oA W

2.5. Major challenges of Cuckoo Hashing

Cuckoo Hashing exhibits a notable failure rate in insertion operation, which is an
unexpected aspect. Despite this, rehashing may not be suitable for various applica-
tions due to its inability to ensure a fixed time for completing insertion operations.
To address this challenge, the utilization of a stash has been proposed as a recom-
mended solution to enhance performance in insertion failure. A stash of size s reduces
the probability of insertion failure from ©(2) to ©(==) [39]. Major challenges of
Cuckoo Hashing are [15,48,58,59]:

o Inefficient Memory Usage: Cuckoo Hashing requires a larger memory foot-
print than other techniques due to the use of two hash tables.

e Data Migration: In case of collision, data migration takes place and it is
performed up to the set value of ML. Data migration takes place again in the
rehash operation. Thus, the higher the value of ML, the higher will be the data
migration.

e High Insertion Latency: The way by which data collision is dealt with by the
Cuckoo Hashing, demands high insertion latency.

In K-ary Cuckoo Hashing, K hash functions generate K indices to perform lookup

operations in K tables. Thus the probability of finding a key in a table is % This

approach offers worse-case lookup time and space complexity. In past, this issue was

addressed by [61]. Another approach encourages to use of a single table (instead of

using multiple tables) which is logically partitioned into % logical tables and each

logical table has a size of L blocks. This modification avoids the additional costs in-
volved in accessing the tables that report unsuccessful lookup operations and includes

only the cost involved in key comparisons [12].
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2.6. Referential stability

Stability in a hash table refers to the property where the position of an element,
once inserted, remains unchanged unless the element is deleted or the table is resized.
This predictability is crucial for certain applications where maintaining the order of
elements is important. Without stability, the positions of elements might get shuffled
during insertion operations or hash table resizing, making it difficult to rely on the
order of elements in the table [3,54]. If a new insertion is performed, stability in
Cuckoo Hashing is compromised.

2.7. Low associativity

It is another important property of hashing. The performance of a hashing technique
is an exploitation of the association of a key and its corresponding hash code. A per-
fect hash function guarantees that every key is at its computed hash code and thus
shows a strong association. Practically, hashing techniques are suggested to be used
with some collision resolution techniques. In this case, a key is assigned to a location
(other than its computed hash code); thus, the average search length increases. The
increase in the average search length negatively affects the search time. Cuckoo Hash-
ing requires a high “MaxLoop” value to ensure stability and high associativity [3].

3. Motivation and problem formulation

Pagh and Rodler presented the idea of Cuckoo Hashing in ESA 2001, with two hash
tables [44]. The authors have used an architecture that did not support the paral-
lelization of the two memory accesses involved in lookups. Hence, we can only assess
the second hash function after confirming the failure of the initial memory lookup in
Table 1 [45]. Originally, the capacity of each bucket was for storing a single key, i.e.,
one key can be stored in a bucket of either hash table not simultaneous. If a lookup
operation fails, the key is searched in the other hash table using the second hash func-
tion. It means, “both hash tables are sequentially accessed, not in parallel fashion”.
While analysing the performance of Cuckoo Hashing, the amortized searching cost is
expressed as O(1) as, at most, two memory locations are required to access to declare
whether the search is successful or not. Switching from one table to another table
consumes switching overhead and this switching overhead can be best described by
the given “Two Shops Example” in the next subsection.

3.1. Combinatorial hashing

The space complexity of a hashing technique is dependent on the size of the hash ta-
ble. The load factor measures the memory utilization of the hash table. While using
the probing technique, the size of the hash table is kept greater than the number of
keys. This is done so that the maximum number of keys may be stored in the hash
table and loss of keys due to collision may be avoided. This work is inspired by the
Combinatorial hashing technique. In Combinatorial hashing, the hash function H is
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applied on every individual digit/alphabet of a key. Let H generate R digit binary
codes for each digit/alphabet, then RN digit long binary code is there for a key of
length N. To store this key, the estimated size of the hash table must be 2RV, If
each cell of the hash table holds only one key, we can store 2%V keys in the best case
if no collision is reported. If the universe of keys is ¢ and |U| = £ then 27V must be
adjusted in accordance with £ to use the space of hash table efficiently. The primary
motiation of this work is the mechanism employed in Combinatorial hashing to deter-
mine the size of the hash table. Next, if 2%V is much greater than £, then load factor,
A — 0 and memory wastage is observed. The hash table space must be efficiently
used (A — 1). This improvement in A demands a reduction in the size of the hash
table. A shrinking constant (C) can be proposed and applied on 2RN to resize hash
table as 2”RNC. The 2RNC is still greater than £ and thus probing can be efficiently
performed. The conceptual view of Combinatorial hashing is shown in Figure 3. In
this work, the hash function is applied to the entire key rather than the individual
digit/alphabet of the key. In Combinatorial hashing, Chaining is used as a collision
resolution technique. Chaining is an expensive collision resolution technique in terms
of time and space complexities. Therefore, Chaining is substituted by Left-Right Ran-
dom Probing in this work. The Left-Right Random Probing in the current work uses
Fibonacci and prime numbers. This work improves the Combinatorial hashing and
develops an efficient hashing scheme, which supersedes the performance of Sequential
Cuckoo Hashing in terms of various parameters discussed in the experiments.

(Key)

|ABD|

v
| B HEB) B HD) |

A4 y A
( Hash Code)
00 01 11

0001 ].1| |ABD|
( Hash Table )

Figure 3. Conceptual view of combinatorial hashing

3.2. Problem formulation

A perfect hash function ensures that each item in a set is uniquely mapped to distinct
hash codes by eliminating collisions entirely. Perfect Hashing is memory efficient, and
this specialized function is particularly advantageous in scenarios where the set of keys
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is known in advance and remains static. It offers fast and efficient lookup operations
without the need for collision resolution mechanisms. Conversely, a minimum colli-
sion hash function aims to minimize the occurrence of collisions when hashing a set
of keys. While it may not entirely eliminate collisions like a perfect hash function,
it strategically distributes keys across the hash table to mitigate collisions, optimiz-
ing performance by reducing the frequency of collision resolution operations. Both
approaches contribute significantly to the efficiency and effectiveness of hash tables,
catering to different requirements based on the nature of the keys and the application’s
demands [4,31,33,36,55].

Authors decide to develop a stable and low associative hashing scheme based on
conventional approaches like: Combinatorial Hashing, Division Methods and Random
Probing. We use two asymmetric hash tables where keys are not uniformly distributed
among the hash tables and to gauge its performance with best known High Associative
Scheme and other Low Associative Hashing Schemes.

4. Work done: stable and low associative left-right hashing

This section is divided into 7 parts: Section 4.1 sheds light on the “Theoretical Foun-
dation of the Proposed Work”. The next section (Section 4.2) describes “Mathematical
Foundation of Proposed Work”. Section 4.3 describes about the “Configuration of Low
Associative Hashing Scheme and it gives Stable and Low Associative Left-Right
Hashing” followed by Section 4.4 that deals with “Prediction of Collision”. Switch-
ing cost is estimated with the help of a proposed performance indicator called, T}i’f'
and it is derived from the “ Hit Count and Miss Count”. Section 4.5 briefly describes
the “Significance of Hit Count and Miss Count”. In the last, Section 4.6 and 4.7 mea-
sure the performance of algorithms on the basis of “Space Complexity” and “Time

Complezity”, respectively.

4.1. Theoretical foundation of proposed work: two shops example

In a colony, there are two grocery shops run by Alice and Bob. Adam is a customer of
both shops and he finds 80% of his needs in Alice’s shop (see Fig. 4). The remaining
20% goods items are only available to the Bob’s shop. Adam knows these statistics
well and he always visits Alice’s shop first. Sophia and Samuel are twins in the
family of Adam. One day, Adam asks Sophia and Samuel to purchase some grocery
items with instruction that, Sofia will always start purchasing from Alice’s shop while
Samuel from Bob’s shop and at a time only one item has to be purchased. If an item
is not found in the shop then they have to visit another shop. Adam provides 10 item-
names to both Sophia and Samuel one by one and starts recording the time consumed
in each transaction of Sophia and Samuel. Undoubtedly, Sophia consumes less time
than Samuel in overall transaction. This is because Sophia has visited Alice’s shop 10
times and only 2 times she has visited Bob’s shop. Thus, Sophia visits both shops for
each item, only 1.2 times while Samuel consumes 1.8 shop visit per item on average.
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Sophia visits Bob'’s shop if an item is
unavailable at Alice’s shop.

Alice’s Shop
(8/10)

Bob’s Shop
(2/10)

Samuel visits Alice’s shop if an item is
unavailable at Bob's shop.

1.2 Shop Visit/Key 1.8 Shop Visit/Key

Rules:

1. Sophia starts purchasing from Alice’s shop, always.

2. Samuel starts purchasing from Bob’s shop, always.

3. Inevery transaction, only one item has to be purchased.

Figure 4. Conceptual view of two shop example

4.2. Mathematical foundation of proposed work

In this section, two hashing schemes are being considered: High Associative Hashing
Scheme and Low Associative Hashing Scheme.

System Model: The system model for the High Associative Hashing Scheme and
Low Associative Hashing is given as:

1.

Both hashing schemes are using two hash tables (T} and T5). The size of hash
tables in the High Associative Hashing Scheme are equal, while unequal sized
hash tables are used in the Low Associative Hashing Scheme. The larger-sized
hash table is referred to as Primary Table and the other one as Backup Table.

. In High Associative Hashing Scheme, lookup and insertion operations can be

initiated either from 77 or T5. It means High Associative Hashing Scheme
is unbiased in both operations: lookup and insertion. While lookup
and insertion operations are always initiated from the large-sized hash tables.
Low Associative Hashing Scheme is biased to Primary table in both
operations: lookup and insertion.

. In High Associative Hashing Scheme, all keys are stored at their computed hash

codes, while in a low associative hashing scheme, random probing is used to deal
with data collision.

. Both hashing schemes are using two hash functions (H; and Hs, for 77 and Ts

respectively).

. A key, K, is stored in either a hash table under both hashing schemes. Keys

among T7 and T, are not equally distributed. During hashing, both schemes do
not offer any data loss.

4.2.1. High associative hashing scheme

Let P, and P; are the probabilities of finding a key in the tables 77 and T3, respec-
tively. According to the System Model, P, = (1— P,). In High Associative Hashing
Scheme only one probe is required to ensure the presence of the key in a table. Thus
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in the worst case, High Associative Hashing Scheme requires 2 memory access to en-
sure that the key is either in 77 or T5. Search operation can be initiated either from
Ty or Ts. If cost of this single probe is considered, ¢, then estimated cost of search,
Tiotal, can be computed as Py Xt+ Py X (t+t) = Py Xt+2x (1-P) xt =tx(2—Py),
when lookup operation starts from T3. If T is investigated first, Tiprar = € X (2 — Pa).
As P, # P, thus Tioq; depends on the order of lookup. Table, T5, is consulted
when a miss is reported during a search of a key K in the Tj. Transferring of
control from 77 to Ts involves additional overhead in terms of switching cost. If
|U| = n, then T.R.C. (Total Reference Count) which is the estimated count access
of both the tables while searching entire U is n +n x (1 — P;) (here, searching starts
from T1). The average T.R.C., denoted as T RCyyg, is the ratio of n +n x (1 — P;)
and |U| = n; hence, TRCqpq is (2 — P1). If A is the switching cost per miss, the
estimated switching cost between the tables is TRCqyg x A. Let Teffective be the
overall searching cost incurred in the High Associative Hashing Scheme, which is es-
timated as Tiotar + TRCapg X A = (2 — P1) X (t+ A) for a key if lookup operation
starts from T7.

If the High Associative Hashing Scheme does not provide any prior information
about the number of keys stored in the tables, the searching operation may start from
any table. Initiation of searching from a table having fewer keys stored leads to worse
performance in the High Associative Hashing Scheme.

4.2.2. Low associative hashing scheme

Low Associative Hashing Scheme maintains two tables of different sizes: a primary
table and a backup table. To deal with the collision, Random Probing is used in both
tables. Average searching length in Random Probing is _Tlloge(l — A), where A is
the load factor of a hash table.

Next, we estimate the search cost in the Low Associative Hashing Scheme. Let
Pryrimary and Prygerup are the probability of finding a key in the primary and the
backup tables, respectively, where Prygerup = (1 — Prprimary). Let Aprimary and
Abackup be the load factors of the primary and backup tables, respectively. The esti-
mated searching time, denoted as Tproposed, Of a key in the Low Associative Hashing
Scheme, is Prprimary X (Wloge( — Aprimary)) X t 4+ Prygerup X ()\b — log€(1 _
Abackup)) X 2t. The T.R.C.(Total Reference Count) in the Low Assoczatwe Hashing
Scheme for entire U is n + n X (1 — Pryrimary). The average T.R.C. for the Low
Associative Hashing Scheme, TRCpayg, is the ratio of n +n X (1 — Prprimary) and
|U| = n. Thus, TRCpauvg is (2 — Prprimary). The effective searching time for a key
in the Low Associative Hashing Scheme, denoted as EST, is the sum of T oposed
and TRCpaug X A, t.€., Pryrimary X (Ammmy loge(1 — Aprimary)) X t + Prygerup X

(/\backup 10ge(1 = Mpackup)) X 2t + (2 = Prprimary) X A

The Low Associative Hashing Scheme appears potentially better than the
High Associative Hashing Scheme under the assumption of Prpyimaery > P and
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Pryrimary > P> with restricted average search length in both the primary table and
the backup table.

4.3. Configuring low associative hashing scheme:
stable and low associative left-right hashing

1. Universe of Keys: Authors have considered universe of keys (4 ) as [U| = 10°.
The size of a key is 15 digits long. If R = 2 is considered then hash code of
a key is 30 bits long and it covers total (230) 1,07, 37,41, 824 memory locations,
which is 1074 times of the Y.

2. Defining the sizes of hash tables: Stable and Low Associative Left-Right
Hashing uses, two hash tables. To use memory efficiently, the original idea of
Combinatorial Hashing has been revised, as discussed in Section 3. The hash
function H spreads the U over 2RNC bit long hash code, where C is a constant
called, shrinking constant, whose value is adjusted according to /. This re-
vision in the Combinatorial Hashing has resemblance as proposed by Rivest [53]
and A.E. Brouwer [7]. The Prime(X), returns a prime number which is the
closest to and greater than X. Size of primary table is kept as Prime(2RVC)
while size of backup table is maintained, as Prime(12RVC) as stated in Sec-
tion 3. Stable and Low Associative Left-Right Hashing first consults with the
primary table in case of both: insertion and search. If the lookup operation in
the primary table fails, backup table is consulted. In this manner, Stable and
Low Associative Left-Right Hashing reduces the involved switching cost. As the
size of the primary table is much more than the backup table, it responds more
than 95% lookup operations positively. Thus, the probability of finding a key in
the primary table is higher.

3. Left-Right Random Probing: Searching time is directly proportional to the
average search length. To maintain the small average search length, authors have
used a small set of prime numbers and Fibonacci numbers, P and F respectively.
In random probing, the search of an empty location is performed in a single
direction unless one end is met. In the proposed scheme, search for an empty
location is performed on both sides: the left side and the right side. From the
point of collision, searching for an empty slot takes place on the left side and
the right side (if the previous one is found unsuccessful). The number of probes
consumed in searching empty slots are at most 2 x |P| or 2 x |F| (depends on the
set used) in the Left-Right Random Probing.

4. Hash Functions Used: Stable and Low Associative Stable Left-Right Hashing
uses two hash functions (one hash function for each hash table). These hash
functions are based on Division Method. The hash function K %Prime(2RNC)
is used for primary table and K%Prime(12”VC) is used for backup table.

The proposed scheme uses Left-Right Random Probing as a collision resolution
technique; thus, it is “low associative” in nature. Once a key is stored in a table, it is
never migrated; thus, it is “stable” in nature too. On the basis of 1) stability, 2) low
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associative nature, and 3) probing technique used, the proposed scheme is referred to as
“Stable and Low Associative Left-Right Hashing”. The conceptual view of Stable and
Low Associative Left-Right Hashing is shown in Figure 5. Algorithm 2 summarizes
different steps involved in the proposed scheme.

Collision for K

s
,

W, H(K)

o’, At
2ol
’I \3.6\ /
s

KN
e |

Random Probing

————

Primary Table Backup Table

Figure 5. Conceptual view of stable and low associative left-right hashing

Algorithm 2: Stable and Low Associative Left-Right Hashing

1 Initialize: PT_SIZE, BT_SIZE, P_DIVISOR, & B_DIVISOR;
2 Function Table_Initialization( )

3 fori¢=0 to PT_SIZE do

a L Primary_Table[:] = —99;

5 for i=0 to BT_SIZE do
L Backup_-Table[i] = —99;

7 Function Primary_Hash_Code(key) return (key mod P_DIVISOR);
s Function Backup_Hash_Code(key) return (key mod B_DIVISOR);
o Function Insert_Backup_Table(key, bhashCode);

10 if Backup-Table[bhashCode]= —99 then

11 L Backup_Table[bhashCode]=key;
12 else
13 L Perform random probing to store the key;

14 Function Insert_Primary_Table(key)

15 phashCode = primary_Hash_Code(key)
16 if Primary_Table/phashCode]= —99 then
17 L Primary_Table[phashCode]= key;

18 else

19 if Random Probing is successful then
20 L key is stored.

21 else

22 L Insert_Backup_Table(key, bhashCode);
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Algorithm 2: (continued)

24 Function Search_Backup_Table(key, bhashCode)
25 if Backup_Table[bhashCode] = key then

26 ‘ return 1;

27 end

28 else

29 ‘ Perform random probing to search the key;
30 end

31 Function Search_Primary_Table(key)

32 phashCode = primary_Hash_Code(key)

33 if Primary_Table/phashCode] = key then
34 ‘ return 1;

35 end

36 else

37 if random probing is successful then
38 ‘ returnl

39 end

40 else

a1 ‘ bhashCode=backup_Hash_Code(key) search_Backup_Table(key,bhashCode)
42 end

a3 end

4.4. Prediction of collision

Bin and Ball model can be used to estimate an average number of collisions. If there
are X balls and Y bins and Y > X. The X balls are randomly thrown into the )
bins. The first ball is placed in a bin, and the remaining (X-1) balls have an equal
probability of falling into the same bin is % Thus, the average number of collisions
with the first ball will be @ The second ball falls into the same bin, and the
remaining (X-2) balls have an equal probability of falling into the same bin is

T

Thus, average number of collisions, denoted as Avg.qs, with the second ball will
be (X=2
-

(xX-1) .
i XX -1)
Av cols — N T T o~ 4
Geol ; 3 o (4)

4.5. Significance of hit count and miss count

Sequential Cuckoo Hashing distributes keys in between the tables equally likely. If
the lookup operation in a table fails, Sequential Cuckoo Hashing computes hash code
using other hash functions to perform the lookup operation in the second table. The
probability of finding a key in a table is % in Cuckoo Hashing [49]. In the proposed
scheme, the probability of finding a key in the primary table is much higher than
the backup table. As keys are unlikely distributed between the primary table and
backup table, the backup table is only consulted when a failure either in search
operation or insertion operation is observed. Frequent computation of hash codes
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and context switches in between the tables, downgrade the searching performance
when a large number of keys are searched. To include these computational overheads
in determining the performance of both searching cost and insertion latency hit counts
and miss counts of tables must be considered. Hit ratio is the probability of success in
searching a key while miss ratio shows the chance of an unsuccessful search in a table.
For a given U, we can compute Table Reference Count (T.R.C.) while adding
the hit counts and miss counts of the individual hash tables participating in a hashing
scheme. The T‘k}gf is the ratio of T.R.C. to the total number of keys.The T)fe'yc' tells
“how many reference counts of tables are required to search a key on average basis “.
Universal Hash Functions report the loss of a key with a probability of - when [I/|
is m. Sequential Cuckoo Hashing uses Universal Hash Functions thus, miss counts
of Table; # (m-hit counts of Tables).

4.6. Space complexity

The size of a hash table in the High Associative Hashing Scheme is marked as standard
to estimate the space complexity of the proposed scheme. If the size of a hash table
in the High Associative Hashing Scheme is S, the space complexity of the High Asso-
ciative Hashing Scheme is O(2S). The size of the primary table and backup table in
Left-Right Hashing is C1S and CsS respectively where C; and Cy are constants with
values, 1.048 and 0.13. Thus, the space complexity of Left-Right Hashing is O(CS)
with constant C = 1.18. Space complexity of Left-Right Hashing outperforms
High Associative Hashing Scheme by a factor of 1.7.

Lemma 1. A high Associative Hashing Scheme offers a load factor less than %

Proof. Let the total number of keys be n. The size of a hash table is n + x; that is,
the hash table is larger than the total number of keys. Load factor (\) is the “ratio
of total number of keys stored to the total number of locations offered in the hash
table(s).” The load factor A = f(n). High Associative Hashing Scheme uses two
hash tables thus f(n) = XA As,z#0, f(n) < 3. O
4.7. Time complexity

Theorem 1. Left-Right Hashing with Random Probing using Prime Numbers and
Fibonacci Numbers performs searching in constant time.

Proof. Let the probability of finding a key in the primary table and backup table
be Pryrimary and Prygcrup respectively. The proposed scheme first attempts to
accommodate the key in the primary table, if insertion is unsuccessful in the pri-
mary table then the key is accommodated in the backup table. In the proposed
scheme, VKey(k) € U is successfully stored and thus Prygcrup = (1 — Prprimary)- Let
Aprimary ad Apackup De the load factors of the primary table and backup table respec-
tively. The Tproposed, estimated searching time of a key in the proposed scheme, is
Prprimary X ()\p,y;iary loge(l - )\primary)) X t+Prbackup X (ﬁiuploge(l - )\backup)) x 2t.
The T.R.C.(Total Reference Count) in the proposed scheme for entire U is n + n x

(1 = Pryrimary). The average T.R.C. for the proposed scheme, TRCpqpg = %,
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(g nnx (= Prmmmy) as |{U| = n. Thus TRCpavg is (2 — Prprimary). The effective
searching tnne for a key, EST, is the sum of Tproposed and TRCpqug % A.

EST = Prprima'ry X loge(]- - )\primary) X t+ Prbackup

)\primary

x ( 10ge (1 — Apackup)) X 2t + (2 — Pyrimary) X 2 (5)

)\backup

In the Equation 5, Pryrimary, Preackup, Aprimary, and Apeckup are all constants
for given U in the proposed scheme. The cost of a single probe (t) and switching cost
(A) are constant for a given machine. Thus the proposed scheme performs searching
in constant time. The experimental proof is given in Figure 14. [

Lemma 2. High Associative Hashing Scheme offers two different T‘klz‘yc' forU.

Proof. Let P and Py be the probabilities of finding a key in the tables, Table; and
Tables in High Associative Hashing Scheme. Searching may start either from Table;
or Table,. Let, Sequential Cuckoo Hashing offers two different T\IL%HC for [U| =
n as T.R.Cgpg1 and T.R.Cgyg2 when searching starts from Table; and Table,,
respectively. The T.R.C.; is, n +n x Py and The T.R.C.; is n + n x P;. Thus
T.R.Cgpg1 and T.R.Cyg2 are (1+P3) and (14+P1). As Py # Py, thus T.R.Cypg1 #
T.R.Cgyg2. Hence, High Associative Hashing Scheme offers two different L R ¢ for
given U. The experimental proof is shown in Figure 11.

Theorem 2. For given U, High Associative Hashing Scheme offers two searching
times.

Proof. Let P; and P, be the probabilities of finding a key in tables, Table; and
Tabley, and P; # Ps. If searching starts from Table;, the searching time T; is
Py xt+Pyx (2t) =Py xt+ (1 —-Py) x (2t) = (2—Py) x t. If searching starts from
Table,, the searching time Ty is Py x t + Py x (2t) = Po x t + (1 — P3) x (2t) =
(2—P3) x t. Now, switching cost is considered and it has to be added with Ty and T5
to estimate the effective searching time, EST; and EST,. From lemma 2, T.R.C.4y1
and T.R.C.442 are (14 P;) and (1 + P5).Thus EST; is T; + T.R.C.4p41 X A and
EST; is Ty + T.R.C.4p92 x A, where A is the switching cost. As Py # Py thus
EST; # EST5 under the assumption that High Associative Hashing Scheme does
not report any data loss. High Associative Hashing Scheme shows worse performance
when searching starts from Table; ;<;<2 that owns lesser number keys. Thus for given
U, High Associative Hashing Scheme offers two searching times. The experimental
proof is shown in Figure 11. O

Lemma 3. Proposed scheme has unique T,:;/C‘ for given U.

Proof. Let Prprimary and Prygcryp be the probabilities of finding a key in the primary
table and backup table, respectively. In the proposed scheme, insertion and search
always start from the primary table. For given, |U| = n,TlﬁyC is nX(HPrb“’””p)

(14 Prygckup) = (2 — Prprimary). When a failure is observed either in mbertlon or
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in searching, the backup table is consulted. Proposed scheme is free from data loss
thus, Pryrimary = (1 — Prygerup). Hence, the proposed scheme offers unique T'Iﬁ'yc'.
The experimental proof is shown in Figure 11.

Theorem 3. Left-Right Hashing using prime numbers or Fibonacci numbers is faster
than the worse case performance of the High Associative Hashing Scheme in terms of
searching for a given U.

Proof. Let EST be the estimated searching time of a Left-Right Hashing. Let EST,
and EST; are the estimated searching times of the High Associative Hashing Scheme.
From Theorem 2:

ESTl = T1 —+ T-R~C~avg1 X A (6)
EST, = Ty + T.R.C.ypgr x A (7)

EST; and EST5>, in terms of Py and Ps, are defined as:

EST1 = (2 — Pl) X t+ T-R~C~avg1 x A\ (8)
EST2 = (2 — PQ) X t+ T.R.C.anQ X A (9)

From Lemma 2, T.R.C.4y41 and T.R.C. 4,42 can be also expressed as Py and P3 so
EST, and EST, are:

EST, = (2 P) x (t+A) (10)
EST, = (2— P) x (t+ A) (11)

From Theorem 1, the EST of the scheme is given as:

-1
EST =Pr, imary X (+———10gc(1 — A\primary)) X

)\primary
—1
+ Prbackup X (Ailoge(l - Abackup)) X 2t
backup
+ (2 — Pprimary) X & (12)

If P, < Py, EST; is the worse performance of High Associative Hashing Scheme.
As Pryrimary >> P1, EST of the proposed scheme is better than EST;, EST <
EST,;. Similarly, EST < EST; holds if P» < Py as Pry imary >> P2 . In worse
performance, the High Associative Hashing Scheme pays more switching costs than
the proposed scheme. Hence “Left-Right Hashing with prime numbers or Fibonacci
numbers is faster than the worse-case performance of the High Associative Hashing
Scheme in terms of searching for a given U.” The experimental proof is shown in
Figure 26. O
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5. Results and discussions

This section describes the experimental findings of the proposed work. Initially, Sec-
tion 5.1 describes the experimental setup and used data structure, followed by the
performance comparison of the proposed work in Section 5.2. During the comparison,
we consider Sequential Symmetric Cuckoo Hashing, Random Probing and Quadratic
Probing approaches, where we use existing as well as proposed performance indica-
tors (Degree of Dexterity). In addition, the other proposed performance indicator
(T.R.C./key) is used while comparing with Sequential Symmetric Cuckoo Hashing.

Section 5.3 deals with the performance estimation of the proposed scheme, Sta-
ble and Low Associative Left-Right Hashing. Section 5.4 sheds light on Sequential
Symmetric Cuckoo Hashing Scheme. FExperimental results on Random Probing and
Quadratic Probing are tabulated in Section 5.5. Finally, Section 5.6 compares
the performance of Stable and Low Associative Left-Right Hashing with Sequential
Cuckoo Hashing, Random Probing and Quadratic Probing.

5.1. Experimental setup and data structure used

During the evaluation, this work considered a pure random dataset from Kaggle
(10% in numbers, for every scheme) [6] that possesses a key length of 15 digits. Pro-
totype of Stable and Low Associative Left-Right Hashing, Cuckoo Hashing, Random
Probing and Quadratic Probing are implemented under GCC Compiler, 11.3.0 on 7
processor of 3.40 GHz with 8 GB DRAM at Ubuntu Linux 22.04.1. Additionally,
clock() of time.h is used to record consumed time. During the experiment, two arrays
of the same size (1000033) are implemented for Cuckoo Hashing with ¢ = 0.000033.
Two hash functions ((axkey+b)%M and (key/M)%M), where M is a prime number
and ¢ and b are constants) from the Family of Universal Hash Functions are used to
compute the hash code. The size of the hash table in Random Probing and Quadratic
Probing is kept 1000033. The size of the Primary table and backup table are 1048583
and 131101, respectively. The hash function used in Random Probing, Quadratic
Probing, Primary Table and Backup Table are based on the division method with the
form K%m (Kmodm), where K is key and m is a prime number.

5.2. Comparison of proposed work with existing schemes
and involved performance indicators

Authors use Cuckoo Hashing as High Associative Hashing Scheme. Left-Right
Hashing is an acronym to the proposed Stable and Low Associative Left-Right Hash-
ing. This section shows the effectiveness of the proposed Left-Right Hashing scheme
over Cuckoo Hashing, Random Probing and Quadratic Probing. In performance eval-
uation, we engage different performance indicators, including a) memory utilization,
b) data loss, c) collision rate, d) hit count and miss count, e) TEC- f) qverage search

Key
length, g) insertion latency, h) average searching time, and i) degree of dexterity (n).
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5.3. Stable and low associative left-right hashing

Authors have considered two versions of Left-Right Hashing based on prime numbers
and Fibonacci numbers as LRHP and LRHF respectively. As Left-Right Hashing
uses two tables, it is referred to as LRH2T. To introduce randomness authors have
used two sets of prime numbers (P5 and P8) and Fibonacci numbers (F5 and F8)
with respective sizes of 5 and 8. When P5 and F5 are used in LRH2T, it is referred
as LRH2TP5 and LRH2TF5 respectively. Similarly, when P8 and F8 are used in
LRH2T, we have LRH2TP8, and LRH2TF8, respectively. Thus under LRHP
there are two variants as: LRH2TP5 & LRH2TP8 and LRH2TF5 & LRH2TFS8
similarly under LRHF.

5.3.1. Memory utilization

A hashing technique must efficiently use the memory. Memory utilization is the ratio
of the total number of keys stored to the total mnumber of memory allocated. The
LRH2TP5 and LRH2TF5 store 935810 and 928300 keys out of 10° in the hash
table of size 1048583, respectively. The LRH2T variants of Left-Right Hashing
handle the data loss of the primary table by providing accommodations in the backup
tables. The unequal-sized hash tables and performance of the used hash function with
Left-Right Random Probing collectively produce better space utilization with 0 data
loss in LRH2TF8 and LRH2TPS8. Memory utilization (in %) of Left-Right Hashing

is depicted in Figure 6.

LRH2TF5 | LRH2TF8 | LRH2TP5 | LRH2TP8 | Tablel | Table2
LRH Cuckoo Hashing
MU| 8476 | 8477 | 8477 | 8477 3678 | 63.22

Memory Utilization (M

Figure 6. Memory utilization in Left-Right Hashing
and Cuckoo Hashing at ML = 200

5.3.2. Data loss

The collision resolution technique is used with the hash function to prevent data loss
due to collision. The Left-Right Random Probing shows that data loss is decreasing
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and it finally reports 0 data loss when the backup table is introduced and P5 and F5
are replaced with P8 and F8. Data loss is shown in Figure 7.
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Data Loss

Cuckoo

LRH2TF5 | LRH2TF8 | LRH2TP5 | LRH2TP8 X
Hashing

LRHF LRHP
—Dataloss] 87 | 0 7 [ o | 1

Figure 7. Data loss in Left-Right Hashing and Cuckoo Hashing
at ML = 200

5.3.3. Collision rate

The model described in Section 4.4 gives the upper bound of the number of data
collisions. Collision rate is a ratio of the total number of collisions that occurred to
the total number of keys stored in the hash table. Figure 8 shows the number of data
collisions computed by the model given in Section 4.4.

500000
450000
< 400000
£ 350000
§ 300000
2 250000
S 200000
= 150000
= 100000

50000
0

|

| m
PT | BT | PT | BT | PT | BT | PT | BT |Tablel|Table2

Cuckoo
Hashing

|DDCK10907 19559 140626 5717 41758215706 [437113] 6907 199848 67626

LRH2TF5 LRH2TF8 LRH2TP5 LRH2TP8

Figure 8. Data Collision in Left-Right Hashing and Cuckoo Hashing
at ML = 200

The collision rate in primary tables of both LRH2TP8 and LRH2TFS8 are
higher than the collision rate in backup tables. This is because primary tables hold
more keys than backup tables in LRH2TP8 and LRH2TF8, as shown in Figure 9.
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PT | BT

Collision Rate(CR)

PT | BT PT | BT |Tablel|Table2
LRH2TP5S LRH2TPS LRH2TF5 LRH2TF8 Cuckoo
Hashing

[cR] 045 [ 0.25 | 046 | 0.16 | 044 [ 027 [ 046 | 015 | 032 | 0.18

Figure 9. Collision Rate in Left-Right Hashing and Cuckoo Hashing
at ML = 200

5.3.4. Hit count and miss count

In Left-Right Hashing, the backup table is only consulted when one of the following
occurs: either a) when the search operation is unsuccessful in the primary table or,
b) when insertion failure occurs in the primary table. This restriction avoids unlike
consultation of the backup table and avoids switching overhead. The hit and miss
count of both tables in LRH2TP8 and LRH2TFS8 are shown in Figure 10. The
miss count, 0, in the backup tables of LRH2TP8 and LRH2TF8 indicate that no
data loss is reported in these versions of Left-Right Hashing.

1000000 r
800000
§ 600000
S 400000 |
200000
0 m =
Primary | Backup | Primary | Backup
Table Table Table Table Table1 Table2
LRH2TF8 LRH2TP8 Cuckoo Hashing
B Hit Count | 961284 38716 957444 42556 367773 | 632226
W Miss Count| 38716 0 42556 0 632227 1

Figure 10. Hit Count and Miss Count in Left-Right Hashing
and Cuckoo Hashing at ML = 200

The proposed indicator, % is the ratio of the sum of hit counts and miss

counts of a primary table and its associated backup table to the size of U. The

Tklzf' estimates the switching overhead when a hashing technique uses more than one

hash table. The G- of LRH2TP8 and LRH2TF8 are shown in the Figure 11.
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Fibonacci numbers are superseding the prime numbers. The TKIZ';:' of LRH2TF8

is lower than LRH2TPS8. This is because LRH2TF8 stores 961284 keys in its
primary table and LRH2TP8 holds only 957444 keys in its primary table. Switching
overhead in LRH2TFS8 is less than LRH2TP8. LRH2TP8 and LRH2TF8 offer
unique T}?gf' for a given universe of keys, U and this is the experimental proof of the

Lemma 8.

1.8
1.6 |
14 |
B 1.2
& 1 r
S 08 f
E 06 |
04 |
02 |
O "LrH2TF8 | LRH2TP8 | Case-A | Case-B
Left Right Hashing Cuckoo Hashing
ITRC./Key| 1.038716 | 1.042556 | 1.632227 | 1.367773

Figure 11. T.R.C./Key in Left-Right Hashing
and Cuckoo Hashing at ML = 200

5.3.5. Average search length

When the collision resolution technique is used with a hash function, average search
length plays a vital role. Searching time is directly proportional to the average
search length. The average search length in Left-Right Hashing is shown in Figure 12.

1.5

Average Search Length in Left Right
Random Probing(ASL_LRRP)

Primary Table Backup Table Primary Table Backup Table
LRH2TF8 LRH2TP8

EA 0.916745742 0.2953143 0.913083657 0.324604694

B ASL_LRRP 2.73976 1.209189999 2.663611 1.228499

Figure 12. Load Factor and Average Search Length
in Left-Right Hashing
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Prime numbers are efficiently operating against Fibonacci numbers in the pro-
posed Left-Right Random Probing. The average search length and load factors of
LRH2TP8 and LRH2TFS8 are shown in Figure 12 and this result endorses the
claim made by [17]. Maximum 2 and 3 probes are required to search a key in the
primary and backup tables, respectively, in LRH2TP8 and LRH2TFS.

5.3.6. Insertion latency

Insertion latency is the total time consumed in the insertion of keys into the hash
table. If the total inserted keys increase then the insertion latency increases. Ideally,
the hashing technique should execute an insertion operation in O(1). The LRH2TP8
and LRH2TFS8 successfully store all the keys i.e., 10%. Insertion latency is shown

in Figure 13.

LRH2TES | LRH2TF8 | LRH2TP5 | LRH2TP8 | Case-A | Case-B
LRHF LRHP Cuckoo Hashing
IL| 0.05247 |0.052566 | 0.051199 [0.052161 | 0.077688] 0.07855

Insertion Latency
(in Seconds)

Figure 13. Insertion Latency in Left-Right Hashing
and Sequential Cuckoo Hashing at ML = 200

5.3.7. Average search time

Searching time depends on two factors: number of keys searched and average
search length. Searching time increases with an increase in the number of keys
searched and average search length.

Average searching time is shown in the Figure 14. Comparatively, LRH2TP5
and LRH2TF5 have less keys in its hash tables than LRH2TP8 and LRH2TF8
(see Figure 7). During the search, all keys stored in the above variants are fetched
in LRH2TP5, LRH2TF5, LRH2TP8 and LRH2TF8. LRH2TPS8 is 1.12 times
faster than LRH2TF8 in term of searching time. The average search length in
LRH2TPS8 (2.663611) is lesser than LRH2TF8 (2.73976), as shown in Figure 12
and the average search time is depicted in the Figure 14.
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Average Searching Time (AST)
(m Seconds]
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Case-A | Case-B
Cuckoo Hashing
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0.052618[0.053281

0.049515 [ 0.047722

0.057407 [ 0.046572

Figure 14. Average Searching Time in Left-Right Hashing
Cuckoo Hashing at ML = 200

5.3.8. Degree of Dexterity (7))

It measures quickness of a hashing technique. This performance indicator is a function
of insertion latency and average searching time. This performance indicator estimates
the cost of first use of a hash table. The hash tables may be either static or dynamic
in nature. Static hash is created once while dynamic hash tables are recreated after

a fixed time interval [3,5, 32].
latency is more important.

During the construction of a hash table, insertion
A hash table can be used after the completion of the

insertion operation. The 7 of each variant of Left-Right Hashing is shown in Figure 15.
LRH2TPS8 shows best performance among LRH2TP5 LRH2TF, and LRH2TFS8

in term of 7.

Degree of Dexterity (1)

[y
(=]

=
[\S]

[s=]

|

LRH2TF5 ‘ LRH2TF8
LRHF

LRH2TP5 ‘ LRH2TP8
LRHP

Case-A Case-B
Cuckoo Hashmg

9.5158343 ‘ 9.4475989

9.9290667 ‘ 10.011719

74022231 | 7.9921741

Figure 15. Degree of dexterity in Left-Right Hashing
and Cuckoo Hashing at ML = 200
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5.4. Sequential symmetric Cuckoo Hashing
as High Associative Hashing Scheme

This section presents the results of rigorous experiments done with Cuckoo Hashing.
During the trials, a variety of ML has been taken into consideration. The ML range
begins at ML = 10 to ML = 220 with the interval of 10. The performance indicators
like: Awverage Searching Time, Insertion Latency, Memory Utilization, Data Loss, and
Degree of Dexterity have been taken into consideration during the experimental trials.
As discussed previously, two cases have been considered: Case-A and Case-B, in
the analysis of Sequential Cuckoo Hashing. In Case-A, the table with the minimum
number of keys is referred first to initiate search and insertion operations and in
Case-B, the table with the maximum number of keys is referred first to initiate
search and insertion operations. Thus, under Case-A, insertion and lookup operation
is initiated from Tablel that holds 367773 keys and under Case-B, insertion and
lookup operation are started from Table2 that holds 632226 keys. Awverage Searching
Time, Insertion Latency, and Degree of Dexterity are case-dependent performance
indicators and the remaining performance indicators are case-independent. Notable
observations are highlighted as:

1. At ML = 200, Cuckoo Hashing shows data loss of only one key. This is the
experimental evidence that “Universal Hash Functions report data loss of single
key” [8] (results shown in the Figure 16, experimentally verifies this claim).

2. Even at ML = 220, 50% memory utilization is not obtained. The size of a hash
table in Cuckoo Hashing is kept at 1000033, and the total number of keys is 10°
to be stored (Cuckoo Hashing shows data loss of 1 key). Thus, load factor (\) is

% = 0.499 (Experimental proof of Lemma 1). When X is multiplied by
100, memory utilization in % is computed. Thus, 50% memory utilization in
Cuckoo Hashing appears as a theoretical upper bound, and this result
endorses the claim made by [45] about Cuckoo Hashing in terms of

load factor.

3. Data loss in Cuckoo Hashing is influenced by ML. With a large value of ML,
Cuckoo Hashing exhibits minimal data loss. So, a small-size stash can be intro-
duced to deal with this situation [38] (results shown in Figure 16 experimentally
verifies this claim).

4. “The probability of finding a key in a table is % in Cuckoo Hashing” claimed
by [49] is not observed.

5. Universal Hash Functions excel in minimizing collisions. The collision rate is
shown in the Figure 9.

6. ML count does not impact searching time in Cuckoo Hashing. Results are shown
in the Figures 17 and 18.

7. The average searching time is 0.05740655 seconds and 0.0465724 seconds un-
der Case-A and Case-B respectively as depicted in the Figure 14 (This is the
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10.

experimental proof of the Theorem 2). Switching cost influences average search-

ing time. In Case-A, ==

Key

T'Re'g' is 1.632227 while T:E-C- is 1.367773 under Case-B

as presented in the Figure 11 (This is experimental proof of Lemma 2). Average
searching time can be improved if the search operation originates from the table
that holds more keys as it saves involved switching costs.

. In experiments, a non-consistent relation is observed between ML and insertion

latency. Insertion latency in Tablel and Table2 are almost equal with a differ-
ence of 0.000862 seconds. Results are shown in the Figures 19 and 20.

. Proposed performance indicator, 7, is also independent of ML. The value of 7 is

7.40222311 in Case-A and 7.992174063 in Case-B.Thus Case-B is 1.08 times
more quicker than Case-A. Results are shown in the Figures 21 and 22.

At a high value of ML, Cuckoo Hashing reports data collision of the single key
while the authors in [56] claim that the maximum collision that is allowed in

most versions of Cuckoo Hashing is 8 keys only.

Costly rehash operation can

be avoided by setting a high value of ML and the single unpositioned key can

be simply discarded or stored in a separate node.

The authors are the first to

address this issue in the context of Cuckoo Hashing to the best of their knowledge.
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Figure 22.
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5.5. Random probing and quadratic probing

Performance of Random Probing and Quadratic Probing are tabulated in Table 1.

Table 1
Performance Analysis of Random Probing and Quadratic Probing
Parameter Scheme
Random Probing | Quadratic Probing

Data Loss 35195 367520
Collision Rate 0.460054 0.301589
Load Factor 0.92011 0.60318
Awverage Searching Time (in seconds) 0.061441 0.031863
Insertion Latency (in seconds) 0.028302 0.041207
Degree of Dexterity (1) 11.14289 13.68557

During the evaluation of the schemes, the following performance indicators are
considered: Data Loss, Collision Rate, Load Factor, Average Searching Time, Inser-
tion Latency, and Degree of Dexterity. Notable observations are enumerated as:

1. Data loss in Quadratic Probing is higher than in Random Probing.
2. Collision Rate in Random Probing is greater than Quadratic Probing as Random
Probing accommodates more keys than Quadratic Probing in its hash table.

3. Random Probing supports a load factor (\) greater than Quadratic Probing.
When is multiplied by 100, we can compute memory utilization in percent.
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4. Quadratic Probing is faster than Random Probing in terms of Average Searching
Time.

5. In terms of insertion latency, the performance of Random Probing is better than
Quadratic Probing.

6. In term of i, Quadratic Probing performs better than Random Probing.

5.6. Performance Comparison of Left-Right Hashing,
Sequential Cuckoo Hashing, Random Probing,
and Quadratic Probing

In this section, the performance of LRH2TF8, LRH2TP8, Sequential Cuckoo Hash-
ing at ML = 200 (at ML = 200, data loss is 1), Random Probing (RP) and Quadratic
Probing (QP) are evaluated. Performance indicators: Average Searching Time, In-
sertion Latency, Memory Utilization, and Degree of Dexterity are used to measure the
effectiveness of the proposed schemes against Sequential Cuckoo Hashing, RP and QP.

5.6.1. Data Loss

In terms of data loss, Left-Right Hashing excels the existing scheme. Stability is
absent in Cuckoo Hashing; thus, data migration exists only in Cuckoo Hashing. Pri-
mary table holds 957444 keys in LRH2TPS8 while 961284 are stored in the primary
table under LRH2TF8 scheme. It indicates that the set P8 and F8 are working
well with the proposed Left-Right Random Probing. The modification made in the
Combinatorial Hashing to estimate the table sizes appears as a worthy choice.
Size of primary table is Prime(2RN ) while size of backup table is maintained, as
Prime(%?RNc), where C is 0.67 and f is 8. The size of the hash table in Random
Probing and Quadratic Probing is equal. The performance of Random Probing is
better than Quadratic Probing in terms of data loss, as shown in Figure 23.
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—
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= 100000 +
50000 |
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—DL 0 0 1 35195 | 367520

RP QP

Figure 23. Data Loss in Left-Right Hashing, Cuckoo Hashing,
Random Probing and Quadratic Probing
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5.6.2. Collision Rate

Data collision rate in the primary table of LRH2TF8 and LRH2TPS8 are the same
i.e. 0.46. The LRH2TF8 performs better than LRH2TP8 when the data collision
rate of the backup table is considered. However, the data collision rate of Table2 (in
Cuckoo Hashing) is more than the data collision rate of backup tables of LRH2TF8
and LRH2TFS8. Primary tables in LRH2TP8 and LRH2TF8 store 1.5 times more
keys than Tablel (in Cuckoo Hashing) in the Sequential Cuckoo Hashing and that’s
why the collision rate in the primary tables of LRH2TF8 and LRH2TPS8 are 1.44
times more than the collision rate of Tablel (in Cuckoo Hashing). The collision rate
in Table2 of Sequential Cuckoo Hashing is 1.125 times and 1.2 times more than
the backup tables of LRH2TP8 and LRH2TFS8. The collision rate is shown in

Figure 24.
@
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Figure 24. Collision Rate in Left-Right Hashing, Cuckoo Hashing,
Random Probing and Quadratic Probing

5.6.3. Memory Utilization

The number of keys in the primary table and backup table of LRH2TF8 and
LRH2TPS8 are 961284 and 38716, 957444 and 42556 respectively. In Sequen-
tial Cuckoo Hashing, the number of keys held by Tablel and Table2 are 367773
and 632226 respectively. The number of keys is 964805 (with a loss of 35195 keys)
in Random Probing while 632480 (with a loss of 367520 keys) in Quadratic Prob-
ing. The size of the primary table and the backup table are 1048583 and 131101,
respectively. While Cuckoo Hashing maintains two hash tables of size 1000033 each.
Random Probing and Quadratic Probing have the same-sized hash table, 1000033.
Memory utilization in the proposed schemes are 84.77% and =~ 50% in the Sequential
Cuckoo Hashing. Thus, the proposed schemes are 1.7 times better than the Sequen-
tial Cuckoo Hashing in terms of memory utilization. Thus, memory utilization of the
right Hashing Scheme is best among all if 0 data loss is taken into account. Otherwise,
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Random Probing shows the memory utilization of 92% at the cost of 35195 data loss.
Memory utilization is shown in the Figure 25.
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Figure 25. Memory Utilization in Left-Right Hashing, Cuckoo
Hashing, Random Probing and Quadratic Probing

5.6.4. Average Searching Time

The LRH2TF8 and LRH2TPS8 are 1.08 times and 1.2 times faster than the worse
case performance of Sequential Cuckoo Hashing (under Case-A). The LRH2TP8
is only 0.001 second behind the Sequential Cuckoo Hashing in the average search-
ing time under Case-B. Thus, the performance of LRH2TPS8 is much better than
LRH2TF8. The average searching time of LRH2TF8, LRH2TPS8, Sequential
Cuckoo Hashing, Random Probing and Quadratic Probing are shown in the Figure 26.
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The secret behind the performance of LRH2TPS8 is its average search length,
as shown in Figure 12. The smaller average search length of LRH2TPS8 successfully
neutralizes the edge of switching cost that occurred in LRH2TF8 over LRH2TPS.
In terms of average searching time, Quadratic Probing is the fastest hashing scheme
with the highest data loss.

5.6.5. Insertion Latency

Insertion latency of Sequential Cuckoo Hashing is 0.077688 and 0.07855 seconds un-
der Case-A and Case-B respectively. The value of insertion latency is 0.052566 and
0.052161 seconds in LRH2TF8 and LRH2TPS8 respectively. Thus, LRH2TF8
and LRH2TPS8 are 1.5 times more efficient than Sequential Cuckoo Hashing in terms
of insertion latency. Thus the proposed schemes effectively overcome the challenge
of insertion latency in Sequential Cuckoo Hashing. Insertion latency of LRH2TFS,
LRH2TPS8, Cuckoo Hashing, Random Probing and Quadratic Probing are shown in
Figure 27. We drew a wonderful outcome from this experiment that the Left-Right
Hashing Scheme performs better than other schemes in terms of insertion latency if
0 data loss is emphasized.
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Figure 27. Insertion Latency in Left-Right Hashing, Cuckoo Hashing,
Random Probing and Quadratic Probing

5.6.6. Degree of Dexterity (1)

Value of this proposed performance indicator is 9.447599 and 10.01172 for
LRH2TFS8 and LRH2TPS, respectively. The value of n under Case-A and Case-B
of Sequential Cuckoo Hashing are 7.402223 and 7.992174, respectively. Thus,
LRH2TFS8 is 1.27 times and LRH2TPS8 is 1.35 times quicker than Sequential
Cuckoo Hashing under Case-A. Figure 28 shows the performance of the right Hash-
ing Scheme, Cuckoo Hashing, Random Probing and Quadratic Probing in terms of 7.
Without data loss, Left-Right Hashing is the best scheme among all if 7 is considered.
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6. Conclusion and future scope

This endeavor unveils a pioneering framework for a “High Associative Hashing
Scheme”, characterized by the utilization of dual hash tables. The formidable hurdle
of switching cost emerges as an ancillary challenge intertwined with the realm of
the “High Associative Hashing Scheme”. In this work, Cuckoo Hashing stands and
is acknowledged as a prominent exemplar of the “High Associative Hashing Scheme.”
Thus, switching cost emerges as an additional challenge in Sequential Cuckoo Hash-
ing, alongside high insertion latency, inefficient memory usage, and data mi-
gration. In addition to Cuckoo Hashing, Random Probing and Quadratic Probing
are also considered in the performance evaluation. The proposed Left-Right Hashing
scheme refines the Combinatorial Hashing to estimate the size of the asymmet-
ric hash tables for non-uniform key distribution. Hash functions based on Division
Methods distribute the keys over the primary and backup tables. Left-Right Ran-
dom Probing, a variant of Random Probing, deals with the collision by using first
8 prime numbers and Fibonacci numbers.

Proposed schemes are 1.5 times more efficient than Sequential Cuckoo Hashing in
terms of insertion latency. The distribution of keys is unequal in both Stable and Low
Associative Left-Right Hashing and Sequential Cuckoo Hashing. High Associative
Hashing Scheme like Sequential Cuckoo Hashing always offers A < % While dealing
with memory utilization, proposed schemes are 1.7 more efficient than Sequential
Cuckoo Hashing. If data loss is discarded, Random Probing is the best in utilizing the
hash table. In the case of average searching time, the performance of LRH2TP8 and
Sequential Cuckoo Hashing are almost equal. In the proposed schemes, keys are never
removed from their locations, and hence the proposed scheme is stable in nature, there
is no data migration cost. The 7 for the proposed schemes are greater than Sequential
Cuckoo Hashing. In the case of 7, the performance of Quadratic Probing is the best on
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the cost of data loss. In the case of dynamic hash tables, LRH2TPS8 is 1.35 faster
than the Sequential Cuckoo Hashing. The proposed collision resolution technique,
Left-Right Random Probing, is performing well with the prime numbers and Fibonacci
numbers to maintain a smaller average search length and reports 0 data loss.

The proposed schemes successfully address the major challenges of Sequential
Cuckoo Hashing and provide two solutions, LRH2TF8 and LRH2TPS, to overcome
the challenges associated with Sequential Cuckoo Hashing. Still, Cuckoo Hashing ex-
cels in terms of average searching time because of its high associative nature. Authors
acknowledge Cuckoo Hashing as the best example of time and space trade-off in
the area of the hashing technique. The proposed scheme is sequential in nature, and
in the near future, attempt may be made to present a parallel version of it. Cuckoo
Hashing has been utilized across various domains to enhance solution optimization.
The primary areas where cuckoo Hashing is implemented include Image Processing,
Pattern Recognition, Software Testing, Data Mining, Cyber Security, Cloud Com-
puting, and the Internet of Things. It is a challenging task for the researchers to
evaluate the performance of “Left-Right Hashing” against Cuckoo Hashing in such
application areas.
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