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1 Autoreferat

Niniejszy autoreferat stanowi podsumowanie spojnego cyklu publikacji, ktore
sktadaja sie na rozprawe doktorska. Przedstawiono motywacje, cel oraz liste pu-
blikacji. Przede wszystkim jednak scharakteryzowano mechanizm synchronizacji
sztucznych sieci neuronowych w celu ustalenia wspotdzielonego klucza krypto-
graficznego przy uzyciu niebinarnych wektorow wejsciowych oraz rozwigzanie
majace na celu zwiekszenie bezpieczenstwa ustalanego w ten sposéb ciagu bi-
narnego.

1.1 Wstep

Rozprawa doktorska skupia sie na tematyce usprawnienia protokotu ustalania
klucza kryptograficznego wykorzystujacego sztuczne sieci neuronowe. Rozwa-
zanym rozwigzaniem jest protokol wzajemnej synchronizacji sztucznych sieci
neuronowych o strukturze nazwanej Tree Parity Machine (TPM). Celem roz-
prawy jest poprawa efektywnosci rozwazanego rozwiazania poprzez autorskie
usprawnienie metody uczenia sztucznych sieci neuronowych TPM, poprzez za-
stosowanie niebinarnych wektoréw uczacych w procesie wzajemnej synchroniza-
cji. Przedstawione rozwiazanie zostato poddane doglebnej analizie wydajnosci
i bezpieczenstwa. Potwierdzono, ze zastosowanie niebinarnych wektoréw wejscio-
wych poprawia bezpieczenistwo protokotu wykorzystujacego sieci TPM poprzez
przyspieszenie ich synchronizacji. Jednak w efekcie zastosowania tej metody
zdiagnozowany zostal problem, ktory przejawia sie¢ w nieréwnomiernym roz-
ktadzie bitow otrzymanego klucza kryptograficznego, co prowadzi do obnizenia
entropii klucza. Finalnie jednak problem ten zostal rozwiazany poprzez zdefi-
niowanie algorytmu wyrdéwnujacego wagi, ktérego dziatanie sprowadza rozktad
statystyczny wartosci wystepujacych w kluczu kryptograficznym do rozktadu
jednostajnego.

Przedstawiam rozprawe doktorska o tytule: ,,Usprawnienie dziatania sztucz-
nych sieci neuronowych Tree Parity Machines poprzez wykorzystanie niebinar-
nych wektoréow wejsciowych z zachowaniem bezpieczeristwa otrzymanego klucza
kryptograficznego” (ang. ,Enhancing Tree Parity Machines with Non-Binary
Input Vectors Without Compromising Cryptographic Key Security). Teze roz-
prawy mozna sformutowaé w nastepujacej postaci: wykorzystanie niebinar-
nych wektorow wejsSciowych oraz algorytmu wyréwnujagcego wagi uspraw-
nia proces synchronizacji w sieciach neuronowych o strukturze Tree
Parity Machine (TPM), jednocze$nie zachowujac bezpieczenstwo otrzy-
manego klucza kryptograficznego.

Rozprawa jest cyklem spéjnych tematycznie publikacji i sktadaja sie na nig
nastepujace pozycje.
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1.2 Motywacja

Wspolczesnie wykorzystywane protokoly, takie jak SSL (ang. Secure Sockets
Layer) oraz jego nastepca TLS (ang. Transport Layer Security), tworza zabez-
pieczony tunel transmisyjny zbudowany z wykorzystaniem potencjalnie niebez-
piecznej infrastruktury [17]. Tworzenie takiego tunelu sktada sie z nastepujacych
faz: wybor parametrow tunelu, uwierzytelnienie oraz uzgodnienie klucza kryp-
tograficznego. W efekcie strony komunikacji maja pewnosé z kim sie komunikuja,
oraz posiadaja klucze kryptograficzne, ktore sa wykorzystywane do szyfrowania
transmisji.

Proces uzgodnienia kluczy kryptograficznych jest zwykle integralna czescia
zabezpieczenia komunikacji. Jednym z popularnych protokoléw uzgadniania klu-
cza kryptograficznego jest protokol Diffiego-Hellmana, ktory w praktyce zrewo-
lucjonizowal komunikacje z wykorzystaniem niezaufanego medium [5]. Wyko-
rzystanie protokolow z tej rodziny umozliwia utajnienie z wyprzedzeniem (ang.



forward secrecy). W efekcie ztamanie pojedynczego klucza sesji nie dostarcza
zadnych informacji na temat kluczy uzytych w przesztosci. W przypadku, gdy
nie jest wymagane utajnienie z wyprzedzeniem, do dystrybucji poufnych kluczy
mozna wykorzystaé¢ szyfry asymetryczne. Nadawca znajac klucz publiczny od-
biorcy moze zaszyfrowaé poufny klucz kryptograficzny, a wtedy jedynie odbiorca
dysponujac komplementarnym kluczem prywatnym jest w stanie deszyfrowaé
taka wiadomosé.

Jednak kryptografia asymetryczna wykorzystuje warunkowe bezpieczeristwo,
ktore polega na braku mozliwosci odwrocenia wykorzystanej operacji algebra-
icznej lezacej u podstaw algorytmu. W przypadku protokotu Diffiego-Hellmana
jest to brak mozliwoéci obliczenia logarytmu dyskretnego, w przypadku proto-
kotu ECDH (ang. FElliptic Curve Diffie-Hellman) jest to trudnosé odwrocenia
operacji na punktach krzywej eliptycznej, a w przypadku RSA bezpieczernistwo
jest zagwarantowane przez niemoznos$é faktoryzacji duzych liczb [3].

W roku 1994 Peter W. Shor zaproponowat algorytm bedacy w stanie efek-
tywnie rozkladaé na czynniki pierwsze duze liczby ztozone oraz skuteczne liczyé
logarytmy dyskretne [25]. Jednak zdefiniowany algorytm posiada ztozonosé ob-
liczeniowsg nalezaca do klasy kwantowego czasu wielomianowego z ograniczonym
bledem (ang. bounded-error quantum polynomial time, BQP) [16]. Zastosowanie
tego algorytmu wymaga komputera kwantowego o odpowiedniej liczbie kubitow.
Obecnie technologia obliczen kwantowych rozwija sie bardzo dynamicznie. Cho¢
na ten moment nie stanowi ona bezposredniego zagrozenia dla kryptografii asy-
metrycznej to jednak istnieje mozliwosé, ze w przyszlodci powstanie komputer
kwantowy, ktéry bedzie mogt zagrozi¢ obecnym fundamentom bezpiecznej ko-
munikacji [1].

Rozwd6j komputeréow kwantowych otworzyt nowy kierunek badan — krypto-
grafie postkwantowa (ang. post-quantum cryptography), czyli badania nad al-
gorytmami odpornymi na ataki z udzialem komputeréw kwantowych, np. na
ktorych dzialal bedzie algorytm Shora. Pierwszym standaryzacyjnym efektem
badan jest konkurs ogloszony przez National Institute of Standards and Techno-
logy (NIST), ktorego przedmiotem jest przedstawienie bezpiecznej alternatywy
dla aktualnej kryptografii asymetrycznej. W konkursie wyltoniono finalistow —
algorytmy ktoérych bezpieczenstwo jest zapewnione przez brak mozliwosci od-
wrocenia funkeji skrotu oraz przez algebraiczne operacje oparte na kratach [14].
Protokot synchronizacji sztucznych sieci neuronowych TPM, wykorzystujacy
uczenie wzajemne i bedacy tematem rozprawy, réwniez cechuje sie odpornoscia
na ataki z wykorzystaniem komputera kwantowego [19].

Publikacja nr 1 z cyklu stanowi wprowadzenie w rozwazana tematyke —
omawia mozliwe zagrozenia zwiazane z rozwojem obliczenn kwantowych, wska-
zuje kierunki ewolucji kryptografii asymetrycznej oraz przedstawia zasady kryp-
tografii kwantowej [16].

1.3 Studium literatury

Uczenie wzajemne z wykorzystaniem sztucznych sieci neuronowych jest rozwia-
zaniem alternatywnym do ustalania kluczy symetrycznych przy uzyciu krypto-



grafii asymetrycznej i jednoczesnie odpornym na ataki z udzialem komputera
kwantowego. Sieci neuronowe o strukturze TPM zostaly zaproponowane w pra-
cach Metzler et. al. [13] oraz Kinzel et. al [11]. Wspomniani autorzy udowodnili,
ze dwie specyficzne sieci neuronowe sa w stanie zsynchronizowaé sie do takiego
samego stanu po odpowiedniej liczbie iteracji. Zastosowanie sieci TPM w kontek-
§cie uzgodnienia klucza kryptograficznego zostalo zaproponowane w [10], gdzie
klucz kryptograficzny jest tworzony z wektora uzyskanych wag w efekcie syn-
chronizacji sztucznych sieci neuronowych. Podsumowanie dziatania sieci TPM
wraz z opisem ryzyka zostalo przedstawione w pracy [19].

W kolejnych latach sieci TPM doczekaly si¢ wielu usprawnienn oraz poten-
cjalnych scenariuszy zastosowan. Pierwszym usprawnieniem bylo zastosowanie
wstepnie udostepnionej tajnej wartosci, ktéra dynamicznie definiowala granice
wartosci wag sieci neuronowej [2]. Kolejno zaproponowano wykorzystanie dodat-
kowej warstwy ukrytej oraz uczenie wzajemne inspirowane natura [23]. Inny ro-
dzaj usprawnienia zaproponowano w [6], gdzie wykorzystano rozktad Gaussa do
wstepnej inicjalizacji wartoéci wag warstwy ukrytej. Kolejne usprawnienia doty-
czyty wektora wejsciowego i zbioru bedacego podstawa losowania jego wartosci.
W [7] zaproponowano wykorzystanie wektora uczacego skladajacego sie liczb
zespolonych o binarnych wspotczynnikach. Pézniej zaproponowano uogdlnienie
tej metody, gdzie wykorzystano wektory binarne zamiast wartosci binarnych, co
skutkowalto wykorzystaniem matrycy binarnej jako wejécia do omawianej sieci
neuronowej [9].

Synchronizacja wzajemna zostala poddana wielu testom bezpieczenstwa.
Wszystkie zdefiniowane ataki bazuja na ataku man-in-the-middle, gdzie ataku-
jacy podstuchuje wymiane danych pomiedzy podmiotami uzgadniajacymi klucz
kryptograficzny. Nastepnie na tej podstawie prébuje uzyska¢ dane na temat
uzgodnionego klucza kryptograficznego. Pierwszy atak polega na wykonaniu ite-
racji procesu synchronizacji pomimo niespelnionych warunkéw koniecznych [18].
W efekcie, ztosliwa sie¢ TPM szybciej dostosowuje si¢ do sieci uzgadniajacych
klucz kryptograficzny. Kolejny zaproponowany atak polega na wykorzystaniu
wiecej niz jednej sieci neuronowej, badz jest wykonywany przez wiecej niz jed-
nego atakujacego [24]. Zbior takich sieci jest wykorzystywany do glosowania
dotyczacego sposobu uczenia wszystkich z nich. Ostatni zdefiniowany atak wy-
korzystuje algorytm genetyczny, ktérego celem jest utworzenie populacji syn-
chronizowanych sieci TPM, a nastepnie na podstawie funkcji dopasowania (ang.
fitness function), wybor kolejnych pokolen [20]. Dostepne ataki zostaly podsu-
mowane w [12].

Pomimo eksperymentalnej natury sieci neuronowych typu TPM zapropo-
nowane zostaly scenariusze wykorzystujace synchronizacje wzajemnag w celu
uzgodnienia klucza kryptograficznego. Pierwsza propozycja wykorzystania sieci
TPM zostala zaproponowana w [32], gdzie autorzy zaimplementowali algorytm
uczenia wzajemnego w systemach wbudowanych. Kolejna implementacja sieci
TPM z wykorzystaniem mikrokontroleréw zostala zaproponowana w [8]. Poten-
cjalne zastosowanie zostalo przedstawiono w [22], gdzie autorzy zaproponowali
zastosowanie struktur TPM w sieciach bezprzewodowych. Aplikacja sieci TPM
w kwantowej dystrybucji klucza kryptograficznego zostata opisana w [15], gdzie



zaproponowano wykorzystanie uczenia wzajemnego jako mechanizmu eliminacji
btedéw wystepujacych w kluczu kryptograficznym.

1.4 Rozwazane rozwigzanie i zaproponowane usprawnie-
nia

Tematem pracy doktorskiej jest usprawnienie dzialania algorytmu uzgodnienia
klucza kryptograficznego z wykorzystaniem sztucznych sieci neuronowych typu
TPM poprzez zastosowanie niebinarnych wektoréow wejsciowych. Rozwiazanie
to zostalo zaproponowane w publikacji nr 2 cyklu [30]. Rozszerzona analiza
wplywu proponowanego usprawnienia na czas synchronizacji zostata przedsta-
wione w publikacji nr 3 cyklu [27].

Ponadto, w ramach cyklu przeprowadzona zostala analiza bezpieczenstwa
rozwazanego usprawnienia oraz zaproponowano potencjalne zastosowanie oma-
wianych sieci neuronowych. Wyniki tych badari zostalty przedstawione w publi-
kacjach nr 4 i 5 cyklu [26, 29].

W efekcie zastosowania niebinarnych wektoréw wejsciowych bezpieczeristwo
wymiany klucza kryptograficznego ulega poprawie. Niestety, wykorzystanie nie-
binarnych wektoréw wejéciowych skutkuje negatywnym wplywem na otrzymany
wektor wag, bedacy podstawa do otrzymania klucza kryptograficznego. Pro-
blem ten zostal zaadresowany w publikacji nr 6 cyklu [31]. W artykule tym
zaproponowany zostal algorytm, ktéry przeciwdziata wspomnianym wadom po-
przez wyroéwnywanie prawdopodobienistwa wystepowania poszczegblnych war-
tosci w wektorze wag, zanim zostanie on zamieniony na klucz kryptograficzny.
Publikacja nr 7 cyklu cyklu rozwija analize dzialania algorytmu wyrdéwnuja-
cego wagi oraz bada jego zalezno$é od parametréw sieci neuronowej o strukturze
TPM [27].

1.4.1 Opis dzialania modelu

Struktura sieci TPM to zwykle dwuwarstwowy perceptron o binarnych wejsciach
i binarnej odpowiedzi, ktéry moze zostaé¢ wykorzystany do ustalenia klucza kryp-
tograficznego. W procesie uzgadniania klucza, nazywanego réowniez synchroni-
zacja lub uczeniem wzajemnym, dwie sieci neuronowe iteracyjnie wymieniaja
sie danymi uczacymi, badz wektorami wejSciowymi i towarzyszaca im odpowie-
dzia sieci. Wykorzystujac te dane sieci TPM stosuja odpowiednie regulty uczace.
W efekcie obie strony komunikacji otrzymuja identyczne sieci TPM. Wagi pierw-
szej warstwy otrzymane z tak zsynchronizowanych sieci tworza klucz kryptogra-
ficzny, ktory moze zosta¢ wykorzystany do zabezpieczania komunikacji.
Pierwsza warstwa modelu sieci TPM sktada sie z K neuronéw, z ktorych
kazdy posiada N wejsé. Dla kazdego wejscia istnieje powigzana z nim waga wy, .
Wagi moga przyjmowaé wartosci ze zbioru liczb catkowitych ograniczonych przez
parametr L, a wiec naleza do zbioru {wy, : wg, € Z AN —L < wy, < L}. Funk-
cja aktywacji kazdego neuronu pierwszej warstwy to zmodyfikowana funkcja
signum. Binarna natura sztucznej sieci neuronowej TPM wymaga aby funkcja



aktywacji neuronéw kazdej warstwy zwracaly dwie wartosci, na potrzeby przy-
sztych obliczeni beda to wartosci —1 oraz 1. Wzor (1) prezentuje zmodyfikowana
funkcje signum.

1, z>0
s ={ 120 (1)
Sie¢ TPM przyjmuje na wejsciu binarny wektor X, ktorego dlugosé jest
réwna K - N, poniewaz dla kazdego z K neuronéw istnieje N wejsé. Podobnie
jak w funkcji aktywacji neuronéw pierwszej warstwy, wektor X sktada sie z
wartosci —1 1 1, czyli ostatecznie przyjmuje wartosé ze zbioru X € {—1; 1}V,

Dla tak przygotowanego wektora wejSciowego odpowiedz sieci neuronowej
TPM jest liczona w nastepujacy sposob:

1. poczatkowo liczone sa odpowiedzi neuronéw pierwszej warstwy yy, ktore sa
rowne wartosci funkcji (1) dla sumy iloczynow wag i ich odpowiadajacym
wejsciom (2);

N
Yk = U(Z Tkn - Wkn) (2)

2. nastepnie liczony jest iloczyn wartosci y; co stanowi odpowiedz O calej
sieci neuronowe;j.

0= H Yk (3)
k=1

Odpowiedz struktury TPM obliczona na podstawie wzoréow (2) i (3) ma cha-
rakter binarny i zawiera si¢ w zbiorze {—1; 1}, poniewaz iloczyn binarnych war-
tosci yr rowniez jest binarny. Struktura sieci TPM zostata przedstawiona na
rysunku 1.

1.4.2 Algorytm uzgodnienia klucza kryptograficznego

Proces uczenia jest specyficzny dla uczenia sieci neuronowych typu TPM. Z uwagi
na nieciagly charakter wartosci jaki moga przyjmowaé wagi oraz binarne odpo-
wiedzi neuronéw tworzacych sieé¢, algorytm propagacji wstecznej nie jest moz-
liwy do zastosowania.

Synchronizacja dwoch struktur TPM polega na wzajemnej wymianie wylo-
sowanych wektoréw wejsciowych oraz odpowiedzi struktur dla danego wektora.
Nastepnie wykorzystywane sa odpowiednie reguty uczace, ktére gwarantuja, ze
uczenie zakonczy sie w skoniczonym czasie [32]. W efekcie udanej synchronizacji
dwie sieci neuronowe TPM posiadaja dokladnie takie same wartosci wag, ktore
tworzg wektor W. Nastepnie, tak uzyskany wektor W moze zostaé¢ wykorzy-
stany do celéw kryptograficznych. Algorytm bedacy podstawa wymiany klucza
kryptograficznego pomiedzy dwoma podmiotami (A i B), nazwany uczeniem
wzajemnym (ang. mutual learning). Dziala on w nastepujacy sposob:



Rysunek 1: Struktura sieci Tree Parity Machine [31]

1. podmioty biorace udzial w synchronizacji uzgadniaja wymiary sieci TPM
poprzez wybor parametréow K, L, N;

2. obie sieci neuronowe sa niezaleznie inicjalizowane poprzez wylosowanie
wartosci wektora wag W, ktory spelnia wczesniej opisane warunki;

3. jeden z uczestnikow synchronizacji dokonuje wyboru binarnego wektora
wejsciowego X; (i oznacza iteracje omawianego algorytmu), a nastepnie
wysyla go przez publiczny kanal do drugiego uczestnika;

4. obliczana jest odpowiedz obu struktur TPM dla wylosowanego wektora
X, anastepnie uczestnicy przesylaja sobie wzajemnie wartos$ci odpowiedzi
(odpowiednio O oraz OF);

5. jezeli odpowiedzi obu sieci spelniaja nastepujacy warunek O4 = OZ, na-
stepuje krok zblizajacy obie sieci neuronowe do siebie nawzajem poprzez
zastosowanie regul uczacych, ktore zostana oméwione w dalszej czesci;

6. kroki 3-5 sa wykonywane do czasu osiagniecia pelnej synchronizacji sieci
neuronowych, to znaczy az wektory wag W4 1 WP sg identyczne.

Wspomniane reguly uczace sa odpowiedzialne za aktualizacje wag struktur
TPM w sposéb gwarantujacy zakoriczenie synchronizacji w skonczonym czasie.
Istnieja trzy rézne reguly uczace, ktoére zostaly przedstawione ponizej.

e Reguta Hebbian

wkn(i + 1) = wkn(i) + O(Z)xkn(z)@(yk(z)’ O(Z)) (4)



e Regula Anti-Hebbian
Wen (i + 1) = win (i) — O(@)2kn (1)O(yi (1), O(4)) (5)

e Reguta random walk
Wen (i + 1) = wen (1) + 2k (1)O(ye (1), O(7)) (6)

W powyzszych regultach zastosowana zostata funkcja ©(a,b), ktora jest odpo-
wiedzialna za sprawdzenie czy jej argumenty sa sobie rowne. W przypadku, gdy
a = b, wowczas funkcja © zwraca warto$¢ 1, natomiast wartosé 0 jest zwracana
w przeciwnym wypadku. Ponadto, przez parametr ¢ rozumiana jest i-ta iteracja
dziatania algorytmu.

W przypadku, gdy warto$¢ wagi wgy, (i + 1) spelnia jeden z nastepujacych
warunkow: wg,, (14 1) < —L lub wg, (i 4+ 1) > L, to wartos¢ zostanie zamieniona
odpowiednio na —L i L. Ten krok zapewnia, ze w kazdym momencie wartosé
wagl wg, bedzie znajdowaé sie w przedziale < —L; L >.

Protokdt synchronizacji jest procesem niedeterministycznym i moze zostaé
skoniczony w roznej liczbie iteracji. Na dlugosé trwania uczenia wzajemnego
maja wplyw parametry sieci TPM. Wraz ze wzrostem wartosci kazdego z pa-
rametréow omawianej struktury, proces wydtuza sie [21]. Kolejnym czynnikiem,
ktory moze zaréwno pozytywnie jak i negatywnie wplynaé na czas trwania syn-
chronizacji jest rozktad losowy bedacy podstawag wyboru wartosci wektora wag
W [6].

1.4.3 Zaproponowane usprawnienia

Bezpieczenstwo sztucznych sieci neuronowych typu TPM zalezy od wielu czyn-
nikéw. Wsrod nich warto wymienié: szybkosé synchronizacji, dobér parametrow,
jakos¢ uzyskanego klucza kryptograficznego czy zdolnosé atakujacych do prze-
prowadzenia skutecznego ataku man-in-the-middle [21]. W ramach badan pro-
wadzonych na rzecz rozprawy doktorskiej zostato zaproponowane usprawnienie
polegajace na wykorzystaniu niebinarnych wektoréw wejsciowych podczas ucze-
nia wzajemnego. Rozwiazanie to zostato dokladnie opisane w publikacji nr 2
cyklu.

Wykorzystanie niebinarnych wektoréw wejsciowych wiaze sie z wprowadze-
niem dodatkowego parametru M. Struktura wykorzystujaca niebinarne wek-
tory wejsciowe jest nazywana siecia Nonbinary Tree Parity Machine (NBTPM).
Nowy parametr moze przyjmowaé wartosci ze zbioru dodatnich liczb natural-
nych (M € NT). Wowczas wektor wejsciowy X bedzie skladal sie z elementow
ZTrn znajdujacych sie w przedziale od —M do M. Taki wektor X bedzie mial
nastepujaca postaé: X = [r11,...,%kn], gdzie xpp, € {2 € ZN-M <z <
—1Vv1<az< M}, akin oznaczaja n-te wejscie k-tego neuronu.

Parametr M nie wplywa na architekture sztucznej sieci neuronowej typu
TPM. Nieznaczne zmiany maja miejsce w algorytmie uczenia wzajemnego. Zmiany
te sg nastepujace:

10



1. uczestnicy wymiany klucza kryptograficznego, poza wczes$niej zdefiniowa-
nymi parametrami (K, L, N), musza rowniez uzgodni¢ warto$¢ parametru
M, ktéra musi spelniaé warunek M € N7;

2. krok drugi pozostaje bez zmian;

3. jeden z uczestnikdéw synchronizacji dokonuje wyboru wektora wejsciowego
X; = [z11,. .., %kn], takiego, ze xpp, € {z:x € ZN—-M <z < —-1V1 <z <
M}, a nastepnie wysyla go przez publiczny kanal do drugiego uczestnika.

Kroki 4-5 pozostaja bez zmian. Ponadto, przedstawione reguly uczace dalej
znajduja zastosowanie i skutecznie synchronizuja sieci typu NBTPM. W dalszej
czedci pracy zostana przedstawione skutki zastosowania struktury NBTPM oraz
zaproponowany algorytm zwiekszajacy bezpieczeristwo proponowanego rozwia-
zania.

1.4.4 Analiza bezpieczenstwa

Wykorzystanie niebinarnych wektoréw wejéciowych skutkuje przyspieszeniem
procesu synchronizacji sieci neuronowych typu TPM. Jednak skutkuje to réow-
niez wspomniang degradacja jakosci uzyskanego klucza kryptograficznego. Po-
nadto, przed wykorzystaniem sieci NBTPM wymagana jest dokladna analiza
wplywu zaproponowanego parametru M na wszystkie czynniki zwigzane z bez-
pieczenistwem uzgadniania klucza kryptograficznego.

W ramach pracy nad rozprawa doktorska przeprowadzone zostaly analizy
wplywu réznych wartosci parametru M na:

e czas synchronizacji (liczbe iteracji uczenia wzajemnego),
e dlugosé klucza kryptograficznego,

e charakterystyke uzyskanego klucza kryptograficznego,

e podatnosé na znane ataki kryptograficzne.

Ponizej przedstawione zostaly symulacyjne wyniki wymienionych analiz. W zwiazku
z tym, ze rysunki i tabele pochodza z publikacji w jezyku angielskim, zacho-
wano w nich oryginalne tytuly i zapisy utamkéw dziesietnych, uzywajac kropki
zamiast przecinka.

A. Czas synchronizacji

Glowng zaleta zastosowania parametru M w sieciach neuronowych typu
NBTPM jest skrocenie czasu synchronizacji, a w efekcie uzyskanie dluzszego
klucza kryptograficznego w takim samym czasie w stosunku do struktur TPM.
W tabeli 1 przedstawiono otrzymane wyniki symulacyjne dla parametréw M €
{1;2;3;4;5} i N € {40;50;60}. Wartosci K i L byly rowne odpowiednio 3 i 5.

Mozna zauwazy¢, ze wzrost parametru M znaczaco wplywa na redukcje
mediany liczb iteracji wymaganych do pelnej synchronizacji. W szczegblnosci
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poczatkowy wzrost parametru M skutkuje znaczacym obnizeniem wymaganych
iteracji. Na podstawie wartosci dla M = 11 M = 2 mozna zauwazy¢, ze me-
diana czasu synchronizacji dla kazdego ze scenariuszy skrocita sie co najmniej
dwukrotnie.

Wyniki badan, zbiezne z powyzsza obserwacja, rozwazajace szersze spektrum
wartosci parametréw sieci NBTPM zostaly przedstawione w publikacji nr 3
cyklu [27].

Tabela 1: Czas synchronizacji NBTPM dla r6znych wartosci parametru M [30]

Czas synchronizacji

M | N | Srednia | Minimum | Maksimum | Mediana
1 709 4+ 490 313 2176 648
2 290 + 216 103 965 273
3 |40 | 172 £ 138 75 484 156
4 114 £+ 82 39 314 105
5 84 + 64 28 249 78
1 714 4+ 453 333 1981 666
2 316 + 209 145 769 296
3 | 50 | 172+ 126 69 455 158
4 118 £ 88 39 280 108
5 87+ 64 28 216 82
1 733 4+ 398 391 1763 715
2 320 + 202 140 652 306
3 | 60| 182+122 79 421 172
4 121 £ 87 43 284 117
5 90 £ 70 34 233 81

B. Dtugosé klucza kryptograficznego

W celu uzyskania klucza kryptograficznego, uczestnicy po ukoriczonej syn-
chronizacji wykorzystuja wektor W jako klucz kryptograficzny. W przypadku
jednorodnego rozkladu wartosci elementéow wektora W dlugosé klucza krypto-
graficznego wyrazona w bitach jest rowna len(W) = K - N - log(2L + 1).

Jednak juz Andreas Ruttor w swojej rozprawie doktorskiej zauwazyt niejed-
norodnosé rozktadu wag po zakoriczonym procesie synchronizacji [19]. Ponadto,
rozbieznos$é pomiedzy rozkltadem wartosci wektora W a rozkladem jednorod-
nym rosnie wraz ze wzrostem wartosci parametru M. Efekt ten zostanie opisany
w dalszej czesci rozprawy.

W celu estymacji efektywnej dtugosci klucza kryptograficznego zapropono-
wana zostata funkcja, ktéra za pomoca oszacowanej entropii, przybliza liczbe
bitow, ktére mozna uzyskaé¢ po udanej synchronizacji sieci NBTPM. Wzér na
metryke len zostal podany w (7).
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len = |K-N-E(W)] (7)

W powyzszym réwnaniu wartosé E (W) oznacza szacunkowa warto$¢ entro-
pii dla jednego wektora W. Ze wzgledu na to, ze warto$¢ E(W) nie jest znana
a priori, szacowanie wartosci E(W) nastepuje w wyniku symulacji. Ponadto,
w celu dokladnego oszacowania wartosci E (W), symulacje powinny by¢ prze-
prowadzone dla kazdego rozwazanego zestawu parametrow (K, L, M, N).

Wyniki symulacyjne wskazuja, ze efektywna dtugosé klucza len jest odwrot-
nie proporcjonalna do wartosci parametru M. Ponadto, mozna zauwazyé, ze
wartos§é oszacowanej entropii E jest jedynie zalezna od parametru M. Nato-
miast efektywna dlugosé klucza rosnie wraz ze wzrostem parametrow N i L,
poniewaz bezposrednio wynika to ze wzoru (7). Pierwsze wyniki zostaly za-
prezentowane w Tabeli 2. Poglebiona analiza dotyczaca dlugosci otrzymanego
klucza kryptograficznego zostala zaprezentowana w publikacji nr 4 cyklu,
z ktoérej m.in pochodzi rysunek 2.

Tabela 2: Entropia i oszacowana efektywna dtugosé klucza [30]

M | N | Entropia (E) Oszacowana efektywna dlugosé klucza (len)
1 3.374 404
2 3.354 402
3 | 40 3.305 396
4 3.238 388
5 3.158 378
1 3.386 507
2 3.368 505
3 | 50 3.315 497
4 3.248 487
) 3.186 477
1 3.402 612
2 3.379 608
3 | 60 3.325 598
4 3.263 587
5 3.204 576

C. Charakterystyka uzyskanego klucza kryptograficznego

Uzgodniony klucz kryptograficzny powinien mieé¢ odpowiednie wlasciwosci
statystyczne, aby jego wykorzystanie nie stanowito potencjalnego stabego punktu
zabezpieczonej komunikacji. W idealnych warunkach uzgodniony klucz charak-
teryzuje sie idealna losowoscia, jednorodnoécia rozktadu, brakiem cykli oraz nie-
zalezno$cig od czynnikéw zewnetrznych. Jednak w rzeczywistosci najczesciej sto-
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Rysunek 2: Efektywna dlugosé klucza kryptograficznego [26]

sowane sg generatory liczb pseudolosowych, ktore cechuja sie w pewien sposéb
deterministycznym charakterem dziatania.

Przeprowadzone badania symulacyjne w ramach pracy nad rozprawa doktor-
ska wskazuja, ze wraz ze wzrostem wartosci parametru M prawdopodobienistwo
wystapienia zdarzenia wg, = —L V wg, = L w wektorze W rosnie, co zostalto
nazwane efektem wartosci kranicowych [30]. Efekt ten zostal rowniez zauwazony
dla binarnych wektorow wejsciowych w [19].

Niech P(A) bedzie tozsame z P(wg, € {—L;L}). W celu obliczenia P(A),
zacznijmy od oszacowania P(wg, = L). Niech parametr ¢ oznacza rozwazana ite-
racje. Zakladajac krok synchronizacji zakoriczony aktualizacja wag, P(wg, = L)
sktada sie z nastepujacej sumy prawdopodobienistw warunkowych: E%:o P(win (i+
1)]z(z) = m). Rozwazajac pierwszy skladnik tej sumy, mozemy zauwazy¢, ze
P(wppn (i + 1)|x(3) = 0) = 1 tylko dla wy, (i) = L. Podobna sytuacja nastepuje
dla drugiego skladnika rozwazanej sumy, czyli P(wg,(i+1)|z(i) = 1) = 1, wtedy
i tylko wtedy, gdy wgn (i) = L lub wgy,(¢) = L — 1. Wowezas mozemy zauwazyd,
ze liczba zdarzen, ktore spetniaja warunek jest réwna 1+2+- - -+ M. Natomiast
moc zbioru zdarzen elementarnych jest rowna (2M +1)- (2L + 1), poniewaz, za-
ktadajac réwnomierny rozktad wag i elementéw wektora wejsciowego, mozliwa
jest kazda kombinacja wartosci wag z przedzialu < —L; L > oraz wartosci ele-
mentu wektora wejsciowego z przedzialu < —M; M >. Sytuacja P(wy, = —L)
jest analogiczna do P(wg, = L). Biorac pod uwage powyzsze fakty, prawdopo-
dobienistwo P(A) zostalo przedstawione w rownaniu (8).

P(A) = (P(Alzkn =0) + ...+ P(Alzg, = M))
B 14+...+(M+1)
=2 ((2M—|—1)(2L+1))
(M +1)(M +2)
(2M +1)(2L + 1)

Warto zauwazy¢, ze wraz ze wzrostem parametru M prawdopodobieristwo
wystapienia efektu wartosci krancowej zwieksza sie, a w efekcie jako$é klucza

(®)
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kryptograficznego ulega degradacji. W zwiazku z powyzszym dobor wartosci M
jest kluczowy dla zapewnienia bezpieczenstwa wymiany klucza kryptograficz-
nego z wykorzystaniem NBTPM, co zostanie podkreslone w dalszych czesciach
rozprawy. Powyzsze wnioski zostaly potwierdzone w dwoch publikacjach z cy-
klu [30, 26].

Rysunek 3 przedstawia nieréwnomierny rozktad wag dla parametrow M = 2
oraz M = 3 [30]. Ponadto, dalsza analiza zostala przedstawiona na rysunku 4,
gdzie zaprezentowano rozbieznos¢ pomiedzy rozktadem poszczegdlnych wartosci
wektora W, a rozkladem jednostajnym. Drugi wykres wyraznie przedstawia, ze
wraz ze wzrostem parametru M, rozktad wag coraz bardziej odbiega od rozktadu
jednostajnego.

0.5 TPM with M=2 and N=40 025 TPM with M=2 and N=50 025 TPM with M=2 and N=60
0.20 0.20 0.20+
0.15 0.15 0.15
0.10 0.10 0.10+
0.05 0.05 0.05
0 s anormnmesn "y g nanonamsn "0 s nano N m e
025 TPM with M=3 and N=40 .. TPM with M=3 and N=50 .. TPM with M=3 and N=60
0.20 0.20 0.20+
0.15 0.15 0.15
0.10 0.10 0.10°
0.05 0.05 0.05-
0.00 4 - A g 000 A e 000 A

Rysunek 3: Prawdopodobieristwo wystapienia wag w wektorze W dla parame-
trow M =21 M = 3 [30]

D. Podatnos$é na znane ataki kryptograficzne

Algorytmy uzgodnienia klucza kryptograficznego powinny umozliwia¢ wy-
miane klucza przez niezabezpieczony kanal komunikacyjny. W takim medium
moga wystepowaé ataki typu man-in-the-middle, czyli ataki podczas ktorych
ztodliwy podmiot jest w stanie podstuchiwaé cala transmisje podczas wymiany
wiadomog$ci. Atak skupiony jest na podstuchu — nie rozwazany jest scenariusz,
w ktorym wysylane wiadomosci ulegaja modyfikacji na skutek dzialania ata-
kujacego. Zabezpieczeniem przed taka sytuacja jest wzajemne uwierzytelnianie
uzytkownikdéw i kontrola integralnosci, np. poprzez algorytmy kryptografii asy-
metrycznej i zastosowanie funkcji skrotu. W zwiazku z powyzszym, w celu oceny
bezpieczenstwa struktury NBTPM rozwazono podatnos$é na bierny podstuch.

Rozpatrzmy atak typu man-in-the-middle na synchronizacje pomiedzy sie-
ciami A i B. Niech ztosliwy podmiot bedzie posiadat swoja sie¢ TPM C' i mozli-
wo$¢ podstuchiwania catego ruchu wymienionego pomiedzy A i B. Wowczas,
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Rysunek 4: Rozbieznosé¢ pomiedzy rozkladem wag, a rozkladem jednostaj-
nym [31]

w przypadku kazdej iteracji protokolu uzgodnienia klucza kryptograficznego
moga wystapi¢ nastepujace sytuacje:

1. O4 # OB — sieci uzgadniajace klucz kryptograficzny zwrocity rozng od-
powiedz, a w efekcie synchronizacja nie nastepuje, ani dla sieci A i B, ani
dla atakujacego C;

2. 04 = 0B # 0 —sieci A i B zwrocily taka sama odpowiedz co skutkuje
udang iteracja synchronizacji, w takim przypadku atakujacy nie aktuali-
zuje swojej sieci C

3. 04 = 0B = 0% — wszystkie trzy sieci TPM odpowiedziaty taks sama
wartoscia, nastepuje aktualizacja wag we wszystkich sieciach, a rozwazana
sytuacja zbliza zaréwno podmioty uzgadniajace klucz, jak i atakujacego,
do udanej synchronizacji.

W celu udanej wymiany klucza podmioty powinny zrobié¢ wszystko, aby zmaksy-
malizowaé czestotliwos¢ wystepowania warunku 2, minimalizujac jednocze$nie
wystepowanie sytuacji 3.

W przypadku protokotu uzgodnienia klucza kryptograficznego z wykorzy-
staniem sieci neuronowych NBTPM zdefiniowano cztery rodzaje atakow, ktore
moga zostaé zastosowane podczas wykorzystania niezabezpieczonego medium [12].
Ponizej przedstawione sa wspomniane ataki, wraz ze schematem ich dziatania.

e Klasyczny atak man-in-the-middle — atak w ktérym ztosliwy podmiot na-
stuchuje wymiane danych pomiedzy sieciami A i B, a nastepnie uczy
swoja sie¢ zgodnie z algorytmem uzgodnienia klucza kryptograficznego,
czyli tylko i wyltacznie w przypadku, gdy O4 = OB = OC. Skutecznosé
ataku rosnie wraz z ze wzrostem liczby ztosliwych sieci neuronowych.
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e Atak geometryczny — w przypadku zgodnosci odpowiedzi wszystkich sieci
atak geometryczny jest identyczny jak man-in-the-middle. Natomiast w
przypadku, gdy O4 = OB # OF, atakujacy znajduje neuron o najmniej-
szej wartodci iloczynu skalarnego wektora wag W i wektora wejsciowego
X. Po znalezieniu neuronu spelniajacego ten warunek, jego wyjscie o jest
zamieniane na ¢’ = —o. Po takim podstawieniu nastepuje iteracja uczenia
sieci C' zakonczona sukcesem.

e Atak wiekszosciowy — atak kryptograficzny w ktérym atakujacy wykorzy-
stuje wiele sieci TPM (zalozmy, ze liczba sieci TPM atakujacego to I).
W sytuacji, gdy O4 = OF, atakujacy oblicza odpowiedz wszystkich sieci
neuronowych, jednoczesnie zapamietujac dla kazdej z nich wektor odpo-
wiedzi ukrytej warstwy ol = (of,...,0k)). Nastepnie znajdowany jest
najczesciej wystepujacy wektor o i on zostaje wykorzystany do kontynu-
acji uczenia wszystkich sieci atakujacego. Wraz z postepem synchronizacji,
wszystkie sieci atakujacego upodobniaja sie do siebie.

e Atak genetyczny — atak wykorzystujacy nie wiecej niz I sieci TPM. Pod-
czas kazdej iteracji atakujacy tworzy dla kazdej z istniejacych juz sieci jej
2K wariantow i dla kazdego z nich wybiera inna wartoéé wektora o. Na-
stepnie synchronizuje sieci TPM z wykorzystaniem odpowiadajacego jej
wektora 0. W przypadku, gdy populacja jest zbyt liczna, funkcja dopaso-
wania jest wykorzystywana do odrzucenia najgorszych jednostek w popu-
lacji.

Kazda kolejna iteracja ataku ma za zadanie stopniowo dopasowaé¢ wartosci
wag sieci TPM atakujacego do wag sieci podmiotéow, ktére daza do ustalenia
klucza kryptograficznego. W celu obliczenia podobieristwa ztosliwej sieci zdefi-
niowany zostal wspotczynnik podobienistwa sieci TPM. Niech A i B oznaczaja
sieci, dla ktoérych bedzie liczony wspotczynnik podobieiistwa S. Dla tak zdefinio-
wanych sieci, wzor na wspolczynnik Sy p zostal przedstawiony w (9). Funkcja
O zostala zdefiniowana w sekcji 1.4.2.

ZkK:I ZnNzl G(wlfn’ kan) (9)
K-N

W publikacji nr 5 cyklu [29] przedstawiono symulacyjne wyniki synchro-
nizacji sieci NBTPM o parametrach M € {1;2;3;4;5}, L € {9;10;11;12;13}
z wykorzystaniem niezabezpieczonego medium transmisyjnego. Podmiot ataku-
jacy uzgadnianie klucza kryptograficznego wykonywal wszystkie zdefiniowane
powyzej ataki kryptograficzne. W tabeli 3 przedstawiono prawdopodobieristwo,
ze atakujacy skutecznie zsynchronizuje swoja sie¢c TPM w wyniku przeprowa-
dzenia kazdego ze wspomnianych atakow.

Ataki zdefiniowane w [24, 20, 12, 18] sa rownie skuteczne na sieci NBTPM
jak i na strukture TPM. Mozna zauwazy¢ nieznaczaca poprawe w odpornosci
na ataki geometryczne i wiekszoSciowe wraz ze wzrostem parametru L. Niestety
atak genetyczny byt skuteczny niemalze w kazdej przeprowadzonej symulacji,
jednak warto zauwazy¢ ze funkcja dopasowania byla idealna funkcja oceniajaca

Sa.B=
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poziom synchronizacji. W tym celu wykorzystano wspotczynnik S, do ktoérego
atakujacy nie mialby dostepu w rzeczywistym ataku. Wzrost wspotczynnika M
negatywnie wplywa na odpornos$é¢ struktury NBTPM na zdefiniowane ataki.
Z drugiej strony, liczba wymaganych iteracji algorytmu znaczaco spada, co jest
widoczne w szczegblnosci pomiedzy wartosciami M = 1 i M = 2. Podczas, gdy
dla tych wartosci mediana iteracji zmalata ponad dwukrotnie, skutecznosé ata-
kow wzrosta o nie wiecej niz 20%. Standardowy atak typu man-in-the-middle
okazuje sie¢ nieskuteczny dla wartosci M < 4. Dla M = 5, atakujacemu spora-
dycznie udawalo sie zakoiiczy¢ atak sukcesem.

Tabela 3: Liczba iteracji synchronizacji i skutecznosé atakow.

Liczba iteracji Udane ataki
M L Srednia Mediana Maks. Min. | Standardowy Wiekszosciowy Geometryczny Genetyczny
1 9  2263.19 +1139.781 2182 5711 890 0.0 0.228 0.816 0.999
1 10 2823.69 4 1413.413 2739 8478 1152 0.0 0.204 0.822 1.0
1 11 3475.254+1814.419 3331 9087 1440 0.0 0.211 0.819 0.999
1 12 4198.83 4+2209.911 4052 12608 1869 0.0 0.196 0.799 1.0
1 13 5064.37 & 2820.405 4826 13067 1751 0.0 0.186 0.763 1.0
2 9 927.72 + 500.816 893 2342 302 0.0 0.271 0.899 0.995
2 10 1131.29+£579.344 1098 2847 445 0.0 0.246 0.882 1.0
2 11  1353.59 + 700.158 1306 3690 558 0.0 0.221 0.850 0.997
2 12 1617.92 +802.934 1568 4584 651 0.0 0.215 0.871 0.999
2 13 1908.82 +951.497 1839 4434 799 0.0 0.206 0.832 0.999
3 9 514.64 + 308.012 489 1559 200 0.0 0.330 0.938 0.996
3 10 625.88 + 348.143 598 1509 238 0.0 0.291 0.917 0.998
3 11 749.19 4+ 413.828 714 1783 259 0.0 0.298 0.911 0.999
3 12 888.02 £ 487.737 853 2626 359 0.0 0.282 0.900 0.997
3 13  1031.67 £ 534.667 991 2616 435 0.0 0.235 0.892 0.999
4 9 331.62 + 209.76 314 986 128 0.0 0.395 0.952 0.998
4 10 403.55 + 245.221 383 1020 138 0.0 0.360 0.949 0.997
4 11 485.4 + 289.757 461 1298 177 0.0 0.327 0.941 0.996
4 12 566.62 + 325.635 544 1568 229 0.0 0.316 0.926 0.998
4 13 661.08 + 367.354 631 1707 270 0.0 0.322 0.915 0.998
5 9 235.25 + 158.482 219 695 85 0.003 0.452 0.963 0.998
5 10 285.76 + 184.754 267 830 96 0.001 0.410 0.966 0.995
5 11 339.3 £+ 214.747 320 1043 121 0.001 0.364 0.961 0.997
5 12 403.74 £ 254.932 379 1099 151 0.001 0.348 0.948 0.997
5 13 459.22 4+ 272.12 438 1449 171 0.0 0.338 0.938 0.997

1.4.5 Algorytm wyréwnujacy wagi

Wzrost parametru M w sieci NBTPM skutkuje przyspieszona synchronizacja,
a w efekcie moze prowadzi¢ do uzgodnienia dtuzszego klucza kryptograficznego.
Jednak, rozktad wartosci wektora w tak wygenerowanym kluczu kryptograficz-
nym, wraz ze wzrostem parametru M jest coraz dalszy od rozkladu jednostaj-
nego [30, 26]. W celu przeciwdziatania negatywnym aspektom towarzyszacym
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strukturze NBTPM w publikacji nr 6 cyklu zaproponowany zostal algorytm
wyrownujacy wagi [31]. Proponowany algorytm sktada sie z trzech etapow: wy-
réwnywanie wag, odrzucenia wartosci, podstawienie. Opis faz algorytmu zostal
przedstawiony ponizej.

A. Wyréwnywanie wag

Pierwsza faza algorytmu polega na zamianie czesciej wystepujacych wartosci
w wektorze wag W na wystepujace rzadziej. W tym celu algorytm iteruje po
kazdej wartosci zaczynajac od poczatku wektora. Ponadto, zapamietywana jest
liczba dotychczasowych wystapieni kazdej mozliwej wartosci. Podczas kazdej ite-
racji ¢ algorytm sprawdza czy rozwazany element jest dotychczas najczesciej wy-
stepujacym elementem. Jezeli tak, nastepuje podmiana i-tego elementu wektora
W na wartos$¢ wystepujaca dotychczas najrzadziej. Dla kilku wartosci o réwnie
matym prawdopodobieristwie, brana jest warto$¢ najmniejsza. Formalny zapis
fazy wyréwnywania wag zostal przedstawiony w Algorytmie 1

Algorytm 1 Faza wyréwnywania wag

Wejscie: W« [wq1, -+, Win, Wa1, - ,Wkn], K, N, L
Wyjscie: W
F [fop,, fu] =10, 0]
k1
dopdki £ < K wykonaj
n<+1

dopodki n < N wykonaj

jesli Wy, € argmax F to
Wiy < min(argmin F)

koniec jesli
Fy., < Fy,, +1
n+<n+1

koniec dopoki

kE+—Fk+1

koniec dopoki

B. Odrzucenie wartosci

Kolejng fazg algorytmu jest odrzucenie wag. Otrzymany klucz kryptogra-
ficzny jest dluzszy od efektywnej dlugosci klucza [30], ktora mozna uzyskac.
W przypadku rozkladu jednorodnego, kazda z wag niesie logs(2L + 1) infor-
macji. Niestety, synchronizacja sieci TPM z natury generuje nieréwnomierny
rozktad wartosci wektora W, co jest dalej amplifikowane przez wykorzystanie
NBTPM. Rozwazana faza ma na celu odrzuci¢ nadmiarowe wartosci na podsta-
wie wczesniej oszacowanej entropii E (W). W tym celu nastepuje szacowanie dla
kazdej iteracji jaka jest otrzymana dtugos$é klucza i czy nie przekracza efektyw-
nej dlugosci klucza mozliwej do uzyskania. Przekroczenie tej wartosci skutkuje
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odrzuceniem rozwazanej wagi. W tym celu wymagane jest oszacowanie wartosci

E(W) przed synchronizacja. Formalny zapis tej fazy jest przedstawiony w Al-
gorytmie 2.

Algorytm 2 Faza odrzucenia wartosci

Wejscie: K, N, L, W przed wyréwnaniem wartosci
Wyjscie: W’
E(W) = -1 _, plogap
lencurrent 0
W’ « () , bedacy wektorem zmiennej dtugosci
k+1
dopdki k < K wykonaj
n<+1
dopdki n < N wykonaj
jesli lencyrrent < (K—1)- N +n)- E(W) to
W' .append(wgy,)
lencurrent — lencurrent + 5092 (2L + 1)
koniec jesli
n+<n+1
koniec dopoki
k+—k+1
koniec dopéki

C. Faza podstawienia

Ostatni etap algorytmu to randomizacja sekwencji bitowych poprzez pod-
stawienie. W tym celu wykorzystywane sg funkcje skrotu, ktore charakteryzuja
sie efektem lawinowym. Efekt ten powoduje, ze zmiana choéby jednego bitu
w argumencie funkcji skutkuje tym, ze srednio potowa bitow wartosci funkcji
bedzie si¢ réznic.

W tym etapie wektor W’ jest zamieniany na ciag binarny. Nastepnie, w
zaleznosci od wykorzystanej funkcji skrétu H, ten ciag jest jest dzielony na bloki
o dlugosci B, gdzie B oznacza dlugosé binarnej wartosci funkcji H. Kolejnym
krokiem jest podmiana kazdego z blokow na odpowiedz funkcji H dla tego bloku.
Reszta bitow powstalych na skutek podziatu wektora W' na bloki jest odrzucana

D. Weryfikacja

W celu zweryfikowania zaproponowanego algorytmu zostal przeprowadzony
zestaw testoOw oceniajacy jako$¢ uzyskanego klucza kryptograficznego. Testy
przeprowadzane byly przed i po wyréwnywaniu wag. Zestaw testow skladal sie
z 15 testow zaproponowanych przez NIST w dokumencie SP 800-22 Rev 1a [4],
ktory definiuje testy oceniajace wlasnosci generatoréw liczb pseudolosowych.
Testy sprawdzaja miedzy innymi: czestotliwo$é wystepowania poszczegdlnych
wartosci w calej sekwencji losowej jak i podsekwencjach, wyniki analizy spek-
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tralnej, entropie Zrodta, wystepowanie podciagéw w sekwencji czy mozliwosé
kompresji z wykorzystaniem algorytmow bezstratnych. Doklada lista testow zo-
stala przedstawiona ponizej.

1. Test czestotliwosci (Frequency (Monobit) Test) — sprawdza czestotliwosé
wystepowania zer i jedynek w ciagu binarnym.

2. Blokowy test czestotliwosci (Frequency Test within a Block) — sprawdza
czestotliwosé wystepowania zer i jedynek w podciagach.

3. Test serii (Runs Test) — analizuje, czy oscylacja miedzy jedynkami a ze-
rami pozostaje w granicach dla losowego ciagu.

4. Test najdtuzszej serii jedynek w bloku (Test for the Longest Run of Ones
in a Block) — analizuje najdtuzsza sekwencje takiej samej wartosci bitu w
ciggu binarnym

5. Test rangi macierzy binarnej (Binary Matriz Rank Test) — sprawdza li-
niowg zaleznosé¢ pomiedzy podciagami rozwazanej sekwencji binarne;j.

6. Test dyskretnej transformaty Fouriera (Discrete Fourier Transform (Spec-
tral) Test) — analizuje wynik transformaty Fouriera dla rozwazanej sekwen-
cji

7. Test dopasowania szablonu bez naktadania (Non-overlapping Template Mat-
ching Test) — sprawdza czestotliwosé wystepowania wezesniej zdefiniowa-
nej sekwencji bitow.

8. Test dopasowania szablonu z naktadaniem (Overlapping Template Mat-
ching Test) — dziatanie testu jest analogiczne do testu poprzedniego, jed-
nak rozwazana jest sekwencja bit po bicie, a nie co dtugosé¢ bloku.

9. Test Mauera — test analizuje wynik bezstratnego algorytmu kompresji dla
sekwencji losowej.

10. Test ztozonosci liniowej (Linear Complexity Test) — ocenia wymagana dtu-
gosé rejestru przesuwnego z liniowym sprzezeniem zwrotnym zdolnego wy-
generowaé rozwazany ciag binarny.

11. Test serii — sprawdza czestotliwo$¢ wystepowania wszystkich permutacji
M -bitowych sekwencji.

12. Test przyblizonej wartosci entropii (Approzimate Entropy Test) — celem
testu jest poréwnanie czestotliwosci nakladajacych sie blokéw o dwodch
kolejnych dtugosciach.

13. Test sum skumulowanych (Cumulative Sums (Cusum) Test) — test ocenia
czy sumy skumulowane rozwazanego ciagu binarnego mieszcza si¢ w do-
puszczalnym zakresie. Test jest uruchamiany zaré6wno od przodu, jak i od
tytu sekwencji.
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14. Test losowego spaceru (Random Ezcursions Test) — sprawdza ile razy kon-
kretny stan zostal odwiedzony podczas losowego spaceru z sumg skumu-
lowana. Rozwazane sg stany od —4 do 4 z pominieciem 0.

15. Test losowego spaceru, drugi wariant (Random Excursions Variant Test)
— test jest taki sam jak poprzedni, jednak w tym przypadku rozwazane sa
stany od —9 do 9 z pominieciem 0.

W celu uzyskania klucza kryptograficznego przeprowadzono 1000 symulacji
sieci NBTPM o nastepujacych parametrach: K = 3, L = 8, M = {1;3;5},
N = 60. Dla uproszczenia zmiany wartosci wagi na wektor binarny usunieto
wartodci rowne 0 w wektorze W, co skutkowalo, ze kazda waga mogta by¢ zapi-
sana jako 4 bitowy wektor. Wynikiem testu jest warto$¢ P, ktéra powinna byé
wieksza od 0,01 dla testu zaliczonego pozytywnie. Wyniki przed i po zastoso-
waniu algorytmu réwnowazenia wag przedstawiono w tabeli 4. Testy 14 oraz 15
obliczane sa dla réznych wartosci stanéw, stad wyniki zawieraja wiele wartosci.
Dla testu 14 wyniki posortowane sg od stanu —4 do 4, a dla testu 15 wyniki
posortowano od —9 do 9.

Wyniki testow wskazuja, ze wykorzystanie algorytmu réwnowazacego wagi
skutkuje poprawa charakterystyki otrzymanego klucza kryptograficznego. Przed
zastosowaniem rozwazanego algorytmu jedynie testy 5, 10, 14 i 15 zwrocity wy-
nik pozytywny. Nawet dla parametru M = 1, czyli dla klucza kryptograficznego
otrzymanego z synchronizacji standardowej sieci TPM, wiekszo$¢ testow zwro-
cita wynik negatywny. Natomiast, po zastosowaniu algorytmu wyréwnujacego
wagi jedynie testy 3, 7113 dla M =1, testy 2 i 4 dla M = 3 oraz testy 12 i 14
dla M = 5 mialy warto$¢ P zblizona do negatywnego wyniku, czyli wartosci
mniejszej od 0,01 [31].

Dodatkowo w publikacji nr 7 cyklu sprawdzono, ze dzialanie algorytmu
wyrdéwnujacego wagi nie zalezy od wyboru parametréow rozwazanej sieci neu-
ronowej [28]. Ponadto, wyniki testow NIST 800-22 rev. 1 wskazuja, ze klucz
kryptograficzny otrzymany przy uzyciu klasycznej sieci TPM nie jest ciggiem
prawdziwie losowym. W efekcie kazda sie¢ neuronowa wykorzystujaca uczenie
wzajemne, niezaleznie od jej wariantu, moze czerpaé korzysci z zastosowania
zaproponowanego algorytmu wyréwnujacego wagi.

1.5 Podsumowanie

Autoreferat przedstawia protokot uzgadniania klucza kryptograficznego bazu-
jacy na sztucznych sieciach neuronowych o strukturze TPM oraz autorskie
usprawnienia, ktore skutkuja poprawa jego bezpieczeristwa. Zaproponowane uspraw-
nienie polega na wykorzystaniu niebinarnych wektoréw wejsciowych podczas
procesu wzajemnej synchronizacji sieci neuronowych TPM. W wyniku badani
opracowany zostal réwniez algorytm wyréwnujacy wagi otrzymywane w proce-
sie synchronizacji, ktérego zastosowanie skutkuje poprawsa jakosci otrzymanego
klucza kryptograficznego.

Wykorzystanie niebinarnych wektoréw wejsciowych powoduje przyspieszenie
procesu synchronizacji, a w efekcie umozliwia wygenerowanie dtuzszego klucza
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Tabela 4: Wyniki zestawu testow NIST przed i po dziataniu algorytmu [31]

Wartosé P
M=1 M=3 M=5
Test
przed po przed po przed po
1) 0.0 0.961 0.0 0.665 0.0 0.397
2) 0.0 0.66 0.0 0.011 0.0 0.734
3) 0.0 0.063 0.0 0.686 0.0 0.155
4) 0.0 0.726 0.0 0.073 0.0 0.394
5) 0.461 0.587 0.791 0.953 0.104 0.491
6) 0.0 0.171 0.0 0.623 0.0 0.517
7) 0.0 0.052 0.0 0.369 0.0 0.668
8) 0.0 0.443 0.0 0.268 0.0 0.462
9) 0.0 0.518 0.0 0.135 0.0 0.903
10) 0.126 0.813 0.294 0.337 0.535 1.0
11) (0.0, 0.711) (0.522, 0.788) (0.0, 0.028) (0.717, 0.452) (0.0, 0.0) (0.713, 0.667)
12) 0.0 0.3 0.0 0.477 0.0 0.025
13) (w przod) 0.0 0.676 0.0 0.812 0.0 0.746
13) (w tyl) 0.0 0.63 0.0 0.758 0.0 0.583
0.845, 0.278, 0.982, 0.402, 0.014, 0.0, 0.418, 0.351, 0.926, 0.932, 0.394, 0.216,
14) 0.89, 0.915, 0.113, 0.56, 0.341, 0.021, 0.631, 0.638, 0.232, 0.579, 0.085, 0.396,
0.626, 0.24, 0.685, 0.933, 0.514, 0.883, 0.93, 0.642, 0.326, 0.877, 0.028, 0.346,
0.082, 0.25 0.721, 0.109 0.211, 0.053 0.423, 0.468 0.046, 0.021 0.805, 0.478
0.42, 0.374, 0.357, | 0.088, 0.104, 0.207, 0.903, 0.949, 1.0, 1.0, 0.974, 0.967, 0.878, 0.87, 0.861, 0.53, 0.33, 0.258,
0.414, 0.512, 0.71, | 0.411, 0.537, 0.564, 1.0, 0.803, 0.637, 0.821, 0.588, 0.755, 1.0, 1.0, 0.811, 0.228, 0.195, 0.259,
15) 0.783, 0.722, 0.538, | 0.331, 0.113, 0.108, 1.0, 0.386, 0.317, 0.56, 0.236, 0.293, | 0.671, 0.855, 0.527, | 0.224, 0.142, 0.141,
0.806, 0.67, 0.545, 0.745, 0.63, 0.949, | 0.617, 0.773, 0.655, | 0.453, 0.174, 0.268, | 0.752, 0.715, 0.888, | 0.948, 0.175, 0.103,
0.816, 0.712, 0.436, | 0.914, 0.65, 0.569, | 0.705, 0.677, 0.546, | 0.684, 0.707, 0.734, | 0.72, 0.673, 0.634, 0.3, 0.539, 0.401,
0.357, 0.325, 0.339 | 0.437, 0.358, 0.481 | 0.579, 0.606, 0.628 | 0.934, 0.821, 0.552 | 0.661, 0.683, 0.701 | 0.265, 0.308, 0.287
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kryptograficznego w takim samym czasie w poréwnaniu do oryginalnej struk-
tury TPM. Skutkiem zastosowania proponowanego usprawnienia jest amplifi-
kacja efektu wartosci granicznych, czyli nier6wnomiernego rozktadu wartosci
klucza kryptograficznego otrzymanego z zsynchronizowanej sieci neuronowe;j.
W efekcie otrzymany klucz posiada rozktad wartosci odbiegajacy od rozkladu
jednorodnego, a jego efektywna dlugosé jest krotsza niz dtugosé klucza w zapisie
binarnym. Dzieki zaproponowanemu algorytmowi réwnowazacemu wagi po pro-
cesie synchronizacji istnieje mozliwosé przeciwdziatania efektowi wartosci gra-
nicznych, a przetworzony klucz kryptograficzny posiada cechy ciagu losowego o
rozktadzie jednostajnym. Tym samym postawiona teza, ze wykorzystanie nie-
binarnych wektoréw wejSciowych oraz algorytmu wyréwnujacego wagi
usprawnia proces synchronizacji w sieciach neuronowych o strukturze
TPM, jednoczesnie zachowujac bezpieczeristwo otrzymanego klucza
kryptograficznego zostala udowodniona, a wyznaczony cel rozprawy zostal
osiagniety.

Wyniki przeprowadzonych analiz bezpieczeristwa oraz wydajnosci wskazuja,
ze odpowiedni dobor parametréw sieci TPM czy NBTPM jest krytycznym aspek-
tem skutecznego ustalania bezpiecznych kluczy kryptograficznych. Badania wska-
zZuja, ze nieumiejetny wybdr rozmiaru sztucznej sieci neuronowej pozwala ztosli-
wym podmiotom odtworzy¢ cze$é¢ lub nawet calo$é¢ ustalonego sekretu. Rownie
istotny jest Swiadomy wybor parametru M, charakteryzujacego niebinarne wek-
tory wejéciowe. Z tego wzgledu w ramach niniejszej rozprawy przeprowadzono
szereg badan zwigzanych z zaproponowanym rozwigzaniem.

Zysk plynacy z zastosowania niebinarnych wektorow uczacych przewyzsza
straty jakie to rozwiazanie implikuje. Zaproponowane potencjalne zastosowania
dowodza, ze nawet w $rodowisku o ograniczonych zasobach obliczeniowych lub
w celu redukcji btedow w kwantowej dystrybucji klucza sieci TPM sa w stanie
relatywnie szybko sie zsynchronizowaé tworzac klucz kryptograficzny. Przedsta-
wione usprawnienia zwiekszajg konkurencyjnosé sieci neuronowych w procesie
uzgadniania kluczy kryptograficznych i moga przyczynié sie do stosowania tego
rozwiazania na wieksza skale.
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Quantum-based Solutions for the Next-generation Internet

Introduction

Interest in quantum-based mechanisms for communications is growing rapidly.
Solutions such as quantum cryptography or quantum random number genera-
tors are not just theories, but are being used in practice. However, these mech-
anisms are not very widespread as yet; they will probably form part of the next-
generation Internet.

The main advantages of these methods are security and performance. Quan-
tum-based cryptography and true random number generators increase security
to a level unachieved by any previous solutions. Superdense coding and other
techniques based on quantum entanglement can improve the bit-rate of com-
munication systems. It seems that even technological problems such as effec-
tive quantum repeaters will be solved in the near future. Then, quantum-based
solutions will be widely implemented in practical networks.

This article presents a few quantum-based solutions which are developing
rapidly. Some of them are already being used in practice. Others are still theo-
retical models and have not been implemented yet. Nevertheless, all of them
aspire to be components of the next generation of communications.

Quantum Basics

Quantum mechanics is a special branch of physics. It describes the behaviour of
matter and energy at the atomic and subatomic levels. Nowadays, some fea-
tures of quantum mechanics are being used to design new methods of improv-
ing the security and performance of modern communication networks. At the
beginning of this article, some of the principles and models which have a direct
connection with quantum-based solutions for communications will be pre-
sented.

Qubit

A bit is a basic term of communications and computer science. It is a unit of
computer information which can have only two possible values: 0 or 1. A unit of
guantum information is called a qubit (quantum bit). A qubit can have two pos-
sible values (normally 0 or 1). However, it can also be a superposition of both.
This superposition can be presented as a vector in the Bloch sphere (Figure 1) —
an abstract sphere with antipodal opposite points representing two specific
states. Two extreme opposite points in the sphere are conventionally written as
|0) and |1) . Any quantum state is called ket and presented as [ ) .

We can assume that each state in quantum mechanics is represented as a
vector in Hilbert space. Then, two basic states, |0) and |1) are orthonormal

and we can define a given qubit as a superposition of two orthonormal quantum
states:
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Figure 1: A qubit in the Bloch sphere.
ly)=a|0)+B|D

where:
la|* +| BP=1

This means that when we perform a measurement on a qubit, we obtain the
state |0) with the probability |0£ | or the state |1) with the probablllty| ,B|
Therefore, the sum of these probabilities equals 1. This physical interpretation
means that the quantum state before the measurement could be in superposi-
tion, but the measurement may damage this state. The object’s state will be
determined by the measurement and will be equal to |0) or |1) . This observa-
tion leads directly to the Heisenberg Uncertainty Principle.

Heisenberg Uncertainty Principle

In 1927, Werner Heisenberg published one of the fundamental principles of
quantum physics.! He proved that it is not possible to measure accurately both
the position and momentum of a physical system. These quantities can only be
determined with some characteristic uncertainty. The mathematical notation of
this principle is presented as follows:

AX-ApZL
A

where AXand Ap are measurement uncertainties of a particle’s posmon and
momentum respectively, and h is Planck’s constant (N ~6.626-10>*J-s).
This well-known equation shows that measuring the position of a particle with
high precision makes it impossible to measure momentum precisely. In general,
the Uncertainty Principle states that it is impossible to measure some physical
guantities with the same, high precision. Position and momentum are only one
example of these pairs. Another example is the polarization of photons.
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Birefringence

Birefringence is the decomposition of light into two rays when it passes through
certain materials — for example, calcite crystals. The decomposition depends on
the polarization of the photons. We can assume that:

¢ horizontally-polarized photons appear in the upper ray,
e vertically polarized photons appear in the lower ray.

Diagonally polarized light (45°) is decomposed into two rays: some photons
appear in the upper ray and the rest will be observed in the lower ray of the
calcite crystal. However, if we pass a single photon with the polarization 45°, it
cannot be simultaneously vertical and horizontal at the output. It ‘chooses’ only
one of the polarizations, with a probability of 2. An experiment with polarized
photons and a birefringent calcite crystal is presented in Figure 2. Using the con-
sidered calcite crystal, we are able to measure perfectly the photons with verti-
cal and horizontal polarizations (0° and 90°). However, we lose information
about diagonally-polarized photons.

Entanglement

Usually, the quantum state of single particles is independent of others. How-
ever, we can produce pairs of particles which interact in a very interesting way:
if we measure the state of one particle, then the state of the second particle can
be fully determined. This means that we need only measure one particle to
know the states of both. Additionally, the states of the particles are completely
random before measurement occurs. The entangled state of two different
particles (indices 1 and 2) can be presented as:

/ | \ probatiity = -
_ ‘ _ horizontal
/ ; \ polarization
45° |

_ wertical
: polarization
probability = ?

Figure 2: Polarized photon (45°) entering a birefringent calcite crystal.
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1
72 (D )+ 1), 1D),)

This means that if the first particle has vertical polarization, the second has
horizontal polarization, and if the first particle has horizontal polarization, the
second has a vertical polarization. Both possibilities can appear with a probabil-
ity %. It should be noted that the entanglement phenomenon still retains this
feature, even if the particles are separated by great distances.

Quantum-based Solutions

Interest in quantum effects for computer science and communications contin-
ues to grow. In this section, the most popular quantum-based solutions are pre-
sented. They are good candidates for modern services in the next generation of
the Internet and communications.

Quantum key distribution

Secure distribution or agreement of encryption keys are crucial to data confi-
dentiality. Currently, when we use modern ciphers with popular key distribution
methods, we are not sure if an intruder is eavesdropping on the communica-
tion. In this way, a hidden intruder can scan the network and obtain sensitive
data. Quantum key distribution ensures a very high level of security, because it
is not possible to eavesdrop on the communication in a passive way.? If an
eavesdropper reads the distributed key, this will change the quantum states of
the photons and will thus be revealed. This is possible because measurement
influences the quantum state, and it is not possible to clone an unknown quan-
tum state.

Popular quantum key distribution protocols, such as BB84,* are based on the
polarization of single photons, which carry information coded in quantum states
(i.e. different polarizations: vertical, horizontal, diagonal). In this way, the recip-
ient and potential eavesdropper do not know which detector should be used to
measure the polarization precisely. It is not a problem for the intended recipient
— when they announce the configuration of a detector which was used during
the measurement of a received photon, the sender confirms that the obtained
result is correct or asks for this bit to be deleted from the final key because the
obtained result is not certain.

What about eavesdropping on a quantum distributed key? If the eavesdrop-
per chooses an inappropriate detector to perfectly measure the polarization,
the polarization of the photon is changed. Sender and recipient uncover the
eavesdropper if they compare part of the obtained key. In this way, passive
eavesdropping is not possible. If someone wants to eavesdrop photons and
read confidential information, they will change the quantum states of the pho-
tons.
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Quantum cryptography

Quantum key distribution ensures a very high level of security. However, it is
only part of the complete key establishment process. For example, the sender
and recipient must estimate errors in the distributed key by computing the
Quantum Bit Error Rate (QBER). The QBER is defined as the ratio of the number
of wrong bits to the total number of bits. It is worth emphasizing that not only
Eve is responsible for errors — they may occur because of disturbance in the
guantum channel, optical misalignment, noise in detectors, and so on.

After the bit error estimation, Alice and Bob use key distillation protocols. These
protocols usually involve two steps:

e key reconciliation —in this step sender and recipient must find and correct
or delete occurred errors,

e privacy amplification — sender and recipient should strengthen their pri-
vacy and construct the final key by deleting some of the distributed bits.

However, effective management of security and efficiency in quantum cryp-
tography is needed. To solve this problem, Niemiec and Pach considered secu-
rity in a quantitative way.*> This approach is crucial when we want to map dif-
ferent end-user requirements to a quantum cryptography system. Using this
strategy, end-users can choose an appropriate security level. In reference to the
measure of information introduced by Hartley,® the measure of security J(k) in
guantum key distribution was proposed. This function was defined as:

J(k)=|og£
n

where log represents the natural logarithm, k is the number of uncovered bits,
and n is the length of the key. Additionally, the entropy of security and function
of entropy of security S(k) in quantum cryptography were defined. This function
is analogous to the entropy defined by Shannon’” and was defined as:

S(k):—EIog5
n ~n

If we divide the function S(k) by the number of bits n, we obtain a general
relationship which we can use to control the security and efficiency of a system
with quantum cryptography. Additionally, this function has one maximum in the
value 0.1 (it corresponds to the situation when we uncover and compare ap-
prox. 37 % bits of the distributed key). Therefore, we are able to define two
different levels of security: basic and advanced. This idea makes it possible to
personalize end-users’ security.

The approach was verified by numerous simulations® performed with a
QKD Simulator tool.® The simulator calculated the difference between real val-
ues of QBER (called true_ QBER) and QBER calculated using the proposed
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Figure 2: Validation of a quantitative approach to security in quantum cryptography
(simulations of QBER).®

method (called measured _QBER). During the simulations, the length of all dis-
tributed keys was 1000 bits; however, the eavesdropped bits were different,
ranging between one and 1000 bits. Figure 3 presents the results of simulations
with noise intensity of 5% —typical noise in real quantum channels. The function
in the graph is decreasing, with the most significant changes (exponential curve)
observed at the basic security level (for values smaller than 0.1). Smaller
changes (linear curve) are observed at the advanced security level (for values
greater than 0.1). This means that at the basic security level, security increases
faster than at the advanced level.

Quantum random number generator

The generation of random numbers plays a crucial role in many modern appli-
cations, mainly used by the security services. The security of encrypted data is
based on the strength of its keys. Therefore, the keys must be generated ran-
domly. Otherwise, an intruder can predict the key and read confidential data.
Random numbers are also needed in other applications — during numerical sim-
ulations of complex systems, in the gaming industry, etc. Nowadays, software
generators are commonly used. Unfortunately, computers are deterministic
systems, and they produce pseudo-random numbers. Therefore, it is impossible
for a software program to generate a sequence of truly random numbers.
Because of the principles of physics, quantum-based generators are an excel-
lent source of randomness. One example is a photon with polarization 45° en-
tering a birefringent calcite crystal (Figure 2). We have already mentioned that
a photon with the polarization 45° ‘chooses’ only one of two possible polariza-
tions (0° or 90°) with a probability of 2. We can put detectors at the outputs of
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the crystal and detect the resultant photons. Horizontally-polarized photons ap-
pearing in the upper ray can generate bit 0, and vertically polarized photons
appearing in the lower ray can generate bit 1. This can be an excellent random
number generator.

Another example is transmission upon a semi-transparent mirror; this solu-
tion is implemented in practice.’® A single photon can be reflected or transmit-
ted. It is intrinsically random, and any external parameters do not influence this
process. Using this technique, sequences of truly random numbers can be pro-
duced.

Quantum communications

Quantum effects support not only data security, but also the efficiency of com-
munication networks. An example of such a solution is superdense coding. Us-
ing superdense coding it is possible to send two bits of classical information us-
ing just one qubit.!! To achieve this improvement, both the sender and recipient
must share an entangled pair of photons. If the sender wants to send a two-bit
message (four different possibilities: 00, 01, 10 or 11), they perform a single
gubit operation on their qubit. This operation transforms the qubit into one of
four orthonormal states — according to the message which the sender wants to
send. Now, the transformed qubit is sent to the recipient, who can perform a
measurement on the joined pair and obtain the two-bit message.

Another example proposes applying quantum effects to ALOHA, a well-
known medium access control (MAC) protocol. There, entangled pairs of pho-
tons can improve the capacity utilization of shared media. In systems using slot-
ted ALOHA, the time dimension is divided into time slots.!? At the beginning of
each slot, users decide whether to send a packet or not. For two users, the
packet will be successfully delivered if only one user transmits in a single time
slot. If neither user sends a packet, or both users attempt to send their packets
in the same time slot, the transmission is lost. Therefore, only half the time slots
will be utilized on average. How can this be improved? Sandor Imre presents a
system using the ALOHA protocol and shared entangled pairs of photons.'® In
the proposed system, even the packet collision and the unused channel carry
information. Therefore, sending one classical bit and using quantum entangle-
ment, it is possible to transmit as many as 2.5 classical bits on average. This
significantly improves the efficiency of communication.

Quantum computer

The evolution of quantum mechanics emerged into another direction of quan-
tum-based solutions which is quantum computing. The operation of a quantum
computer is essentially different from a standard one. Instead of operating on
bits, a quantum computer uses qubits as a basic mean of data in its registers.
Hence, the state of the register can be presented as a superposition of all pos-
sible values of an n-length vector from {0,1}" space,* which can be defined as:

V)=l
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where:

Not fully deterministic nature of quantum computer creates new opportuni-
ties as well as new threats to computing and communications. Regarding a few
types of computing problems, the quantum computer enables the usage of
guantum algorithms which solve the task in a more efficient manner. Example
problems which are possible to solve on the quantum computer are searching
the unstructured database using Grover’s algorithm ** and integer factorization
and finding a discrete algorithm using Shor’s algorithm.®

The latter algorithm is a potential threat to global cybersecurity. Using Shor’s
algorithm implementation on a powerful quantum computer could break the
fundamental security of commonly used asymmetric cryptography. However,
the post-quantum cryptography is a trend that aims to develop quantum-proof
security algorithms.

Further development

The transition towards quantum communication and the Internet can be di-
vided into few milestones. Each of them is an important improvement in the
quality and security of quantum-based solutions.?’

Currently, the technology allows us to create a trusted repeaters network in
order to perform QKD. This solution is based on a trusted node between the
sender and receiver, which extends the maximum distance between the com-
municating parties and removes the need for a full mesh network. The next
steps to achieve end-to-end quantum communication are to prepare and meas-
ure networks. These networks enable the transmission of prepared one-qubit
state to any node in the network. Security-wise this step is a significant improve-
ment due to the fact that the intermediary node is superseded. This means QKD
is available between any nodes in the network since any eavesdropping disturbs
the quantum state of transmitted qubits.

Further development of quantum technology could result in the ability to
share entangled qubits between any two nodes in the network. Here, the nodes
are assumed to have a capability of deterministically measuring the state of the
gubit. More advanced technology would enable nodes to store the state of the
qubit for some time using quantum memory. This would allow performing blind
guantum computing, secret sharing, and time-limited clock synchronization.
The last step is the transition from each node being capable of performing small
few-qubit fault-tolerant operations to full quantum computing.

Conclusions

Security is one of the most important challenge of modern telecommunica-
tions.*® Entirely new ways of solving problems of security and performance are
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currently being developed. Laws of physics ensure that every eavesdropper can
be uncovered, bit rates can be increased, truly random numbers can be
generated, etc. Some of these solutions are already being implemented; how-
ever, they are not very popular because such communication systems need to
work under special conditions (i.e. direct quantum channel between the sender
and the recipient). Other techniques are still at the theoretical model stage and
have not been applied yet. Nevertheless, quantum-based solutions allow users
to improve the security and performance of communication networks. There-
fore, quantum-based services should become popular solutions in the next-gen-
eration Internet.
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Synchronization of Tree Parity Machines Using Nonbinary Input Vectors

Mitosz Stypinski

Abstract—Neural cryptography is the application of artificial neural
networks (ANNSs) in the subject of cryptography. The functionality of this
solution is based on a tree parity machine (TPM). It uses ANNs to perform
secure key exchange between network entities. This brief proposes
improvements to the synchronization of two TPMs. The improvement
is based on learning ANN using input vectors that have a wider range of
values than binary ones. As a result, the duration of the synchronization
process is reduced. Therefore, TPMs achieve common weights in a shorter
time due to the reduction of necessary bit exchanges. This approach
improves the security of neural cryptography.

Index Terms— Artificial neural networks (ANNSs), key agree-
ment, mutual learning, neural cryptography, security.

I. INTRODUCTION

Secure key agreement is one of the basic steps in secure channel
establishment. The algorithms responsible for the key exchange
must ensure that no eavesdroppers are able to reproduce the secure
key. Applied key agreement protocols are based on mathematical
operations which have no computationally efficient inversion, for
example, factorization of a large number of problems or other derived
problems.

Quantum computing poses a real threat to applied cryptography
systems. Currently used algorithms, based on the public-key cryp-
tography approach, offer conditional security. Efficient derivation of
a secure key from exchanged fragmentary information may break the
security of the key agreement protocol. Currently, there is one known
algorithm—Shor’s algorithm—capable of factorizing large numbers.
Hence, it can extract exchanged keys and break all applied asymmet-
ric cipher cryptography [1]. However, the successful implementation
of this algorithm requires a quantum computer with a sufficient
number of qubits.

Some modern cryptography techniques—such as quantum cryptog-
raphy and neural cryptography—are able to overcome this problem
and provide a variety of quantum-proof algorithms. The tree parity
machine (TPM) is one such solution. It achieves a key agreement
functionality by mutual learning of two artificial neural networks
(ANNs). Mutual learning cannot be reduced to either primes fac-
torization or discrete logarithm problems, hence it is not susceptible
to quantum computing.

This brief proposes an acceleration to the mutual learning process
of TPMs. The following novelties are considered:

1) introduction of nonbinary input vectors used for the synchro-

nization of TPM;

2) proposal of a new parameter M describing input vector;

3) verification of the proposed solution in the insecure environ-

ment (with eavesdropper);
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4) analysis of observed phenomenon called extrema values effect.
The proposed improvement results in a shorter synchronization,
which at the same time enhances security properties.

This brief is structured as follows. Section II presents related
works relevant to the subject of this brief. Section III outlines the
architecture of TPMs, the process of mutual learning, secure key
agreement protocol, exchanged key length, and security of TPMs.
Section IV describes the nonbinary input TPM architecture, entropy,
and its appliance in terms of quality assessment of exchanged key.
Additionally, Section IV presents observed phenomena called extrema
values effect. Section V describes the methodology of the performed
simulations and an analysis of the gathered results.

II. RELATED WORKS

Kanter er al. [2] and Rosen-Zvi et al. [3] in 2002 successfully
performed key agreement via mutual learning. After that, various
efforts took place to enhance the proposed TPMs as a competitive
security solution. Santhanalakshmi et al. [4] proposed the usage of
a genetic algorithm in finding optimal weight vectors for training
TPM. This solution reduces the synchronization time but increases the
computational complexity. Allam ez al. [S] proposed improvement
based on a shared secret. As a result, the complexity of known
attacks is increased while maintaining the same synchronization
time. Another usage scenario was described in [6] where TPM was
used as an error correction mechanism for key agreed in quantum
cryptography system. Another approach significantly changing the
TPM architecture is introduced in [7]. By using the original whale
optimization algorithm for synchronization and by adding another
hidden layer into the neural network, authors achieve higher security
compared to standard TPM. Dong and Huang [8] describe enhance-
ment achieved by learning TPM with complex-valued input vectors.
This solution is generalized in [9], where vector-valued inputs are
proposed. A different approach is described by Sarkar [10], where
chaos-generated input vectors are utilized.

III. TREE PARITY MACHINE

ANNs are increasingly popular, finding applications in fields
including security. Kanter et al. [2] and Rosen-Zvi et al. [3] introduce
a novel approach for the key agreement functionality implemented
with neural networks, which are explained in more detail in this
section.

A. Tree Parity Machine Architecture

A TPM is a two-layered perceptron-structured ANN with discrete
weights, binary input, and binary output [11]. The input vector X =
[x11, X12, . . Xkl eeesXinl, K,N,k,bn e N A k< K A
n < N has KN elements, where K denotes the number of inputs for
each neuron in the first layer, and N indicates the number of neurons
in the first layer. Every element x;, of input vector X can have one
of two possible values, either —1 or 1.

The first layer consists of neurons similar to the McCulloch—Pitts
model [12]. Every input xy, is connected to the kth neuron and has
its corresponding weight. The values of the weights are the only
difference from the former model. Every weight w;; can take a value

<5 Xlns - -
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Fig. 1. Architecture of the TPM.

between —L and L, where L € Z is the parameter of the TPM and
denotes the minimum/maximum possible weight value of the input
neurons.

The output of the aforementioned neurons is based on the slightly
changed signum function ¢. The formula of the function is presented
in (1). It differs from the regular signum function in that it never
returns zero. The value of 0 is mapped either to 1 or —1, based
on whether the side is the sender or the recipient of the communi-
cation [13]. The recipient and sender side is denoted by r and s,
respectively. The parties decide beforehand which side is the sender
and the recipient

I, x> >0vx*>0
o () = ~ (1)
—1, x" <0vx®<O0.
The argument for the neuron’s activation function is the sum of the
products of the input vector’s elements with corresponding weight.
The exact formula is presented in the following equation:

N
Ve = J(Zxkn : wkn). @)
n=1

The final result O of the TPM is the product of each of the outputs
from hidden neurons from the first layer (3)

K

o' = Hy]:/x‘ 3)

k

The overall architecture of the TPM is shown in Fig. 1.

B. Key Agreement Protocol

The parties performing the key agreement execute the protocol,
which results in the secure shared key known only to the participating
parties. This is usually achieved through the exchange of some
information through an unsecured channel and by performing math-
ematical operations whose results are only known to the authorized
parties [14]. The first and most popular key agreement protocol was
proposed by Diffie and Hellman [15].

TPM offers functionality that can be adopted for key exchange
purposes. The protocol for two parties consists of the following
steps [13].

1) Both participants must agree on all the parameters for the TPM

(K, L, N) and initialize their TPMs with random weights.
2) The key agreement participants publicly exchange a previously
chosen binary random input vector X.
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3) Each party computes the output from their TPM and publishes

the results.

4) If the outputs match, both participants apply the appropriate

learning rule that updates the weights of TPM accordingly.

5) Steps 2—4 are repeated until full synchronization of both TPMs

is achieved.
The full synchronization is equivalent to every corresponding weight
of both TPMs being equal to each other, at which point both TPMs
are the same.

The aforementioned learning rules are responsible for updating the
weights of each TPM in such a way that the synchronization process
finishes in finite time [16]. There are three different learning rules
that can be used in the process of updating weights [17].

1) Hebbian Learning Rule:
Win (t + 1) = Wi (1) + OO X1 DO (0 (1), O(1)). (4
2) Anti-Hebbian Learning Rule:
Win (¢ + 1) = Wi (1) = OO Xk O (0 (1), O(1)).  (5)
3) Random Walk Learning Rule:
Wi (1 + 1) = Wi (1) + X1 () O (1 (1), O (1)) Q)

where O (a, b) denotes the function returning 1 if ¢ = b and
0 otherwise, and parameter ¢ denotes the iteration in the key agree-
ment algorithm.

The synchronization process of two parity machines is not a
deterministic algorithm. The number of iterations is not fixed and
depends on the size and parameters of the TPM. However, it is shown
that the time is finite and can be easily estimated by users [18]. The
process takes longer for larger TPM sizes (K and N) and maximum
weight value (L). Other factors that affect the number of iterations
required for two TPMs to finish mutual learning include distribution
of initial weights and learning rule [19].

C. Security of Tree Parity Machines

Security of key agreement protocol is crucial for communication.
Any eavesdropper being able to reproduce the key based on the
messages exchanged between parties or any other source breaks the
security of the channel. Subsequently, such a situation depreciates
the secure key exchange protocol. Hence, it is crucial to assess the
security of any novel algorithm or protocol.

TPMs has been studied extensively. Javurek and M. Turcanik [18]
and Martinez Padilla e al. [20] identify four distinct types of attacks
that TPM may be vulnerable to as follows.

1) Brute force attack: Research shows that it is impossible to find
the exact key as a result of a brute force attack against TPMs
in polynomial time.

2) Genetic algorithm for weight prediction: It has been shown
that only TPMs with a single neuron in the second layer are
vulnerable to this type of attack.

3) Man-the-middle interception attack: Studies show that on aver-
age 60% of weights were synchronized in the eavesdropper’s
TPM.

4) Sign of weight classification using neural networks: Martinez
Padilla e al. [20] demonstrate that classification using ANNs
has near 100% accuracy in determining the sign of the weight
in the TPM, which reduces the time needed by the brute force
attack by almost half.

The studies show that, by utilizing these attack vectors, it is possible
to gain some information about the key. Hence, cryptosystems should
be aware of this threat and counteract it in order to minimize the
likelihood of key reconstruction.
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D. Man-in-the-Middle Attack

Synchronization of two TPMs without additional layers of security
is a process prone to man-in-the-middle attacks. This attack relies
on the possibility of placing a node C between parties A and B
performing a key agreement. The node eavesdrops on all the messages
shared between A and B. Based on information collected, node C
may be able to gain unauthorized access to information sent between
A and B. Moreover, if the nodes are not mutually authenticated, the
adversarial party may be able to alter the messages accordingly to
attempt an attack with a higher probability of success.

In terms of TPMs, man-in-the-middle attacks come down to cap-
turing all the input vectors X and outputs of parties being intercepted.
An adversarial TPM performs the learning process on acquired data.
There are three scenarios to be considered while intercepting the key
exchange. Let A and B be the parties wishing to exchange the key
and let C be an intruder able to perform a man-in-the-middle attack.
The three scenarios are as follows.

1) If 14 # I, no TPMs is synchronized during this step.

2) If 1, = [ # ¢, only TPMs A and B are synchronized,

while TPM C (attacker) does not update its weights.

3) If Iy = Iz = Il¢, all the TPMs update their weights

accordingly.
The last scenario brings the adversarial party closer to obtaining the
exchanged key. Hence, this situation should be avoided at all costs.

IV. NONBINARY INPUT VECTORS

The TPMs use binary vectors X for input [2] during the synchro-
nization process. This brief introduces a new approach: nonbinary
input vectors used to synchronize TPMs for a secure key agreement
protocol. The authors propose that the mutual learning process that
uses the vectors with a greater range of possible values of every
element influence the synchronization time of two TPMs. Simula-
tions performed in Section IV verify this proposition and indicate
that this approach can significantly increase the security of neural

cryptography.

A. Nonbinary Vector Tree Parity Machine Architecture

So far, the exact TPM was defined by parameters K, L, N.
In this brief, the authors introduce a new parameter M, denoting the
minimum/maximum value of each element of input vector X. Hence,
the input vector will have the following form: X = [xy1, X12,...,
XinyonvsXilseoorXinl, Where xp,, € {x 1 x € ZA—-M < x <
—1Vv 1 < x < M}. Thus, during the synchronization process, the
entities can use nonbinary input vectors, instead of binary vectors
which are currently used in practical implementations.

Introducing the M parameter does not affect the architecture of
the TPM. The new learning process slightly differs from the original.
The changes are in the first two steps of the key agreement protocol
presented in Section III-B. The first two steps now read as follows.

1) Both synchronization participants must agree on all the para-
meters for the TPM (K, L, M, N) and initialize their TPMs
with random weights.

2) The key agreement participants publicly exchange a previously
chosen random input vector X, which now consists of values
ranging from —M to M.

Points 3-5 remain unchanged.

Furthermore, formulas shown in Section III are still valid despite
more divergent values of the learning vectors. However, simulations
presented in Section V show that as the input vectors are more
differentiated, the distribution of settled keys is less similar to the
uniform distribution. Therefore, unbiased estimation of key length is
required.
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Fig. 2. Entropy of the source generating two different values with the same
probability.

TABLE I

SYNCHRONIZATION TIME OF TPMS WITH
DIFFERENTIATED INPUT VECTORS

Synchronization time

M | N Average Minimum | Maximum | Median
1 709 £ 490 313 2176 648
2 290 £+ 216 103 965 273
3 | 40 | 1724138 75 484 156
4 114 + 82 39 314 105
5 84 + 64 28 249 78
1 714 £ 453 333 1981 666
2 316 £+ 209 145 769 296
3 50 | 1724+ 126 69 455 158
4 118 £ 88 39 280 108
5 87 + 64 28 216 82
1 733 £ 398 391 1763 715
2 320 £+ 202 140 652 306
3 60 | 1824122 79 421 172
4 121 + 87 43 284 117
5 90 £ 70 34 233 81

B. Synchronized Key Quality

The quality of random numbers generation has a significant impact
on the final security of the cryptosystem. A true random number
generator produces every available output with equal probability.
Unfortunately, computers are incapable of generating fully random
numbers. Frequently, numbers are generated based on a pseudoran-
dom number generator. This requires a seed supplied beforehand,
which is the starting point of the pseudorandom number sequence,
and each further number depends on it. Many contemporary imple-
mentations lack important features like good mathematical founda-
tions, lack of predictability, and cryptographic security [21].

Entropy is one of the measures which assesses the quality of
the generated numbers. Let us assume the random source generates
1 different numbers o, ay, ..., a; with corresponding probabilities
Pis P2, - - -» pi- Entropy for such a defined source is presented in the
following equation [22]:

1
H(pi, pas... pi) = — ) pilog; pi. D

i=1

The base of logarithm j denotes the units in which entropy
is measured, for example, for 2 and e units are bits and nats,
respectively [23].

Let us consider a random source that produces two outputs with,
either 0 or 1 with corresponding probabilities P(X = 0) = p and
P(X = 1) = 1— p. The entropy for the described source is presented
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Fig. 3. Probability distribution of weights in TPMs using nonbinary input vectors.
in the following equation [23]: Fig. 2 shows the plot of the entropy of the aforementioned two-value

random source. The maximum of the function is reached for p = 0.5,
H(p) = —plog;p — (1 — p)log;(1 — p). (8) where H(p) = 1, which is the equal probability for values 0 and 1.
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Hence, entropy values increase as the probability distribution of X
gets closer to the uniform distribution. This can be generalized to
sources producing more outcomes.

The entropy function can be used later to assess the quality of the
keys generated by different types of TPM. Taking into account (9),
the effective length of a key should depend on the entropy of the
synchronized weights (not just their values).

C. Agreed Key Length

After the synchronization process, both parties share identical keys.
The keys are distilled from weights of the TPM, which are the same
after the mutual learning process. The key length depends on the
size of the TPM as well as the parameter L, which indicates the
minimum/maximum value the weights may reach during synchro-
nization. Assuming the ideal uniform distribution of the weights, the
key length is equal to K- N - log,(2L +1). However, the distribution
of the weights differs from the uniform distribution [17]. Hence, the
entropy should be used to measure the quality of the key exchanged
between the parties. The updated key length is defined as follows:

length, ., = K - N - E(W) 9)

key

where E(W) indicates an average entropy of the weights. Entropy
itself is presented in Section IV-B.

However, the exact distribution of weights is not known before-
hand. Taking this fact into consideration, (9) should be updated.
The estimated effective key length shown in (10) uses the estimated
entropy based on the simulation results. Additionally, we propose
using the floor function in the equation since the unit of effective
key are bits

lengthy,, = K - N - E(W)]. (10

It should be noted that (9) indicates the theoretical maximum
key length that can be extracted from mutual weights. However,
a dedicated algorithm that equalizes the probability can be used to
obtain a cryptography key from an unevenly distributed numerical
sequence. This algorithm must be deterministic since both parties
retrieve the cryptographic key from weights simultaneously.

V. VERIFICATION

This section presents the impact of the new parameter M, indi-
cating the maximum/minimum value of the input vectors during the
synchronization process and how it affects the required iterations in
the learning process and the quality of the output key.

A. Methodology

To validate the proposed improvement, a dedicated TPM simula-
tion framework has been created. The proposed framework allows
mimicking a real network scenario where two parties willing to
synchronize their TPMs exchange all the intermediate information via
a public channel (parties perform actions from Section IV-A). Hence,
the agreed TPM parameters and all the input vectors are available to
eavesdroppers. The simulation framework is available in the public
domain.!

The quality of the output key is measured in its effective length.
The effective length is calculated on the basis of (10). Furthermore,
simulation scenarios cover multiple sets of TPMs sizes. For each
scenario, statistical analysis was prepared based on 1000 simula-
tions. The presented confidence intervals are calculated with a 95%

IThe framework code is available at

mstypinski/tpm

source

https://github.com/
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probability. These scenarios include all possible combinations of
parameters N € {40, 50, 60} and M < {1, 2, 3, 4, 5}. For all
simulation scenarios, parameters K and L are equal to 3 and 5,
respectively. Additionally, all the simulations are performed using
the Hebbian learning rule (4). Synchronization time, entropy, and
effective key length are measured in order to compare the chosen
scenarios. Furthermore, we performed man-in-the-middle attack sce-
narios during which we measured the average synchronization score
of the malicious TPM.

B. Results

The synchronization process becomes longer as the size of the
TPM increases; it also generates a longer key for cryptographic
purposes. However, simulations presented in Table I reveal that the
TPM size and parameters are not the only elements that have an
impact on the duration of the synchronization process. Multiple
simulations were performed with different values of parameter M.
An increase in the parameter M value, which limits the maximum
and minimum possible values x; of the input vector X, reduces
the synchronization time significantly. The synchronization time in
Table I is expressed as a number of output bits exchanged between
the parties to achieve full synchronization between the two TPMs
(learning iterations). Thus, the volume of data exchanged between the
parties performing key agreement decreases as the value of parameter
M increases.

It should be noted that faster synchronization increases security.
This is because as the value of parameter M increases, the key
agreement process takes less time, hence a longer and more secure
key is obtained in a shorter period of time. This makes this solution
more competitive among other key exchange protocols.

Salguero Dorokhin et al. [24] conducted research regarding the
optimal TPM structure for establishing a 512-bit cryptographic key.
Based on their research, TPM parameters (K, L, N) providing the
most security are (8, 16, 8). On average, the full synchronization
of such a TPM took 218.37 iterations. Comparing the above to the
conducted research in this brief, TPMs having parameters (M, N) set
to one of the following pairs (3, 50), (4, 50), (4, 60) perform better in
terms of synchronization time while allowing to obtain cryptographic
keys longer than 512 bits.

It is worth mentioning the synchronization time grows insignifi-
cantly with the increase of N. This allows extending distilled cryp-
tographic keys without significantly extending synchronization time.
The parameter having the highest impact on synchronization time is
L as synchronization time grows proportionally to L2. However, the
same parameter is responsible for improving the security features of
TPM [25]. The introduction of parameter M enables preserving com-
parable security features but results in a decrease in synchronization
time.

C. Extrema Values Effect

Numerous simulations of the TPM learning process using nonbi-
nary input vectors led to the discovery of an effect named by the
authors the extrema value effect. A similar effect is shown in [10],
however, only binary input vectors are considered in this brief.

Faster synchronization times and lower numbers of messages
exchanged between users have an impact on the distribution of
weights. As the minimum/maximum x; increases, the probability
P(wy, = M) and P(wy, = —M) also increases. As a result, the
probability distribution of weights becomes less similar to the uniform
distribution. Hence, every weight of the TPM carries less random
information. The exact distribution of weights is presented in Fig. 3.
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TABLE 11

ENTROPY AND EFFECTIVE KEY LENGTH FOR
DIFFERENT TPM PARAMETERS

M | N | Entropy | Estimated effective key length
1 3.374 404
2 3.354 402
3 | 40 3.305 396
4 3.238 388
5 3.158 378
1 3.386 507
2 3.368 505
3 | 50 3.315 497
4 3.248 487
5 3.186 477
1 3.402 612
2 3.379 608
3 | 60 3.325 598
4 3.263 587
5 3.204 576

Assuming that in rth iteration, the update of all weights for all the
neurons is successful and the distribution of all the weights wy, (r)
and elements of input vector x,(t) is uniform, let us estimate the
probability of the weight wy, (f+1) being equal to L or —L in the next
iteration. We can only consider one of these values since the situation
is analogous to the other. The probability P (wy, (t+1) = L) is equal
to P(wg, (t+1) = Llxgy = 0) + P(wi, ¢ + 1) = Llxg, = D)+ - - +
P(wkn(t + 1) = lekn =M - 1) + P(wkn(t + 1) = lekn = M)
Let us consider P(wy,(t + 1) = L|xy, = 0). This event only occurs
providing wy, = L, and therefore the probability is equal to (1/(2M+
1)(2L + 1)), as there is only one satisfactory event for all combina-
tions of input and weight values. For P(wy,(t + 1) = L|xy,, = 1),

there are two satisfactory events wy, = L and wy, = L — 1.
In conclusion, the probability of the event A where wy, (t +1) = L
or wy,(t + 1) = —L is presented in the following equation:

P(A)=2 x (P(Alxx, = 0) + - + P(Alxy, = M))
><(1+---+(M+1))
M + 1)L + 1)
M+ DHM+2)
T M+ DQRL+1)’

As the parameter M increases the probability of the weights being
equal to either L or —L raises in the next iteration, resulting in
diminished TPM robustness. This fact makes parameter selection a
key element of TPM security.

The unequal distribution of weights in the TPM results in a
reduction of the effective key length since as the entropy value
becomes lower, the less secure bits might be retrieved from the key.
Entropy values and effective key lengths are presented in Table II.
To visualize the proportion between effective key length, the results
for the considered M and N parameters are presented in Fig. 4.

(1)

D. Susceptibility to a Man-in-the-Middle Attack

Many research considerations address TPM vulnerability to man-
in-the-middle attacks. Therefore, simulations with adversarial TPMs
have been conducted while utilizing learning by nonbinary input
vectors.

We assumed the worst-case scenario in which the adversarial neural
network was able to eavesdrop on all of the data exchanged between
the parties performing the key exchange. During the simulations, the
final synchronization score Sy Was gathered for the adversarial
neural network. The synchronization score measures the similarity
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TABLE III

SYNCHRONIZATION TIME OF TPMS WITH
DIFFERENTIATED INPUT VECTORS

Adversarial TPMs synchronization score (Sscore)
M | N Average Minimum | Maximum | Median
1 40 | 0.174 £ 0.047 0.058 0.425 0.167
2 40 0.18 £ 0.055 0.058 0.592 0.167
3 40 | 0.205 £ 0.079 0.075 0.933 0.183
4 40 | 0.243 +0.101 0.083 0.983 0.208
5 40 0.28 £0.136 0.083 1 0.233
1 50 0.17 £0.039 0.073 0.373 0.16
2 50 | 0.179 4 0.047 0.08 0.513 0.167
3 50 0.204 + 0.06 0.087 0.527 0.187
4 50 | 0.232 £ 0.085 0.087 0.993 0.207
5 50 | 0.255 4+ 0.107 0.067 1 0.213
1 60 | 0.168 +0.037 0.072 0.361 0.167
2 60 | 0.183 +0.048 0.061 0.417 0.172
3 60 | 0.204 %+ 0.066 0.067 0.65 0.183
4 60 | 0.231 4+0.084 0.078 0.956 0.206
5 60 | 0.2524+0.117 0.089 1 0.211
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Fig. 4. Effective key length of TPMs with different parameters.

between two TPMs. The more common weights there are, the higher
the score value is assigned. Hence, the formula needs to return
higher values with the progress of the learning process. For equal
TPMs, the synchronization score is equal to 1. The formula for
calculating the end score is presented in (12). In the following
equation, w* denotes weights of adversarial TPMs and function
®(a, b) is defined in Section III:

Z/f=1 Zflv=1 ®(wkn, wl?n)
K x N ’

In terms of security, the attacker’s TPM should have the lowest
synchronization score possible.

The synchronization score of adversarial TPMs are presented
in Table III. Additionally, simulation results are shown in
Fig. 5 to visualize the relationship between scenarios with dif-
ferent TPMs. Increased values of parameter M result in higher
median synchronization scores, hence the TPM is more prone to
man-in-the-middle attacks. When parameter M was equal to L,
we observed situations where the synchronization score was equal
to 1. This means that the relationship between parameters M < L
should be preserved to ensure security. Additionally, the median is

12)

Sscore =
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Fig. 5. Synchronization score of adversarial TPMs.

inversely proportional to the number of inputs N, and therefore the
impact of nonbinary input vectors on the synchronization score is
less clear for larger TPMs. Furthermore, the confidence intervals
are considerable. This variability makes it difficult to predict the
attacker’s malicious TPM weights.

VI. SUMMARY

Correct selection of TPM parameters is a key issue in implementing
secure key agreement protocols for neural cryptography. It is crucial
to find a tradeoff between effective key length, synchronization time,
and security of the final key which is used by users to protect
data in the network environment. This comes down to selecting the
appropriate network size, extreme values of the weights, and learning
vectors.

This brief proposes an improved way of learning TPMs.
A significant acceleration of the key agreement process was achieved
by utilizing a nonbinary input vector. This reduces the volume of data
exchanged between the parties performing key agreements. Faster
synchronization increases security levels; in particular, it mitigates
the risk of the key being obtained by an intruder using a man-in-the-
middle attack. However, speeding up the process results in an unequal
distribution of weights in the TPM. This was measured by calculating
the effective key length based on the entropy of each weight. The
proposed solution was also verified in an insecure environment in
which two TPMs are subject to a man-in-the-middle attack.

We envisage that future work will explore the development of a
secure key exchange protocol using nonbinary input vectors in TPMs
during mutual learning. This work will be focused on studying the
extrema values effect thoroughly and minimizing the reduction of
effective key length.
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Streszczenie: Kryptografia z wykorzystaniem sieci neuro-
nowych to nowy trend w cyberbezpieczenstwie. Sieci typu
Tree Parity Machine oferuja alternatywe dla powszechnie
stosowanych protokolow uzgodnienia klucza kryptograficz-
nego. Celem tego artykulu jest analiza zalezno$ci pomiedzy
parametrami sieci TPM, a czasem synchronizacji oraz jej
bezpieczenstwem.
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Abstract: Neural cryptography is a new trend in cybersecu-
rity. Tree Parity Machine (TPM) networks offer an alterna-
tive to commonly used cryptographic key agreement proto-
cols. The purpose of this article is to analyze the relationship
between TPM network parameters and the synchronization
time and its security.
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1. WSTEP

Zmierzajac ku coraz powszechniejszej cyfryzacji,
bezpieczenstwo staje si¢ coraz bardziej kluczowa skla-
dowa systemow i aplikacji. Niezaleznie od dziedziny za-
interesowania, cyberbezpieczenstwo nie moze zostaé¢ od-
suniete na dalszy plan. W innym wypadku dochodzi do
bardzo medialnego wykorzystania podatnosci, tak jak to
miato miejsce w 2018 roku w przypadku firmy Facebook,
gdzie zostalby wykradzione dane 30 milionéw uzytkow-
nikow [1].

Algorytmy bezpieczenstwa stanowia nieroztaczny
element dzisiejszych rozwigzan informatycznych, gdzie
wsrod nich znajduja si¢ algorytmy szyfrowania asyme-
trycznego. Najpopularniejsze algorytmy szyfrowania asy-
metrycznego stosowanie obecnie to algorytmy RSA i po-
chodne; oraz rodzina algorytméw opartych na krzywych
eliptycznych. Niestety wymienione grupy algorytmow sa
bezpieczne warunkowo, to znaczy, Ze opieraja si¢ na pro-
blemie obliczeniowym, ktory na dzien dzisiejszy nie po-
siada efektywnego algorytmu bedacego w stanie odwro-
ci¢ odpowiednich operacji matematycznych w racjonal-
nym czasie. Problemy na ktérych oparte s3 wspomniane
algorytmy to odpowiednio faktoryzacja liczbl pierw-
szych oraz ,,dodawanie” punktow na krzywej eliptycznej
W pierscieniu modulo. Niestety, oba te problemy moga
by¢ efektywnie rozwigzywanie w przypadku implementa-
¢ji algorytmu Shor’a na komputerze kwantowym [6].

Aby zapobiec zatamaniu bezpieczenstwa wszystkich ist-
niejacych systemow informatycznych, powstaja algo-
rytmy odporne na dzialanie komputera kwantowego. Jed-
nym z nich jest uzgodnienie klucza z wykorzystaniem
sieci typu Tree Parity Machine (TPM).

2. Sie¢ TPM

W celu przedstawienia algorytmu synchronizacji
dwoch sieci TPM, co pozwala na uzgodnienie klucza
kryptograficznego, najpierw zostanie przedstawiona jej
struktura, nastepnie protokot uzgodnienia klucza, a na ko-
niec rozdziatu przedstawione zostang reguly uczace itera-
tywnie aktualizujagce wagi sieci TPM, tworzace klucz
kryptograficzny.

2.1. Struktura sieci TPM

Sie¢ TPM to struktura przypominajgca dwuwar-
stwowy perceptron. W celu dokfadnego opisania sieci
TPM wykorzystuje si¢ trzy parametry: K, L, N, ktore sg
kolejno odpowiedzialne za liczbg wejs¢ do kazdego z neu-
rondw pierwszej warstwy; za granicg przedziatu ograni-
czajacego wartosci wag oraz za liczbe neuronow w pierw-
szej warstwie sieci [2]. Sie¢ jest uczona binarnym wekto-
rem wejSciowym, ktorego sktadowe przyjmuja wartosci
-1 lub 1. Na wyj$ciu sieci znajduje si¢ tylko jeden neuron.

Znaczaca rdznicg pomiedzy modelem perceptronu, a
strukturg TPM jest fakt, ze wagi w sieci TPM moga przyj-
mowa¢ jedynie wartosci catkowitoliczbowe. Ponadto,
funkcje aktywacji zostaty zmodyfikowane odpowiednio,
tak aby zwracaly wartosci binarne -1 lub 1. Funkcja akty-
wacji w neuronach © pierwszej warstwy jest zmodyfiko-
wang funkcjg signum i ma nastgpujaca postac:

1, x>0
"‘{—1,x<0 @

Z wykorzystaniem funkcji (1) mozemy przedstawié
wzOr na warto$¢ wyjsciowa neuronu pierwszej warstwy

().
Vi = 0(XN=1Xkn * Wien) 2

Neuron drugiej warstwy nie posiada powigzanych z
nim wag, a funkcja aktywacji jest tozsama z iloczynem
warto$ci w wektorze wejsciowym. Z uwagi na fakt, ze
wektor wejsciowy sktada si¢ z liczb —1 lub 1, w rezulta-
cie wyjscie catej sieci tez jest rtowne —1 lub 1, co jest klu-
czowe w uzgodnieniu klucza kryptograficznego.



Dodatkowo w [7] autorzy zaproponowali nowy pa-
rametr M, odpowiedzialny za dywersyfikacje wartosci,
ktore moze przyjmowaé wektor wejsciowy. Parametr M
tworzy przedziat wartosci < —M, M >, ktory ogranicza
wartosci poszczegélnych elementow wektora wejcio-
wego. Jednak, te warto$ci musza pozosta¢ catkowitolicz-
bowe, aby umozliwi¢ uzgodnienie klucza kryptograficz-
nego. Wprowadzenie parametru M nie ma wptywu na
protokot uzgodnienia klucza, a skutkuje przyspieszeniem
synchronizacji, a co za tym idzie zwigksza bezpieczen-
stwo calego systemu. Dalej w badaniach rozwazane sa
tylko sieci TPM o parametrach K, L, M i N. Analiza pa-
rametrow sieci TPM bez parametru M jest dostgpna mig-
dzy innymi w [4].

Schemat sieci TPM zostal przedstawiony na Ry-
sunku 1.

EITRE ST

Rys. 1 Struktura sieci TPM

2.2. Uzgodnienie klucza kryptograficznego w
sieci TPM
Celem synchronizacji dwoéch sieci TPM jest uzgod-
nienie klucza kryptograficznego w bezpieczny sposob, co
jest tozsame z tym, ze zaden postronny podmiot nie bg-
dzie w stanie odtworzy¢ uzgodnionego sekretu na podsta-
wie wymienionych informacji.

Protokot wykorzystujacy sieci TPM do uzgodnienia
sekretu zostatl przedstawiony ponizej:

1. strony uzgadniajace klucz jawnie okreslaja pa-
rametry K, L, M, N sieci TPM,;

2. jedna ze stron wybiera losowy wektor X sktada-
jacy sie z wartosci x; € < —N, N >;

3. kazda ze stron oblicza odpowiedz sieci dla
weczesniej ustalonego wektora X i ujawnia od-
powiedz publicznie;

4. w przypadku, gdy odpowiedzi obu sieci si¢ zga-
dzaja, kazda ze stron aktualizuje wagi swojej
sieci stosujac odpowiednig regute uczaca,

5. punkty od 2 do 4 powtarzane s3 do momentu
pelnej synchronizacji obu sieci.

Aby powyzszy protokot mogt dziata¢ wymagane sa
reguly uczace, ktorych zastosowanie skutkuje pelng syn-
chronizacja sieci w skonczonym czasie. W [5] opisane zo-
staly trzy rozne reguly uczace, ktore zostaly zaprezento-
wane ponizej:

e regula Hebbian

Stypinski, Mitosz

Wien (t + 1) = Wi (£) + 021, (0O (3 (1), 0(1))  (3)
e regufa anti-Hebbian

Wign (£ + 1) = Wi (£) = 0 ()1, (O (31 (1), 0())  (4)
e regufa losowego spaceru

Wien (t + 1) = Wi (8) + x5, ) O (34 (D), 0(0)) (5)

W powyzszych wzorach t oznacza iteracje protokotu
uzgodnienia klucza, k oznacza k-ty neuron sieci TPM, n
0znacz n-te wejscie neuronu, a Y, jest wyjsciem n-tego
neuronu pierwszej warstwy sieci.

W [3] autorzy udowodnili, ze stosowanie powyz-
szego protokotu skutkuje synchronizacja sieci TPM w
skonczonym czasie oraz, co jest rOwnie wazne, w czasie
krotszym niz osoby postronne probujace wykorzystaé wy-
mienione dane do odtworzenia uzgodnionego klucza
kryptograficznego.

Dhugos¢ uzgodnionego klucza kryptograficznego
zalezy od parametréw sieci TPM i wyraza si¢ nastepuja-
cym wzorem:

Dtugo$¢ klucza = K X N X log,(L) (6)

Trzeba jednak pamigtac, ze wybor parametrow K, L, M,
N réwniez wptywa na rozktad wartosci wag podczas syn-
chronizacji, wiec efektywna dtugos$¢ klucza kryptogra-
ficznego bedzie odgodrnie ograniczona przez (6) [7].

3. WPLYW PARAMETROW NA CZAS
SYNCHRONIZACJI

W tej sekcji przedstawione sa metodologia badan,

opis srodowiska symulacyjnego oraz otrzymane wyniki.

3.1. Metodologia badan

W celu sprawdzenia wptywu zmian wartosci para-
metru M na bezpieczenstwo uzgodnionego klucza wyko-
rzystane zostalo dedykowane $rodowisko symulacyjne.
W kazdym uruchomieniu synchronizowane byly 3 rézne
sieci TPM. Dwie sieci nalezgce do stron chcacych uzgod-
ni¢ kluczy kryptograficzny oraz dodatkowa jedna sie¢
TPM probujaca odtworzy¢ klucz kryptograficzny na pod-
stawie wymienianych wektoréw wej$ciowych. Ostatnia z
wymienionych sieci w dalszej czgsci artykulu nazywana
jest ztosliwa siecia TPM.

Przeprowadzone symulacje wykorzystuja sieci TPM
z parametrami K i N réwnymi odpowiednio 3 i 50. Para-
metry M i L byly zalezne od symulowanego scenariusza i
przybieraty odpowiednio wartosci z nastgpujacych zbio-
row: {1,2,3,4,5,6,7} oraz {8,9,10,11}. Dla kazdego ze-
stawu parametrow przeprowadzono 100 symulacji, pod-
czas ktorych badana byta potrzebna liczba iteracji do pet-
nej synchronizacji oraz podobienstwo ztosliwej sieci
TPM wedlug nastgpujacego wzoru:

_ Dy p ¥ G)(Wkn'WI/c{n)
Sscore = KXN ) (6)

gdzie O to funkcja zwracajaca 1 w przypadku, gdy jej ar-
gumenty sg rowne, a w przeciwnym przypadku zwraca-
jaca 0.



Analiza zaleznos$ci pomiedzy
parametrami sieci TPM a cza-
sem synchronizacji

Tab.1 Srednia liczba iteracji oraz $redni poziom synchronizacji zlosliwej sieci TPM

Synchronizowane sieci TPM Ztosliwa sie¢ TPM
L | M Srednia Mediana Min Max Srednia Mediana Min Max
1 1699,6 + 784,4 1631 1010 2614 0,133+ 0,076 0,127 0,067 0,207
2 690,5 + 310,8 695 388 1092 0,128 + 0,087 0,127 0,067 0,260
3 415,4 + 236,8 406 619 619 0,147 + 0,089 0,140 0,080 0,234
8 4 240,1 +144,3 228 141 429 0,150 + 0,0882 0,140 0,073 0,226
5 205,1+191,9 178 84 580 0,184+ 0,177 0,160 0,080 0,494
6 131,24+ 97,6 119 75 251 0,168 + 0,140 0,153 0,067 0,326
7 118,6 + 83,6 110 71 229 0,210 + 0,216 0,180 0,053 0,467
1 2337,0 +£1298,7 2095 1456 4290 0,119 + 0,082 0,107 0,053 0,200
2 910,0 + 506,4 869 491 1462 0,129 + 0,097 0,120 0,067 0,253
3 495,6 + 275,6 518 272 518 0,130 + 0,122 0,120 0,393 0,393
9 4 328,6 + 166,0 310 164 470 0,150+ 0,108 0,133 0,080 0,287
5 266,2 +225,4 258 110 596 0,141+ 0,101 0,140 0,073 0,340
6 158,7 + 106,4 145 69 299 0,152+ 0,108 0,147 0,087 0,360
7 124,6 + 72,2 114 68 215 0,209 + 0,334 0,187 0,067 0,980
1 2552,4 +1288,6 2399 1812 4681 0,116 + 0,045 0,113 0,073 0,160
2 1246,2 + 866,8 1114 700 2175 0,114 + 0,067 0,113 0,053 0,173
3 611,1 + 280,6 584 314 912 0,113 + 0,065 0,113 0,033 0,200
10 4 363,3 +221,1 350 201 694 0,141+ 0,115 0,133 0,040 0,314
5 275,28 + 174,6 259 158 470 0,134+ 0,102 0,120 0,080 0,340
6 264,6 +164,0 253 110 550 0,150 + 0,131 0,133 0,087 0,326
7 168,3 + 95,9 156 101 262 0,152+ 0,108 0,147 0,053 0,280
1 3019,8 + 1453,6 3002 1946 4665 0,121 + 0,054 0,120 0,067 0,180
2 1333,3 + 745,9 1290 571 2493 0,112+ 0,073 0,100 0,060 0,233
3 774,0 + 444,7 706 377 1248 0,103 + 0,062 0,100 0,027 0,166
11 4 528,2 +219,6 528 311 789 0,116 + 0,090 0,113 0,060 0,240
5 350,56 + 199,0 351 159 547 0,127 +£ 0,117 0,113 0,053 0,374
6 264,6 +164,0 253 115 427 0,150+ 0,131 0,133 0,087 0,326
7 218,4 +162,9 188 107 427 0,154 + 0,140 0,127 0,073 0,427

3.1. Analiza wynikow

W wyniku symulacji mozna zauwazy¢, ze wraz ze
wzrostem parametru L mediana potrzebnych iteracji do
petnej synchronizacji ro$nie. Nalezy jednak pamigtac, ze
zwigkszenie parametru L skutkuje réwniez wydtuZeniem
otrzymanego klucza kryptograficznego zgodnie ze wzo-
rem (6). Ponadto, mozna zauwazy¢, ze zwigkszenie war-
tosci parametru M znaczaco redukuje mediang potrzeb-
nych iteracji protokotu. Jednak, negatywnym skutkiem

wzrostu wartoéci parametru M jest rOwniez szybsza
synchronizacja zlosliwej sieci TPM.

Mozna tez zauwazy¢, ze dla wartosci parametru M
rownego 7, maksymalna synchronizacja ztosliwej sieci

TPM zblizata si¢ do wartosci 0,5. W przypadku, gdy
strona atakujaca zwielokrotnitaby atak poprzez synchro-
nizowanie wielu sieci na raz, istnieje prawdopodobien-
stwo, ze klucz zostat by uzyskany przez strong atakujaca,
co skutkowatoby kompromitacja catego systemu bezpie-
czenstwa.

Wyniki wszystkich symulacji zostaty przedstawione
w Tabeli 1.



4. PODSUMOWANIE

W artykule przedstawione zostato dziatanie proto-
kotu uzgodnienia klucza kryptograficznego wykorzystu-
jacego sieci TPM. Rozwazone zostaty tylko sieci TPM z
dodatkowym parametrem M. Nastepnie dla sieci TPM o
réznych zestawach parametréw przeprowadzona zostata
analiza zmian warto$ci parametrow na $rednig dtugosc
uzgodnienia klucza wyrazong w iteracja oraz $rednig syn-
chronizacj¢ ztosliwej sieci TPM dla kazdego ze scenariu-
szy. Cato$¢ zostata zakonczona analizg otrzymanych wy-
nikow.

Sieci TPM moga sta¢ si¢ konkurencyjnym rozwia-
zaniem w momencie udanej implementacji algorytmu
Shor’a na komputerze kwantowym, ze wzgledu na odpor-
no$¢ na dziatanie tego algorytmu. Przedstawiona analiza
wykazata, ze kluczowym aspektem tworzenia systemu
kryptograficznego wykorzystujacego sieci TPM jest do-
bor jej parametrow, tak aby zapewni¢ wymagang dtugosé
klucza projektowanego systemu kryptograficznego przy
jednoczesnej maksymalizacji bezpieczenstwa wymiany
klucza kryptograficznego z wykorzystaniem sieci TPM.
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Abstract: Recent developments in quantum computing pose a significant threat to the asymmetric
cryptography currently in use. Neural cryptography offers a potential alternative that is resistant
to attacks of known quantum computer algorithms. The considered solution is lightweight and
computationally efficient. If a quantum computer algorithm were successfully implemented, it
could expose IoT sensors and smart grid components to a wide range of attack vectors. Given the
lightweight nature of neural cryptography and the potential risks, neural cryptography could have
potential applications in both IoT sensors and smart grid systems. This paper evaluates one of the
suggested enhancements: the use of integer-valued input vectors that accelerate the synchronization
of the Tree Parity Machine. This enhancement introduces a new parameter M that indicates the
minimum and maximum values of input vector elements. This study evaluates the nonbinary
version of the mutual learning algorithm in a simulated insecure environment. The results indicate
that, while the Nonbinary Tree Parity Machine may involve some trade-offs between security and
synchronization time, the speed improvement is more substantial than the decrease in security. The
impact of this enhancement is particularly significant for smaller adjustments to parameter M.

Keywords: cybersecurity; key agreement; neural networks; mutual learning; smart grids

1. Introduction

Asymmetric cryptography and key agreement protocols are necessary for communi-
cating parties over public networks to authenticate each other and perform secure data
exchange. The well-known solutions capable of achieving this goal are the RSA algorithm
and the Diffie-Hellman protocol. The security of both and their successors is guaranteed by
the current inability to effectively solve certain number theory problems, such as prime fac-
torization or discrete logarithm problems. The security of these two and similar algorithms
was undisputed until the discovery of Shor’s algorithm. This algorithm needs a quantum
computer with a sufficient number of qubits. However, it is capable of successfully solv-
ing the fundamental problem of number theory: finding the prime factors of an integer.
Therefore, modern communication requires new solutions to ensure data security [1].

Numerous research studies have focused on finding algorithms that are resistant to
Shor’s algorithm. One of the proposed solutions is mutual learning by two neural networks,
called Tree Parity Machines (TPMs) [2,3]. TPMs performs key agreement by exchanging
arbitrary input vectors and applying learning rules. Properly selected learning rules ensure
that the mutual learning process finishes in a finite time [2]. Furthermore, mutual learning
algorithms do not require computationally intensive numerical calculations, making them
suitable for a wide range of applications, including smart grids. However, maintaining a
proper level of security using this solution is still a challenge.

Smart grid systems are no exception here and would become prone to attacks provid-
ing successful implementation of Shor’s algorithm. Additionally, power systems are being
challenged to become more flexible due to factors such as energy distribution from renew-
able sources [4]. The vastness of interconnected sensors magnify the potential attack vectors
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that could be exploited. Hence, power systems become more distributed, and this poses
additional threats to the system as a whole. Authorization, authentication and accounting
need to be provided by design to prevent data integrity attacks. Further, appropriate cyber-
security mechanisms prevent some physical layer attacks, particularly man-in-the-middle
attacks, which require the attacker to access the communication medium. A key agreement
protocol plays a crucial role in the cybersecurity system, ensuring that smart grids can
resist a wide range of potential attacks. Another important branch in securing smart grid
systems is immediate threat detection [5]. Neural cryptography could find its potential
application in every component of smart grid systems, such as SCADA components, IoT
sensors and all smart appliances [6].

A special case of TPM is Nonbinary Tree Parity Machine (NBTPM), which uses integer-
valued input vectors instead of binary ones. This improvement results in reduced syn-
chronization time of TPM and introduces the parameter M, which is responsible for the
variability of input vectors and creates another dimension for finding the optimum TPM
structure.

Given the difficulty of finding and verifying the security of TPMs, this article aims
to evaluate the security of TPM and its nonbinary variant in various attack scenarios.
Furthermore, it aims to offer guidance on determining the optimal structure of TPM for a
given cryptosystem. The paper presents the results of a security analysis of NBTPM and is
organized as follows. Section 2 reviews related literature. Section 3 introduces the TPM
model, mutual learning and potential attacks. Section 4 details the research methodology,
the results of simulations and the analysis of the findings. The last section concludes
the paper.

2. Related Work

The Diffie-Hellman protocol was the first proposed algorithm for two parties to ex-
change a cryptographic key based on the difficulty of efficiently solving a mathematical
problem, specifically the discrete logarithm problem [7]. Further, the algorithm was im-
proved by utilizing elliptical curves [8]. However, both solutions are susceptible to being
compromised by quantum computing.

As a response to the potential threat, a new family of post-quantum algorithms was
proposed. This family consist of algorithms based on mathematical problems that are
resistant to Shor’s algorithm, such as supersingular elliptic curve isogeny, error correction
codes and lattice-based and multivariate cryptosystems [9]. This paper focuses on another
quantum-proof algorithm: TPM and its nonbinary variant. TPMs serve as an alternative to
currently known secure key-exchange protocols. Currently, no known algorithms make
TPM vulnerable to quantum computing. However, there is no mathematical proof of the
security of TPM, and the computational power required to break the mutual learning is
also unknown [10].

TPM has been the subject of much research [2,3,10-25]. Metzler et al. [2], Kinzel
et al. [3] and Ruttor et al. [11] have shown that interacting neural networks can synchronize
efficiently by using the mutual learning algorithm. In [10], the application of TPM in the
field of cybersecurity was presented, wherein the synchronization of two neural networks
allowed the performing of secure key agreement. The findings from these studies were
consolidated in [12].

In [13-19], various improvements to TPMs were proposed. Researchers proposed
an improved variant of the learning algorithm in scenarios where both parties are able
to share a secret beforehand [13]. Furthermore, Santhanalakshmi et al. [14] and Sarkar
et al. [15] proposed improvements based on a genetic algorithm application and whale
optimization algorithms, respectively. In [16], the authors proposed a Gaussian distribution-
based selection of initial weights that resulted in shorter synchronization time. Another
set of improvements is based on altering the values an input vector can take. The first
of them is Complex-Valued Tree Parity Machine (CVTPM), which proposes the usage
of complex binary numbers during the learning process [17]. Vector-Valued Tree Parity
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Machine (VVTPM) is the generalization of this idea and uses binary vectors as inputs [18].
The last improvement from this group is NBTPM, wherein the authors proposed the usage
of integers instead of binary numbers [19]. NBTPM speeds up the synchronization of TPMs
and introduces a new parameter M, which controls the variability of input vectors and
adds an additional dimension for determining the most suitable TPM structure for users.
Moreover, in [19], the authors discuss the effect of extrema of values and the reason for
synchronization time reduction caused by the introduction of parameter M.

The application of TPM is presented in [20-22]. Sarkar et al. proposed the usage
of TPMs in wireless networks and examined the energy consumption of the proposed
solution [20]. The research conducted in [21] presents an error reconciliation protocol
based on the mutual learning of neural networks in quantum cryptography. Gomez et al.
presented hardware implementation of TPM [22].

Additionally, the security of TPMs has been studied extensively [23-25]. Ruttor
et al. [23] and Shacham et al. [24] defined two different attacks and evaluated TPM security
under them. The first attack is a standard man-in-the-middle genetic attack, and the second
one is a geometric attack in which the attacker updates the weight of the neural network
even when the outputs of benign parties do not match. Furthermore, in [25], the authors
defined a probabilistic approach that could lead the evil party to gain some knowledge
about a shared key.

Related research that involves the application of machine learning in quantum com-
munication to achieve cryptographic keys is also presented in [26,27]. In [26], the authors
define continuous-variable quantum key distribution and the framework for estimating
the phase of the pilot signal. The framework is further expanded in [27]

3. Tree Parity Machine and Mutual Learning

Mutual learning in terms of TPMs is the key agreement process wherein two TPMs
share information over a public medium and synchronize their weights. Once both neural
networks achieve full synchronization, their weights can be used as a shared secret in
further security operations. This section describes the details of the network’s model, TPM
learning and possible attack scenarios.

3.1. Model

TPM has a unique architecture. The network consists of two layers: an input layer and
an output layer. Similar to the feed-forward network model, all of the input neurons are
connected to exactly one output neuron. TPM inputs are grouped equally in number and
are associated with only one hidden unit (cy). The outputs of all hidden units are connected
to the output neuron (1), which creates an output layer. The number of hidden units and
the number of inputs per hidden unit are denoted by K and N, respectively. Every input
has its associated weight (wy,,) that is bounded by range < —L; L >, where L is a positive
integer. The learning rules guarantee that the values of the weights stay within the specified
range. The activation function of every hidden unit is a modified signum function, and its
formula is presented in (1). A and B denote the parties taking part in the mutual learning
algorithm.

1, xA>0vxB>0
sgn’ (x4/B) :{ 1A <oviB<o 1)

Having defined the activation function, we are able to define the output of the k-th
hidden unit g3, which is the sum of the products of weights and inputs. The formula is
presented in (2).

N
0 = sgn’ (Y Xpn - Wien) 2

n=1
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The final output 7 of TPM is a product of all hidden layer outputs and is defined in (3).

K
=[] (3)
k=1

An example TPM model is presented in Figure 1.

X1 X12 Xin  Xg Xa2 Xan Xt X2 Xin
Figure 1. Structure of TPM model.

3.2. Synchronization and Learning Rules

Successful synchronization of TPM is a necessary part of key agreement protocol [28].
Both parties need to execute the following steps to distill the cryptographic key as a result
of the whole process.

1.  Both parties initialize their own TPM with randomly chosen weights. These neural
networks must be the same variant of TPM and must share the same set of parameters
uniquely defining its behavior, shape and size (i.e., K, L, M, N parameters).

2. Synchronizing parties randomly choose an input vector X consisting of K x N ele-
ments and share it via a public channel. Based on the selected TPM variant, the input
vector consists either of binary values, complex binary values/vectors or integers.

3. Both participants calculate the output of their neural network and share it publicly.

4. The matching outputs are preliminary for updating the TPM weights. The learning
rules are responsible for updating the weights, and users can choose one of the
following:

¢  Hebbian learning rule
Wy, = Wiy + X, O (0%, T) 4)
e  Anti-Hebbian learning rule

Wiy = Wiy — TXn O (0%, T) )
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¢ Random walk learning rule
Why = Wion + X O (0%, T) (6)

where © is a function returning 1 if all of its arguments are equal and returns 0
otherwise, x,, /wy, denotes the k-th neuron n-th input/weight accordingly, and
wy,,, denotes the updated weight value.

5. The parties repeat Steps 2—4 until full synchronization of their TPMs is achieved.

Once synchronization is complete, both neural networks are exactly the same. This
results in the same weight vector that can be further applied in selected security operations,
e.g., as a cryptographic key to encrypt confidential data using symmetric ciphers. All the
notations used in the paper are presented in Appendix A in Table Al. The remaining part
of this Section presents the training process of TPMs, which is later called synchronization,
and attack vectors that might be used against cryptosystems using TPM.

3.3. Attack Scenarios

A man-in-the-middle attack is inherently the most efficient way of exploiting flaws in
key agreement protocols. With regard to TPM, the described attack comes down to placing
an eavesdropper between benign parties and learning an adversarial neural network based
on captured communication. Three possible scenarios can happen when parties A and B
are under a man-in-the-middle attack.

* T4 # tg—neither benign TPMs nor the adversarial TPM proceed with synchronization.
e 14 = 13 # Tc—only TPMs A and B synchronize to each other, while the attacker
cannot proceed.
* 14 = 13 = Tc—all the TPMs, including the adversarial one, update their weights
accordingly.
The last of the described scenarios brings the evil TPM close to performing a successful
attack. However, these conditions occur significantly less frequently than the others.
While neural cryptography is quantum-proof, there exist other attack vectors that
pose a threat to the security of TPM. The prerequisite for all the attacks presented in this
subsection is the sharing of input vectors and neural network outputs via an insecure public
channel. This allows an evil party E to eavesdrop on the exchanged information. Possible
attacks under these circumstances are as follows [25].

1.  Man-in-the-middle attack—the simplest attack, wherein an evil party eavesdrops
on the communication between benign parties. Based on this, entity E is able to
synchronize the TPM. The synchronization only happens when t4 = 13 = T¢, where
T4 and 1 denote the outputs of the benign parties’ TPMs. The attacker may increase
the odds of a successful attack by synchronizing more than one neural network.

2. Geometric/flipping attack—an attack that uses a geometric representation of inputs
and a weight vector in N-dimensional space. This is an improved man-in-the-middle
attack using an additional step that happens when t4 = 7 but T4 # T¢. During this
step, the attacker finds the i-th hidden unit with the lowest ZnN:1 Xin - Win. Once such
a hidden unit is found, the evil party flips the output ¢; and applies the learning rule
while pretending the outputs 74, T, T¢ are equal.

3. Majority attack—an attacker uses a set of TPMs (I) and performs a geometric attack
on all of them. However, just before the weight update, the voting process begins
on the most common output vector (U{, 0'5, cee, U’Ii<) that will be used in the weight
update step. All the evil TPMs become more and more similar to each other as the
attack progresses, which might be a flaw of the attack scenario. Using the majority
attack and the flipping attack interchangeably might mitigate this issue.

4. Genetic attack—a genetic attack uses at most I TPMs to intercept key establishment.
While the attacker has fewer than I/2K-1, after every step, new 2K-1 are created
with all possible (U{, Ué, cee, 0‘;;) hidden unit values. Once the limit I/2K~1 has been
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reached, only the fittest TPMs should remain. The algorithm’s success is highly
dependent on the fitness function, which determines which neural networks remain
between generations.

4. Results

The following section presents the results of testing the security of TPM using non-
binary input vectors. This section is split into two parts. The first presents the research
methodology, and the second presents the collected results and their analysis.

4.1. Methodology

The conducted research consists of simulations that run attack scenarios on two benign
TPMs. Benign TPMs perform the key agreement protocol described in Section 3.2. The
attack scenario assumes that an attacker is able to eavesdrop on the communication. Based
on this, we performed the attacks defined in Section 3.3. To mimic the conditions of an
insecure channel, all the exchanged information between benign parties is also delivered to
the malicious party responsible for the attack. Every scenario is repeated 1000 times. Many
different sizes and parameters of TPMs are tested against man-in-the-middle attacks. The
considered parameters are as following:

e K=3,

e Le{910,11,12},
e Me{1,2,34,5},
e N=50

By using these parameter selections, it is possible to evaluate how different values of
parameter M affect various TPM forms (for M = 1 NBTPM becomes standard TPM defined
in [2]) and to determine if parameter M improves the overall security. Furthermore, utilizing
the selected parameters enables the attainment of a secure key length of approximately
500 bits [28].

The selected attacks against TPMs seem to be the most popular and successfully
performed ones. Additionally, the attack vectors consist solely of man-in-the-middle
attacks, as this is the main attack vector for key agreement protocols. For every attack,
the eavesdropper is allowed to have a maximum of 50 neural networks. We consider the
synchronization as failed when the eavesdropper is able to achieve a synchronization score
equal to 1 for any of the evil TPMs. This means at least one neural network has perfectly
synchronized its weights to either of the two TPMs performing mutual learning. The source
code of the simulation framework is release to the public space (the source code of the
simulation framework is available at https:/ /github.com/mstypinski/tpm (accessed on
8 May 2023).)

During simulations, the number of total iterations, number of weight update steps,
synchronization scores of benign TPMs and synchronization scores of the best-synchronized
adversarial TPMs are gathered. The formula for synchronization score is defined in (7) [19].
Additionally, the index of synchronization when Sgcore 0f one evil TPMs is equal to 1 is
also collected. In cases where the adversarial party does not fully synchronize any neural
network, this value is equal to the total number of synchronization iterations in a particular
scenario. All the results are presented along with 95% confidence intervals.

S _ 2115:1 Z;Iq\lzl O (W, W;ﬁ)
score — K x N

@)

A genetic attack is a special case of man-in-the-middle attacks. It needs a fitness
function that selects the proper individuals across whole populations for the next iteration
of the genetic algorithm. The function used for this purpose is:

f = max(ssgoreA/ SSCOTEB)' (8)
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In other words, this is a perfect fitness function since it selects the neural networks that have
the most common weights with either of the two benign TPMs. In real-world scenarios,
this function cannot be implemented because the attacker would need to know the exact
weights of the legitimate neural networks. Moreover, the algorithm is allowed to select
at most 50 neural networks that persist between iterations of attacks. This means that,
internally, the population can be larger and can reach up to 50 x 2K~1 individuals.

4.2. Results

Similar to the research conducted by the authors in [19], the benign TPMs synchronize
in a faster manner by increasing parameter M. Figure 2 presents the number of required
iteration steps and successful synchronizations for all considered neural networks. An
iteration in the context of a mutual learning algorithm refers to a single cycle of the
algorithm. Synchronization, on the other hand, refers to an iteration that results in an
update of the weights for benign TPMs.

I Synchronizations [ Iterations
6000 1

5000 -
4000 A

3000 A

Iteration steps

2000 A

1000 A

Y v v v v A )
v v Nz q)\ (‘1) “)

SN % s 20 AN S PN O AV MR % %
Y Y Y Y Y Y Y Y Y Y Yy Y Yy Yy oYYy
Figure 2. Number of key-exchange algorithm synchronizations and iterations of benign TPMs.

Increasing parameter M improves the security features of TPMs in terms of how
quickly the parties are able to synchronize; hence, they can achieve a longer cryptographic
key in the same amount of time. However, increasing parameter M also improves the
eavesdropper’s ability to retrieve the hidden state of the neural network. Figure 3 depicts
the average index of iterations at which a malicious neural network executed the attack
successfully, later called the adversarial synchronization point. The most notable is the
average synchronization index difference between M = 1 and M = 2, which means
the eavesdropper is able to synchronize more effectively with increases to parameter M.
However, taking into consideration the decrease in the number of required iterations
(Figure 2), the ratio between the median adversarial synchronization point and the median
number of required synchronizations stays approximately the same.

Furthermore, it can be observed that the genetic attack performs significantly better
than the other three attacks. This is due to the fact that the fitness function acts as an
oracle-like determinant, selecting the TPMs most similar to the benign neural networks.
To create a fitness function that is applicable in real-world scenarios, one may maximize
or minimize the difference between the product of hidden outputs () and weights and
the input dot product (wy - x;). The impact of different fitness functions on attack success
probability requires further research. Additionally, while the attacker selects only the
50 most-fit TPMs that persist between generations, the generation may consist of more than
50 neural networks. This results in a meaningful advantage over the other attacks.
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Figure 3. Average synchronization index at which evil party fully synchronizes its TPM.

The attacks against the examined TPM with the aforementioned set of parameters are
effective. The least effective attack is the simple attack performed with many adversarial
neural networks. Only when parameter M = 5 was the malicious party able to retrieve the
cryptographic key. This result follows the outcomes from the initial research of NBTPM [19].

The majority attack had a success rate varying from almost 0.2 for M =1, L = 13 up
to 0.45 for M = 5, L = 9. The attack success probability rises with increases to parameter
M; however, at the same time, the synchronization time decreases. The median of mutual
learning iterations decreases more than twice for parameters M = 1 and M = 2, while
the attack probability rises by at most 20.6%. Further, the attack success probability de-
creases with the increase to parameter L. This is true for all the attacks except the genetic
attack. However, the greater values of parameter L result in more key-exchange algorithm
iterations.

The geometric attack is successful with 0.8 probability in almost all scenarios. The
conclusions from the majority attack are similar to those from the geometric attack. While
the attack probability increases by at most 10%, the median number of required iterations
decreases by at least 60% for parameters M = 1 and M = 2. Unfortunately, the success rate
being at least 0.8 renders TPMs with the considered parameters ineffective in real-world
scenarios. To avoid such situations, it is necessary to make more parameter adjustments,
such as increasing the value of parameter L, which leads to a decrease in the median
probability of successful geometric attacks. Unfortunately, these adjustments may result in
an unwanted increase in synchronization time, which can be observed in the results.

The final attack evaluated is the genetic attack. This attack is successful in the majority
of scenarios. However, it is important to note that this level of performance can only be
achieved through the use of an ideal fitness function, which is not practical in real-world
situations. The minimal increase in resistance to attacks observed for M = 5 is due to
the greater standard deviation of the average number of mutual learning iterations. This
implies that in certain scenarios, a benign TPM may synchronize at a significantly faster
rate than an adversarial TPM.

The introduction of parameter M enhances the flexibility of TPMs in practical situa-
tions. A value of M = 1 corresponds to the standard version of a TPM. As M increases,
the required number of iterations drops significantly, particularly for values of M = 2 and
M = 3. The worst-case scenario for M = 3 occurs when L = 11. Despite a 35% increase in
median attack success rate when compared to M = 2, there is a 45% reduction in median
mutual learning algorithm iterations. The specific results for all simulated scenarios are
presented in Table 1.
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Table 1. Synchronization time and attack success probability.

Mutual Learning Iterations Attacks (Sscore)

M L Mean Median Max Min Simple  Majority Geometric  Genetic
1 9 2263.19 +1139.781 2182 5711 890 0.0 0.228 0.816 0.999
1 10 2823.69 4+ 1413.413 2739 8478 1152 0.0 0.204 0.822 1.0
1 11 3475.25 + 1814.419 3331 9087 1440 0.0 0.211 0.819 0.999
1 12 4198.83 +2209.911 4052 12608 1869 0.0 0.196 0.799 1.0
1 13 5064.37 + 2820.405 4826 13067 1751 0.0 0.186 0.763 1.0
2 9 927.72 +500.816 893 2342 302 0.0 0.271 0.899 0.995
2 10 1131.29 £+ 579.344 1098 2847 445 0.0 0.246 0.882 1.0
2 11 1353.59 + 700.158 1306 3690 558 0.0 0.221 0.850 0.997
2 12 1617.92 + 802.934 1568 4584 651 0.0 0.215 0.871 0.999
2 13 1908.82 + 951.497 1839 4434 799 0.0 0.206 0.832 0.999
3 9 514.64 +308.012 489 1559 200 0.0 0.330 0.938 0.996
3 10 625.88 + 348.143 598 1509 238 0.0 0.291 0.917 0.998
3 11 749.19 + 413.828 714 1783 259 0.0 0.298 0.911 0.999
3 12 888.02 +487.737 853 2626 359 0.0 0.282 0.900 0.997
3 13 1031.67 + 534.667 991 2616 435 0.0 0.235 0.892 0.999
4 9 331.62 +209.76 314 986 128 0.0 0.395 0.952 0.998
4 10 403.55 + 245.221 383 1020 138 0.0 0.360 0.949 0.997
4 11 485.4 + 289.757 461 1298 177 0.0 0.327 0.941 0.996
4 12 566.62 + 325.635 544 1568 229 0.0 0.316 0.926 0.998
4 13 661.08 £+ 367.354 631 1707 270 0.0 0.322 0.915 0.998
5 9 235.25 + 158.482 219 695 85 0.003 0.452 0.963 0.998
5 10 285.76 + 184.754 267 830 96 0.001 0.410 0.966 0.995
5 11 339.3 +214.747 320 1043 121 0.001 0.364 0.961 0.997
5 12 403.74 £+ 254.932 379 1099 151 0.001 0.348 0.948 0.997
5 13 459.22 +272.12 438 1449 171 0.0 0.338 0.938 0.997

5. Conclusions

Quantum-proof cryptography is a growing problem in modern communications. The
recent advancements in efficient factorization using quantum algorithms have highlighted
the need for secure key agreement protocols. TPMs such as NBTPM have the potential to
meet this need; however, further testing and optimization of parameters are necessary to
apply it to production-ready smart grid systems.

In this paper, the authors investigated the security of NBTPM under different types of
man-in-the-middle attacks: simple, geometric/flipping, majority and genetic. While the
TPMs we considered did not attain perfect security, the parameter M provides another
dimension for optimizing the TPM architecture for increased security. In particular, a
significant improvement might be noticed by increasing parameter M from a value of 1 to
2 and from 2 to 3. Accordingly, while the median attack success rate increases by at most
21% and 35%, respectively, the median number of mutual learning iterations is reduced
by at least 58% and 45%, respectively; hence, the conclusion can be drawn that increasing
parameter M along with fine-tuning other parameters improves the overall security of
the considered solution. Choosing a specific value for parameter M must be done by
considering all the pros and cons that follow specific selection. Further, while the increase
to M improves efficiency, it cannot be increased infinitely, as security features degrade for
large M values that approach the L parameter value. It is worth mentioning that some
applications of TPMs require even fewer interactions than assumed (e.g., TPMs used for
error correction in quantum cryptography).

In order to implement the proposed solution in a real-world scenario, further param-
eter adjustment is necessary. It is important to approach the parameter M with caution,
as it improves synchronization time but can also enhance the efficiency of adversarial
synchronization. The number of inputs per neuron and the number of hidden neurons in
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the intermediate layer of TPMs should also be adjusted carefully. Another approach to
applying the described solution successfully in a smart grid could be an implementation of
authenticated TPMs. Further research in this field should focus on exploring a wider range
of parameters, including the number of hidden neurons in the intermediate layer, in order
to find more secure variants of TPMs.

Appendix A

Table Al presents the list of all notations used in the paper and their descriptions.

Table A1l. Table of notations.

Variable Description
K TPM parameter denoting the number of neurons in a hidden layer
L TPM parameter denoting the maximum value the weight modulus can take
M NBTPM parameter denoting the maximum value the input vector element modulus
can take
N TPM parameter denoting the number of inputs per neuron in a hidden layer
Xkn Input value of n-th input of k-th neuron
T Output of TPM
Ok Output of k-th hidden neuron
(C] Function returning 1 if all its arguments are equal and 0 otherwise
Wiy Weight value corresponding to n-th input of k-th neuron
wy, Next iteration value of wy,,
Sscore Synchronization score
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Abstract. Key agreement protocol is an essential step for establishing a
secure connection. The inevitable advancements in quantum computing
technologies pose a huge threat to the key agreement protocol in use to-
day. Neural cryptography is an alternative key agreement protocol that
is not susceptible to any known quantum algorithm. Since the invention
of mutual learning of TPM, many improvements have been proposed.
One of them was the usage of nonbinary input vectors. This study ver-
ifies the impact of nonbinary input vectors on TPM security features.
A number of iterations, similarity to intruder’s TPM and effective key
length were taken into account. The results show that the choice between
fast synchronization times and higher security of the final key must be
performed with perfect care.

Keywords: Mutual Learning - Neural Networks - Key Agreement - Cy-
bersecurity

1 Introduction

The very first algorithm for key exchange based on asymmetric cryptography
was the Diffie-Hellman algorithm [2]. It allows the exchange of cryptographic
key over an insecure channel between two parties in network environment. While
no eavesdropper can recover the distilled cryptographic key, the entire algorithm
is vulnerable to a man-in-the-middle attack. However, we handle this problem
in practice by taking advantage of public key cryptography. This allows the
parties to authenticate each other, which ensures that only the respective entities
cooperate to build the final key. The first proposed algorithm allowing public
key cryptography was the RSA algorithm [10].

All asymmetric cryptography algorithms come with one inherent drawback.
The security they provide is conditional. The conditional security means there
exists well-known ways to break the security of these algorithms, but this is not
possible in a time-efficient manner with the current computing power available.
The algebraic problem used in the Diffie-Hellman algorithm is the discrete log-
arithm problem, and the RSA algorithm is based on the factorization problem
of large prime numbers.
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The inevitable revolution that quantum computers will bring will also have
a significant impact on the current state of cryptography. Quantum comput-
ers operate on qubits rather than on standard bits. Qubits are a superposition
of two quantum states which means that they can be in both states simulta-
neously. This feature allows implementation of quantum algorithms that are
significantly faster compared to the standard algorithm counterpart. This is the
case for currently used asymmetric cryptography algorithms. Shor’s algorithm is
an algorithm that reduces the time needed to find a solution for both of the pre-
viously mentioned algebraic problems [14]. Many solutions have been proposed
based on problems that currently do not have an effective way of solving them
on quantum computer. One of them is Tree Parity Machine (TPM) discussed in
this article, in particular its variant with non-binary input vectors.

2 Tree Parity Machine

This section introduces basics of the TPM and describes the current status of
this special form of artificial neural networks. Additionally, it covers the security
considerations.

2.1 Related works

Numerous research has been conducted in the field of neural network appli-
cations in cybersecurity. The first study showing that two TPMs are able to
synchronize in finite time was conducted by Kanter et al. [7] and Rosen-Zvi
et al. [11]. The very first application of neural networks on the subject of key
agreement was proposed in [5]. This has become the basis for many improve-
ments and applications of TPM. In [13] authors proposed an enhancement to
the synchronization process by finding the best-fit weight vector using a genetic
algorithm. Alam et al. in [1] proposed an improvement in mutual learning based
on sending erroneous output bits during mutual learning. Furthermore, TPM
finds applications in error reconciliation. In [9] studies have proven that neu-
ral networks successfully find and reconcile errors in quantum key distribution
protocols. Other improvements change the value range of the input vectors. In
[3, 4, 15] modifications called Complex-Valued Tree Parity Machine (CVTPM),
Vector-Valued Tree Parity Machine (VVTPM) and Nonbinary Tree Parity Ma-
chine (NBTPM) were proposed accordingly. The latter variant of TPM is used
as reference model in this paper and the names TPM and NBTPM are used in-
terchangeably hereafter. All the concepts presented are the same for both TPM
and NBTPM except for random input generation. For TPM all the input val-
ues are selected from —1,1 while for NBTPM vector values are selected from
< —M, M > range. Details are provided later in this section.

While all CVTPM, its generalization VVTPM and NBTPM change the val-
ues the input vectors can take, the difference between the first two and the
last one is significant. VVTPM effectively performs mutual learning of multi-
ple TPMs where the number of synchronized TPMs is bound by the length of
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an exchanged vector. NBTPM synchronizes exactly one TPM but in a faster
manner.

2.2 Architecture of Tree Parity Machine

Basically, TPM is just a two-layer perceptron with K neurons in the first layer
and only one neuron at the output of the neural network. The inputs are exclu-
sively connected to only one neuron. The weights associated with corresponding
inputs are integers varying from —L to L. Each neuron in the first layer has N in-
puts. In [12] the TPM architecture and all the algorithms allowing for successful
key agreement are presented in detail.

In the first design of TPMs, the inputs were binary vectors consisting of
K x N elements. However, in this paper, we only consider TPMs with nonbinary
input vectors (NBTPM) presented in [15]. Hence, the input vector elements are
integers varying from —M to M. The four parameters K, L, M and N uniquely
define NBTPM.

NBTPM output is a binary value. To ensure that the output value is either
—1 or 1 custom activation functions are used in the network. The first layer
neuron activation function is a modified signum function and is defined in (1).

1, >0
-1, <0

activation(x) = { (1)
The final output of k — th neuron is defined in (2) where zy,, denotes the n —th

input of £ — th neuron and wy, is its corresponding weight.

N
o = activation(z Thn * Wkn) (2)

n=1

The final output of TPM is the product of the first layer output and is presented
in (3).

K
O:HUk (3)
k

The example TPM with 3 neurons and 5 inputs per neuron is presented in
Figure 1.

2.3 Tree Parity Machine key agreement protocol

To establish a secure key via an insecure channel, the parties must follow a key
agreement protocol. This is accomplished by sharing some information publicly
between entities performing key agreement. However, the key agreement protocol
must ensure that any eavesdropper will not be able to retrieve the key from
publicly sent messages.

Let us suppose Alice and Bob want to exchange the secret using TPMs. To
achieve this goal by using nonbinary input TPMs they need to perform mutual
learning algorithm described below.
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Fig.1. TPM with K =3 and N =5

. Both Alice and Bob initialize the weights wy, in their private TPM with
random integer within < —L; L > range.

. Either Alice or Bob generate an input vector X and share it over a public
insecure channel. Every vector element zy, is an integer varying from —M
to M.

. After sharing the input vector parties compute the response O of their net-
work using (1) - (3) and share it via public channel.

. If the responses are the same Alice and Bob will apply one of the learning
rules. Otherwise, the input vector is discarded and the process is repeated
starting from step 2. The learning rules depend on the chosen algorithm.
Examples are presented below.

(a) Hebbian learning rule

wioy = Wy, + 0'2},0(0y, 0") (4)

(b) Anti-Hebbian learning rule
Wi = wh, — 0'7},0(0}, 0") (5)

(¢) Random walk learning rule,
witt = wl, + 2,0(0f, 0") (6)
The parameter ¢ denotes the current iteration of the algorithm and © is a

function which returns 1 if both parameters are the same, and returns 0
otherwise.
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5. Steps 2-4 are repeated until the full synchronization is achieved. Fully syn-
chronized TPMs have equal corresponding weights. The vector W consisting
of weights wyg, might be later used in other security algorithms, e.g. as a
shared key in symmetric cryptography.

Both successful and unsuccessful iterations of the algorithm require exactly
3 message exchanges between the parties. Therefore, the algorithm should be
finished in the least possible number of steps to prevent eavesdropping parties
from recovering the key and to minimize the duration of the key agreement
process.

2.4 Security of Tree Parity Machine

Key agreement protocols allow sharing keys over a public insecure channel in
such a manner no eavesdroppers are able to recover the cryptographic key from
the messages exchanged. Furthermore, the exact algorithm of key agreement
protocols are openly available. If no intruder is able to extract the agreed key
from information provided, we call it as a secure protocol.

The security of TPM has been the subject of many studies. In [6] Kinzel
et al. showed that TPM with less than 3 hidden neurons in the first layers
provides significantly less security than a neural network with 3 or more neurons.
Moreover, in [8] the authors defined the following attacks to which TPM might
be susceptible.

— Man-in-the-middle attack — an attack in which an evil party synchronizes
one or more TPMs. The evil TPM successfully performs mutual learning
in the case when Oy = O = Opg, where O denotes evil TPM output.
This attack allows the eavesdropper to synchronize their weight by 60% on
average based on research.

— Brute force attack — there have not been proposed any attack that would
allow recovering the security key in time-efficient manner.

— Genetic algorithms attack — the attacker utilizes genetic algorithm to predicts
weights. Based on conducted research mostly neural networks with only one
input neuron are susceptible to this attack.

— Classification-based attack using neural networks attack — studies show that
a properly trained Artificial Neural Network (ANN) is able to predict the
sign of every weight with approximately 100% accuracy. This means the evil
party using this technique with a brute force attack might be able to break
the algorithm in half of the time required by just a brute force attack.

To check how changing the parameters affects the security of TPMs, all the
simulations presented in Section 3 are performed in an insecure environment.
All the exchanged messages are eavesdropped on by an intruder carrying out a
man-in-the-middle attack.
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3 Results

In this section, we check the impact of different parameter values on the TPM
security. To check the quality of distilled key the entropy-based measure is pre-
sented in Section 3.1. The collection of results was performed on a dedicated
environment which description is presented in Section 3.2. The last Section 3.3
contains the analysis of collected results.

3.1 Key quality measurement methodology

After mutual learning is completed both parties have the same TPMs. Weights
create a shared key. The length of the key is impacted by the initial parameters
of TPM and is presented in (7).

Keylength =K- N- lOgg(?L + 1) (7)

However, the key length equation (7) only applies in an ideal scenario where
the value distribution of weights is uniform. Studies show that the distribution
of weight values in real-world scenario is not consistent with the uniform dis-
tribution. The updated key length formula that takes into account the uneven
distribution of weights is presented in (8)[15]. In the equation, E denotes the
estimated entropy which is calculated based on simulation results and takes into
account probability distribution of weights. Additionally, the key length is an
integer bounded by (8), therefore the floor is applied to the right side of the
equation.

KeYiengen = | K - N - B(W)] (8)

Furthermore, the performed simulations assume that an eavesdropper is try-
ing to synchronize evil TPM. A similarity measure is required to determine how
far evil TPM has been from fully synchronizing with the parties performing key
agreement. The number of the same corresponding weights suits these require-
ments later being called the synchronization score. Its formula is presented in
(9). In the equation w;l denotes the weight vector of the adversarial TPM. The
Syncscore varies from 0 to 1, where the measure returns 1 for fully synchronized
neural networks and 0 for TPMs where any pair of corresponding weight is not
equal to.

K N
Zk:l Zn:l Q(wlﬁﬂ wl?n)
K xN

(9)

Syncscorc =

3.2 Simulation environment

The simulation environment mimics the real-world scenarios where two parties
willing to exchange key perform mutual learning. The whole communication is
eavesdropped on by the intruder who is trying to retrieve the key by performing
a man-in-the-middle attack. The simulation consists of different scenarios in
which different sets of parameters are used. The parameters tested are M €
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{1,2,3,4,5} and L € {9,10,11,12,13}. The parameters K an N are constant and
are set to 3 and 50 accordingly. The results are gathered over 1000 simulations
and include a number of iterations required to fully synchronize TPMs, key
length calculated by (8) and evil TPM weight vector similarity calculated by
(9). All the results are annotated with 95% confidence intervals.

3.3 Simulation results

The simulation results section is divided into three following parts: analysis of the
number of iterations, average evil TPM similarity measurement and comparison
of maximum and effective key length.

The average number of iterations, successful iterations and evil TPM iter-
ations are presented in Figure 2. Increasing the M parameter significantly re-
duces the required number of iterations required to share the cryptographic key
successfully. This results in a faster and more secure key agreement protocol.
Noteworthy is the considerable difference in required and successful iterations
between the parameters M = 1 and M = 2. This change of parameters pro-
vides the most meaningful improvement. Further changes to the parameter still
increase efficiency, however the decrease of required number of iterations is less
significant.

Number of iterations

80001 B fterations
3 successful iterations

7000 7 B successful evil iterations
6000 4

5000 1

4000 4

Iterations

3000 4

20004

1000 4

Fig. 2. Average number of iterations, successful iterations and evil iterations

The increase of parameter M also results in faster synchronization of evil
TPM. Table 1 presents the average synchronization score for the eavesdropping
party, including minimum, maximum and median values. For legitimate parties
performing mutual learning, the Syncscore Will be equal to 1. In the average and
median values, only minor growth is noticeable but yet the range of confidence
interval increases by a magnitude twenty times. Furthermore, the maximum evil
party Syncscore more than doubles for parameters M = 1,L = 9 and M =
5,L = 9. The larger the values of parameter M, the higher the probability of
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full synchronization of evil NBTPM. This situation would result in cryptographic
key compromise and should be avoided at all costs.

Table 1. Evil TPM synchronization score

Synchronization score Syncscore
Average Min Max | Median
9 0.12 +0.07 0.047 0.24 0.113
10| 0.124+0.068 | 0.033 0.26 0.113
11| 0.114+0.068| 0.033 | 0.227 0.1
12 0.1 4+0.062 0.04 0.22 0.1
13 0.1 £0.069 0.033 | 0.227 0.1
9 0.12 +0.088 0.04 0.32 0.113
10 | 0.11+0.074 0.04 0.24 0.107
11| 0.11£0.076 | 0.033 | 0.253 | 0.107
12 0.1 £0.073 0.033 | 0.227 0.1
13 0.1 £ 0.066 0.027 | 0.213 | 0.093
9 0.134+0.098 | 0.047 | 0.387 0.12
10| 0.124+0.089| 0.027| 0.333| 0.113
11| 0.1240.088 0.04 0.3 0.113
12 0.1 £0.076 0.033 | 0.233 0.1
13 0.1 £0.062 0.02 0.2 0.093
9 0.14 £0.116 0.04 0.467 0.13
10| 0.124+0.093 | 0.027 | 0.447 0.12
11 0.124+0.09 0.02 0.267 | 0.113
12| 0.114+0.099 | 0.047 | 0.313 0.1
13| 0.114+0.083 0.04 0.253 | 0.107
9 0.16 £0.129 | 0.053 | 0.593 0.14
10| 0.144+0.111| 0.047| 0.393| 0.133
11| 0.13£0.121 0.02 0.36 0.12
12 0.12+0.101 0.033 0.407 0.113
13| 0.1240.096 0.04 0.34 0.107

=
&

U O O O O i s s s R W W W W WD NNDND N ===

Additionally, with the increase of parameter L, the number of required iter-
ation raises to fully synchronize both legitimate NBTPMs. However, simultane-
ously the growth of parameters L directly extends the cryptographic key. The
relationship between parameters of TPM and maximum/effective key length is
presented in Figure 3. Furthermore, with the growth of parameter M, the slight
decrease in effective key length is noticeable. This fact is caused by the extrema
values effect described in [15].

4 Conclusion

In this study, the impact of different TPM parameters on security features of
mutual learning key agreement protocol has been presented. In the research, re-
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Distilled key length

700 { EEE Maximum key length
@ Effective key length

600

Key length [bits]

Fig. 3. Maximum and effective key length

quired number of algorithm iterations, average eavesdropping party TPM simi-
larity and effective key length were considered.

The studies have shown that cautious selection of parameters is significant
while designing cryptosystems using TPMs. Additionally, the parameter M in-
troduced as the part of NBTPM creates another layer of adjustment. With the
increase of this parameter, the synchronization time is reduced significantly, how-
ever, the security features also start to degrade slightly. It is worth noting this
parameter cannot increase infinitely since the trend of the average evil party syn-
chronization score has a growing trend. This means at some point eavesdropping
parties would be able to reconstruct the cryptographic key with ease resulting
in a compromise of the whole cryptosystem.

As quantum computing advances, more interest may arise in the use of TPMs
in the subject of cybersecurity. Hence the choice between fast synchronization
times and higher security of the key agreement must be performed with perfect
care.
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Keywords: Key agreement plays a crucial role in ensuring secure communication in public networks. Although algorithms
Mutual learning developed many years ago are still being used, the emergence of quantum computing has prompted the search
Key agreement for new solutions. Tree parity machines have been put forward as a potential solution. However, they possess
Security

inherent shortcomings, one of which is the uneven distribution of values in the secured key obtained after
the key agreement process, especially when non-binary vectors are used during the synchronization process.
This paper introduces a novel algorithm designed to address this issue. The results demonstrate a substantial
enhancement in the quality of the secured key obtained.

Artificial neural networks

1. Introduction

Secure key agreement refers to a category of protocols in which two
or more participants employ established algorithms to mutually gener-
ate a cryptographic key. Despite sharing all the necessary information
for key agreement over a publicly insecure channel, potential attackers
are incapable of deducing any information about the key.

The Diffie-Hellman algorithm [1] and its elliptic curve variant [2]
are among the most widely used key exchange algorithms. Both of
them are backed by algebraic number theory problems, which are
supposed to be difficult to revert. However, successful implementation
of Shor’s algorithm of sufficiently powerful quantum computers would
be capable of breaking the security of widely used key exchanged
algorithms [3]. This issue has become sufficient to create a list of
three NIST-approved quantum-proof algorithms [4-6]. The proposed
new algorithms are based on problems of finding short vectors in high-
dimensional lattices and difficulty of inverting hash functions. These
post-quantum algorithms has proven resistant against both quantum
and classical attacks. The algorithms working names of the first two
standards are CRYSTALS-Kyber and CRYSTAL-Dilithium which are re-
sponsible for key encapsulation and digital signature respectively. Both
are based on module lattices which were inspired by learning with
errors problems [7]. The latter standard covers the algorithm named
SPHINGS™, which utilizes hash functions. Hash functions are inherently
one-way, meaning they are difficult to invert using both classical
and quantum algorithms. This characteristic makes them particularly
attractive for use in quantum-resistant cryptography.

One of the alternative quantum proof algorithms for key distribution
and agreement is mutual learning using specific kind of neural networks

— tree parity machine (TPM). TPMs have been extensively studied [8-
19]. In [8-11] the authors introduced an innovative key agreement
protocol employing artificial neural networks (ANNs). Through mutual
learning and learning rule definition they have achieved synchroniza-
tion of TPMs. Additionally, the authors have demonstrated that TPM
synchronization finishes in finite time. The systematic presentation of
this work can be found in [12].

Several enhancements have been suggested for TPMs, including
Dong et al.’s proposal to use complex values instead of binary values
during the learning process [13]. This idea was further generalized
in [14], where the authors introduced the use of binary vector values
as inputs. In [15] the authors have proposed a usage of integer inputs
instead of binary. These improvements are named, accordingly, the
complex-valued Tree Parity Machine (CVTPM), vector-valued tree par-
ity machine (VVTPM), and non-binary tree parity machine (NBTPM).
This paper focuses on exploring the latter.

TPMs have applications in numerous fields. Sarkar et al. have
proposed the usage of neural network synchronization in wireless
systems [16]. In [17] TPMs are used as key reconciliation mecha-
nism in quantum key distribution networks. Another application is
described in [18] where TPM was responsible for key establishment
on microprocessors. Mutual learning, as described in [19], could also
find applications in the field of smart grids.

The aim of this article is to propose and evaluate a novel algorithm
for TPM weight equalization. The problem is significant in network-
ing environment as we are currently in the search of alternatives to
key agreement protocols base on factorization problem. The use of
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NBTPMs and proposed algorithms significantly improves the communi-
cation security features and renders TPMs as an alternative to currently
used key agreement protocols. Furthermore, NBTPMs result in smaller
key agreement protocol overhead compared to standard TPM because
lesser number of mutual learning iterations are required to successfully
generate secure key.

The purpose of this article is to present and assess a novel algorithm
for weight equalization in TPM. The problem is significant in network-
ing environments, particularly as there is a need for alternatives to key
agreement protocols based on factorization problems. Incorporating
NBTPMs and the proposed algorithms brings notable enhancements
in communication security, positioning TPM as a viable substitute for
current key agreement protocols. Moreover, NBTPM leads to a reduced
key agreement protocol overhead compared to standard TPM, as it
requires a lesser number of mutual learning iterations for the successful
generation of a secure key.

2. Tree parity machine

The original TPM is a two-layered, binary input, binary output
ANN [8-11]. The hidden layer consists of K neurons with N inputs per
neuron. With every input, there is a weight associated with it that is an
integer and is constrained within the range from —L to L and where
L is a natural number greater than 0. Similarly, in the feed-forward
neural network, in TPM all the outputs of the layer are connected to
the neurons of the succeeding layer. NBTPM alters the values that the
input vectors can take and allows them to take values from the range
of —M to M, where M is a natural number greater than 0 [15]. It is
worth noting that NBTPM is a generalization of the typical TPM, and
for M = 1 there is no difference between these two. To describe a
specific NBTPM one needs the quadruple of parameters K, L, M, N
which, respectively, denote the number of hidden neurons, range of
weight values, variability of input vectors and number of inputs per
neuron in hidden layer. Due to the requirement of integer weights in the
described model, backpropagation is not applicable in TPMs. Therefore,
other learning methods are needed, which will be described later in this
section.

To maintain the binary nature of TPMs the activation function of
neurons in the hidden layer is a function returning either —1 or 1.
Specifically, this is an altered signum function (f;g,,,) that does not
produce a 0 result. Instead, it returns —1 or 1, depending on whether
it represents the communication of the sender or the recipient. The
formula to calculate the output of neurons is presented in (1), where
¥, denotes the output of the kth neuron, x,, denotes the input of the
nth neuron, and w,, denotes the weight associated with the input.

N
Yie = fsignum(z Xkn * wkn) (1)

n=1

TPM output is defined by O = Hf ¥, where y, denotes the output
from the kth hidden neuron. Since y, gives a binary value, the final
output is also binary. The described TPM architecture is presented in
Fig. 1.

Mutual learning, in the context of TPM, refers to a specialized
key agreement protocol. It involves two neural networks that execute
a predefined algorithm to establish synchronization between them.
Synchronization is an iterative process and results in both neural net-
works having exactly the same weights, which can be used as a shared
secret in further cryptographic operations. The learning algorithm is
responsible for updating the weights. During each successful iteration
step, the weights are updated in a manner that draws both TPMs closer
to each other. Key agreement protocols assume that there is a public
channel which may be eavesdropped on. The steps of mutual learning
are summarized below [12].

1. Key agreement parties agree on an exact value for TPM param-
eters (K, L, M, N) and initialize their own copy of TPM with
randomly chosen weights.
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2. One of the participants generates a random input vector X the
values of which are bound by M and shares it with the other.

3. Both parties calculate the output of their TPM and share it
publicly. In case the outputs match, they employ one of the
following learning rules:

* Hebbian learning rule

Wi (t + 1) = 1w, (1) + O0)x, DOy, (D), O()), (2)

« Anti-Hebbian learning rule
Wiy (1 + 1) = wy, (1) — O0)x,,(HO(y, (1), O)), 3)

random walk learning rule
Wiyt + 1) = W, (1) + X1, (DO (1), O()), “@

where ¢ denotes the t-th iteration step and O is a function
with returns 1 if all its arguments are equal.

4. Steps 2-3 are repeated until full synchronization is achieved.

Once mutual learning is completed, both TPMs are synchronized
and have their corresponding weights equal. Both parties are able to
use the distilled weights as their shared secret for further cryptographic
purposes. The secret length is variable and depends on the size of the
TPM. Assuming an equal distribution of values in the weight vector W
the secret length would be equal to K- N - log,(2L+1). However, studies
show that the distribution differs from the uniform distribution [12,15],
and therefore the formula needs to be updated to take this imperfection
into account. In [15] the authors defined a formula that meets these
conditions and presented it in (5), where K and N are the parameters
of TPM and E(W) is an entropy of the weight vector W.

L

lenyeere = K- N -EW)=K-N-(= Y plog,p) (5)
I=—L

3. Weight equalization

NBTPM shortens the mutual learning process that results in im-
proved security features of the key agreement protocol. The cost of this
improvement is a more uneven distribution of the weight vector values.
The values wy,, where |w,,| = L occur more frequently than other
values. This phenomenon is known as the Extrema Values Effect and is
described in detail in [15]. A similar phenomenon occurs in standard
TPM, albeit with a less pronounced effect. This paper proposes a novel
algorithm in terms of TPM, later called weight equalization, that equal-
izes the probability of the occurrence of frequent values in the weight
vector. The algorithm is inspired by histogram equalization [20].

The weight equalization algorithm comprises the equalization,
dropout, and substitution phase. The equalization phase is responsible
for replacing more commonly occurring values with those that occur
less frequently. To execute this algorithm, a weight vector W is re-
quired that has been derived from synchronized TPMs. Additionally,
the algorithm takes a set of parameters (K, L, N) that define the TPM
size as the input. During the equalization phase, the algorithm goes
through each element of the weight vector W. If, during current
iteration, the current weight w,, is the most frequently occurring one,
it is exchanged with the least frequent value encountered so far in
the vector. To identify the least frequent value among the already
processed values, the algorithm keeps a count of how many times each
value has appeared, using a vector called F as a cache. This weight
equalization process is outlined in Algorithm 1. It is important to note
that in this algorithm, the functions argmax and argmin return sets of
indices where the maximum and minimum values occur, respectively.
Furthermore, the algorithm updates the values in place, so the weight
vector must be mutable.
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Fig. 1. Architecture of the tree parity machine.

Algorithm 1 Equalization phase

Input: W « [wy, -, wy,, Wy, ,wy,l, K, N, L

Output: W
F<1[f_p,,fr1=10,-,0]
k<1
while k£ < K do

n<«1

while n < N do

if W, € argmax F then
Wy, < min(argmin F)

end if
kan < kan +1
ne—n+l

end while

k—k+1

end while

The dropout phase is responsible for improving the quality of the
distilled key. Once the equalization is complete, the key length is longer
than the limit created by Eq. (5). To address this issue the dropout
phase was incorporated into the algorithm. Algorithm 2 keeps track
of the current secret length, and if the weight exceeds the theoretical
limit at some point, it is dropped instead.

Algorithm 2 Dropout phase

Input: K, N, L, W before equalization

Output: W’
L
EW)=-3,__; plogp
len <0

current
W', which is a variable length vector with elements

k<1
while k < K do
n<«1
while n < N do
if len,, . op < ((k—1)- N +n)- E(W) then
W' .append(wy,,)
lencurrent - lencurrent + /ng(ZL +1)
end if
nen+l
end while
k—k+1
end while

The final stage of the algorithm involves substitution. The objective
in this phase is to further enhance the randomness of the secret and
propagate single errors to affect the entire secret. The most suitable
tools for achieving this goal are cryptographic hash functions, which,
thanks to the avalanche effect, exhibit substantial changes in their
output even when there are minor variations in the input. Furthermore,
these functions are difficult to reverse, offering an additional advan-
tage. During this step, the secret is divided into blocks, each with a
length equal to that of the hash function’s output. Subsequently, each
block is replaced with the output of the hash function for that specific
block. If the last block happens to be shorter than the hash function’s
output, it is simply omitted.

Both of the mutual learning participants execute the presented
algorithm to improve their secret key quality. The algorithm is deter-
ministic, hence both parties will always obtain the same secret once the
algorithm is executed.

4. Evaluation

The algorithm’s performance assessment involves two main as-
pects. First, it involves comparing the probabilities of attaining specific
weights in the weight vector both before and after executing the algo-
rithm. Second, the evaluation also includes a comparison of the results
of the NIST Test Suite [21] for the weight vector after representing
it in binary form, both before and after the application of the weight
equalization algorithm. To obtain the weight vectors, mutual learning
has been performed using NBTPM with following parameters: K = 3,
L =238, M ={1;3;5},and N = 60. Mutual learning was performed using
the Hebbian learning rule. The TPMs were synchronized 1000 times
using a dedicated simulation framework.! The selected hash function
for the substitution phase was SHA-256.

NIST Special Publication 800-22 defines a set of tests that aims to
assess the quality of random and pseudo-random number generators for
cryptographic applications [21]. The test suite assesses a wide range of
properties of random binary string, such as frequency, runs, correlation
and patterns. Therefore, using this test set we are able to objectively
assess whether a binary sequence is random — which is crucial for
the security of symmetric keys. Furthermore, tests’ descriptions include
details implementation guide, examples and suggested test parameters.
The following is the list of tests with a brief description and selected

1 The source code is available at https://github.com/mstypinski/wea.
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Fig. 2. Weight probabilities before equalization.

parameters. If the test parameters are not provided, the default values
defined in [21] are used.

1. Frequency (Monobit) Test — aims to check the ratio of zeroes and
ones in a random sequence.

2. Frequency Test within a Block — evaluates proportions of ones in
M -bit block. The block size used in this paper is equal to 128
bits.

3. Runs Test — analyzes whether the oscillation between ones and
zeros stays within the boundary for random sequence.

4. Test for the Longest Run of Ones in a Block — examines the same
bit sequence in an M-length block.

5. Binary Matrix Rank Test — checks the linear dependence between
the subsequences of the original random values.

6. Discrete Fourier Transform (Spectral) Test — looks for anomalies in
the Discrete Fourier Transform of the random sequence

7. Non-overlapping Template Matching Test — checks the frequency
of occurrences of the M-bit sequence defined beforehand.

8. Overlapping Template Matching Test — the aim of this test is the
same as the previous one; however, if it finds a sequence it only
moves the search window only by one bit instead of M bits.

9. Maurer’s Test — evaluates whether the examined sequence is
compressible using a lossless algorithm.

10. Linear Complexity Test — evaluates the length of a linear feedback
shift register. The block used for this test is equal to 500 bits.

11. Serial Test - tests the frequency of all M-bit permutations in the
examined sequence.

12. Approximate Entropy Test — evaluates the occurrence rate of every
conceivable M-bit pattern.

13. Cumulative Sums (Cusum) Test — assesses whether the cumulative
sums of a random binary string are within an acceptable range
for a particular random sequence. This assessment is carried out
both forwards and backwards.

14. Random Excursions Test — analyses how many times the specific
state has been visited during the cumulative sums random walk
performed on the sequence. Before running the test, 0 in a
random value is swapped for the value —I1. The results are
presented for states ranging from —4 to 4 omitting 0.

15. Random Excursions Variant Test — test methodology is the same
as the previous one; however, the states consider the range from
-9 to 9 without 0.

Firstly, the probability of the presence of a specific value in the
weight vector is examined. The probabilities of weight occurrence are
not equal. With the increase of M the distribution becomes more
dominated by limit values. While for M = 1 the probability of w,, €
{—L; L} is equal to 0.23, for M =3 and M =5 the same probability is
equal to 0.28 and 0.34, respectively. This is an example of the Extrema
Values Effect phenomenon. The probabilities for all weights before
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running the equalization algorithm are detailed in Fig. 2. The black
horizontal line depicts the ideal uniform distribution y = ﬁ

Following equalization, the probabilities follow an almost uniform
distribution. The greatest difference from ideal uniform distribution is
0.0023, which is equal to 3.89% of ﬁ For comparison, the weights
following equalization are presented in Fig. 3.

Another evaluation method consists of testing the weight vector
against the NIST testing suite. The tests return on or more P-values
which are the determinants of the probability that the tested sequence
is fully random. If the P-value is equal to 1 then the tested sequence
is fully random. On the other hand, if the P-value is equal to 0, then
the tested sequence is generated in a deterministic manner. The test is
successful when the returned P-value is greater than 0.01. Tests have
been run on the weight vector obtained from the aforementioned sim-
ulations. The weights have been encoded using little-endian encoding.
Before applying the equalization algorithm, the values of 0 have been
removed from the weight vector to facilitate encoding.

The tests demonstrate that direct usage of TPM and NBTPM pro-
duces a secret key that cannot be used for security purposes. Only
two tests passed for all TPM variants before using the equalization
algorithm: the Binary Matrix Rank Test and Linear Complexity Test.
On the other hand, the weight equalization algorithm significantly
improves the overall results of the test suite on the obtained key. The
only tests with produce allegedly poorer results for specific scenarios
are the Random Excursions Test and Random Excursions Test Variant for
some states. However, the sequence produced is pseudo-random and
could have been drawn in such a way that gave poorer results in this
case. Moreover, the result of the Approximate Entropy Test for M = 5
was close to a failure. This conclusion follows studies conducted in [15]
where the authors stated that the values of M approaching the values
of L results in a less secure NBTPM variant.

The results obtained from the simulations are presented in Table 1.
Abbreviations b. e. and a. e. in the table header mean the results before
and after equalization, respectively. For the Random Excursions Test and
Random Excursions Variant Test results are sorted by states from —4 to
4 and from -9 to 9 respectively.

5. Summary

This paper introduces a novel algorithm designed for weight equal-
ization in TPMs. The algorithm consists of three phases: equalization,
dropout, and substitution. Its utilization addresses the issue of uneven
weight distribution that may arise after synchronization of TPMs. More-
over, it effectively mitigates the disadvantages introduced by the use
of NBTPM, the Extrema Values effect in particular. The paper also
investigates the impact of the algorithm on the resulting security key.
It examines the probability of specific weight values appearing in the
weight vector before and after applying the algorithm. Additionally, the
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Table 1
NIST Test suite results.

P-values

Test M=1 M=3 M=5
b. e. a. e b. e a. e b. e a. e

@ 0.0 0.961 0.0 0.665 0.0 0.397

2) 0.0 0.66 0.0 0.011 0.0 0.734

3) 0.0 0.063 0.0 0.686 0.0 0.155

“@ 0.0 0.726 0.0 0.073 0.0 0.394

®) 0.461 0.587 0.791 0.953 0.104 0.491

6) 0.0 0.171 0.0 0.623 0.0 0.517

@) 0.0 0.052 0.0 0.369 0.0 0.668

®) 0.0 0.443 0.0 0.268 0.0 0.462

) 0.0 0.518 0.0 0.135 0.0 0.903

(10) 0.126 0.813 0.294 0.337 0.535 1.0

an (0.0, 0.711) (0.522, 0.788) (0.0, 0.028) (0.717, 0.452) (0.0, 0.0) (0.713, 0.667)

12) 0.0 0.3 0.0 0.477 0.0 0.025

(13) (Fwd) 0.0 0.676 0.0 0.812 0.0 0.746

(13) (Bwd) 0.0 0.63 0.0 0.758 0.0 0.583

14 0.845, 0.278, 0.982, 0.402, 0.014, 0.0, 0.418, 0.351, 0.926, 0.932, 0.394, 0.216,
0.89, 0.915, 0.113, 0.56, 0.341, 0.021, 0.631, 0.638, 0.232, 0.579, 0.085, 0.396,
0.626, 0.24, 0.685, 0.933, 0.514, 0.883, 0.93, 0.642, 0.326, 0.877, 0.028, 0.346,
0.082, 0.25 0.721, 0.109 0.211, 0.053 0.423, 0.468 0.046, 0.021 0.805, 0.478

(15) 0.42, 0.374, 0.357, 0.088, 0.104, 0.207, 0.903, 0.949, 1.0, 1.0, 0.974, 0.967, 0.878, 0.87, 0.861, 0.53, 0.33, 0.258,

0.414, 0.512, 0.71,
0.783, 0.722, 0.538,
0.806, 0.67, 0.545,
0.816, 0.712, 0.436,
0.357, 0.325, 0.339

0.411, 0.537, 0.564,
0.331, 0.113, 0.108,
0.745, 0.63, 0.949,
0.914, 0.65, 0.569,
0.437, 0.358, 0.481

1.0, 0.803, 0.637,
1.0, 0.386, 0.317,
0.617, 0.773, 0.655,
0.705, 0.677, 0.546,
0.579, 0.606, 0.628

0.821, 0.588, 0.755,
0.56, 0.236, 0.293,

0.453, 0.174, 0.268,
0.684, 0.707, 0.734,
0.934, 0.821, 0.552

1.0, 1.0, 0.811,

0.671, 0.855, 0.527,
0.752, 0.715, 0.888,
0.72, 0.673, 0.634,
0.661, 0.683, 0.701

0.228, 0.195, 0.259,
0.224, 0.142, 0.141,
0.948, 0.175, 0.103,
0.3, 0.539, 0.401,

0.265, 0.308, 0.287

secret key generated is subjected to testing using the NIST randomness
test suite. Future research should focus on examining the quality of the
key obtained after using the proposed algorithm, for instance, through
additional randomness testing with alternative randomness test suites,
and determining whether its use facilitates potential attacks on the
mutual learning process. Furthermore, additional research should in-
vestigate the feasibility of using NBTPMs in real network environments,
such as wired and wireless networks, and low-energy IoT devices..

TPMs are neural networks that have applications in key synchro-
nization and key reconciliation processes. By utilizing improvements,
such as the proposed algorithm, TPMs becomes more secure and more
competitive against other algorithms.
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Streszczenie: Znaczacy postep w technologi obliczen
z wykorzystaniem komputeréw kwantowych jest ogrom-
nym zagrozeniem dla obecnie wykorzystywanej krypto-
grafii asymetrycznej. Sieci neuronowe typu Tree Parity
Machine sg alternatywnym algorytmem uzgodnienia klu-
cza kryptograficznego. W ostatnim czasie zaproponowano
szereg rozwigzan usprawniajacych wtasciwosci klucz kryp-
tograficznego otrzymanego z wykorzystaniem wspomnia-
nego rozwiazania. Celem tego artykutu jest zbadanie za-
leznosci pomiedzy bezpieczenstwem usprawnien sieci Tree
Parity Machine, a jej parametrami i rozmiarem.

Abstract: Significant advancements in quantum com-
puting technology pose a major threat to currently used
asymmetric cryptography. Tree Parity Machines are an al-
ternative algorithm for cryptographic key agreement. Re-
cently, several solutions have been proposed to enhance
the properties of cryptographic keys obtained using this
approach. The aim of this article is to investigate the re-
lationship between the security of Tree Parity Machine
network improvements and its parameters and size.

Stowa kluczowe: uzgodnienie klucza kryptograficznego,
uczenie wzajemne, sztuczne sieci neuronowe, kryptografia
postkwantowa

Keywords: key agreement, mutual learning, artificial
neural networks, postquantum cryptography

1. WSTEP

Komputery kwantowe stanowia potencjalng rewolucje
w dziedzinie zaawansowanych obliczen. Dzieki zastoso-
waniu zasad mechaniki kwantowej, takich jak superpo-
zycja i splatanie kwantowe, komputer kwantowy pozwa-
la na przyspieszenie rozwiazywania probleméw naleza-
cych do klasy Bounded-error Quantum Polynomial Time
(BQP) [2].

Aktualnie wykorzystywane algorytmy kryptografii
asymetrycznej korzystaja z funkcji algebraicznych, kté-
re sa na dzien dzisiejszy niezwykle trudne do odwrdce-
nia. Niestety algorytm Shora pozwala na rozwiazanie pro-
bleméw takich jak faktoryzacja duzych liczb, badZ zna-
lezienie logarytmu dyskretnego w ciele skoriczonym [14].
W wyniku wspomniane problemy réwniez naleza do klasy
BQP, a w rezultacie komputer kwantowy o odpowiedniej

liczbie kubitéow bedzie w stanie zagrozi¢ bezpieczenstwu
wykorzystywanej kryptografii asymetryczne;j.

Znalezienie algorytméw kryptografii postkwantowej,
czyli odpornych na dziatanie komputera kwantowego, jest
niezwykle wazne dla utrzymania poréwnywalnego pozio-
mu bezpieczenstwa w telekomunikacji. Znane instytucje
standaryzacyjne prowadza badania nad wspomnianymi
algorytmami. Znaczacymi osiggnieciami w tej kwestii jest
rozstrzygniecie konkursu prowadzonego przez National In-
stitute of Standards and Technology (NIST) [1], gdzie wy-
toniono trzech finalistéw. Ponadto, rozwijane sg biblioteki
programistyczne implementujace algorytmy odporne na
dziatanie komputera kwantowego. Znaczacym osiagnie-
ciem w tej tematyce jest projekt Open Quantum Safe [15].

Alternatywnym protokotem uzgodnienia klucza
kryptograficznego, bedacym tematem tej publikacji, jest
wzajemna synchronizacja sieci neuronowych typu Tree
Parity Machine (TPM). W [5, 7, 10] zostala po raz pierw-
szy zaproponowana struktura sieci typu TPM. Ponad-
to we wspomnianej publikacji zostalo udowodnione, ze
wzajemne uczenie tych sieci neuronowych skutkuje pel-
na synchronizacjg tych sieci, czyli odpowiadajace sobie
wagi w obu sieciach posiadaja dokladnie takie same war-
tosci. Ponadto autorzy . Do sieci neuronowych typu TPM
zaproponowane wiele usprawnienn. W [11] i [12] zostaly
przedstawione usprawnienia polegajace na wykorzystaniu
odpowiednio algorytméw genetycznych oraz inspirowane-
go naturg algorytmu optymalizacyjnego. Zmiana sposobu
uczenia sieci typu TPM jest oddzielng rodzina uspraw-
nien. Zaproponowane usprawnienia z tej rodziny zosta-
ly opisane w [3, 4, 17], gdzie autorzy zaproponowali wy-
korzystanie odpowiednio wartosci zespolonych, wektoréow
oraz liczb niebinarnych jako wartosci wektora wejsciowe-
go podczas synchronizacji omawianych sieci neuronowych.
Ponadto sieci TPM zostaly poddane réznym testom bez-
pieczenistwa [6, 9, 13]. Wsréd przeprowadzonych testéw
nie zdefiniowano zadnego algorytmu, ktéry umozliwiatby
przyspieszenie ataku przy uzyciu komputera kwantowego.

Sieci neuronowe typu TPM wykorzystujace niebinar-
ne wektory wejéciowe sa przedmiotem badan tej publikacji
(Nonbinary Tree Parity Machine (NBTPM)).

Wykorzystanie niebinarnych wektoréw wejsciowych
skutkuje przyspieszeniem procesu uczenia sieci neurono-
wych, a w rezultacie skraca czas wymagany do uzgodnie-
nia klucza kryptograficznego. Negatywnym efektem wy-



korzystania niebinarnych wartosci wejSciowych jest szyb-
sza synchronizacja jednostki wykonujacej atak typu man-
in-the-middle [16] oraz wieksza podatnosé¢ sieci NBTPM
na odzyskanie klucza kryptograficznego w wyniku podstu-
chiwania kanalu komunikacyjnego. Dalsza ewaluacja bez-
pieczenstwa sieci neuronowych NBTPM zostata przepro-
wadzona w [18]. W celu zmniejszenia negatywnych skut-
kéw wynikajacych z zastosowania niebinarnych wektoréw
wejsciowych, w [19] zaproponowano algorytm, ktéry spro-
wadza otrzymany klucz kryptograficzny do rozktadu jed-
norodnego. W tej publikacji zostanie przebadany wpltyw
rozmiaru sieci NBTPM na skutecznosé wspomnianego al-
gorytmu.

2. OPIS MODELU

Struktura TPM to dwuwarstwowa sie¢ neuronowa o bi-
narnej odpowiedzi. W zaleznosci od rozwazanego wa-
riantu wartosci uczace moga przybiera¢ rézne wartodci.
W pierwowzorze sieci TPM wykorzystywane sa wartosci
binarne, jednak w tym artykule rozwazany jest wariant
sieci NBTPM. Dla tego modelu wektor uczacy sklada
sie z liczb catkowitych xy, przybierajacych wartosci od
—M do M. W pierwszej warstwie sieci neuronowej typu
NBTPM znajduje sie K neuronéw. Kazdy z nich posia-
da N dedykowanych wej$é. Z kazdym wejéciem rozwaza-
nego modelu istnieje powiazana waga wg,, ktéra moze
przyjmowaé wartoéci catkowite z przedziatu od —L do L.
Funkcja aktywacji w kazdym neuronie pierwszej warstwy
to zmodyfikowana funkcja signum, ktéra zamiast przy-
biera¢ warto$¢ réwng 0 zwraca —1 albo 1. Warto$é¢ yx,
bedaca odpowiedzia k-tego neuronu, zostalta przedstawio-
na w réwnaniu (1). Wszystkie wartosci wynikowe neuro-
néw pierwszej warstwy przekazywane sa bezposrednio do
drugiej warstwy, bedacej jednoczesnie ostatnia. Funkcja
aktywacji wspomnianego pojedynczego neuronu jest réw-
na iloczynowi wejé¢, co stanowi ostateczna, binarna od-
powiedz sieci. Model sieci TPM zostal przedstawiony na
rysunku 1.

N
Yk = fsignum(z Tkn * wkn) (1)
n=1

Proces uczenia, dalej nazywany synchronizacjg lub
uczeniem wzajemnym, nie jest zgodny ze standardowym
algorytmem propagacji wstecznej ze wzgledu na nieciag-
glosé wartosci jakie moga przyjmowaé wagi modelu sie-
ci NBTPM. W celu wzajemnego nauczenia dwéch sieci,
czyli doprowadzeniu ich do posiadania identycznych wag,
wykonywany jest dedykowany algorytm, ktérego skut-
kiem jest pelna synchronizacja, co jest tozsame z tym,
ze obie sieci neuronowe sa identyczne. Algorytm uczenia

jest przedstawiony ponizej [8].

1. Czlonkowie synchronizacji uzgadniaja zestaw para-
metréw synchronizowanej sieci NBTPM, czyli war-
tosci dla parametréw (K, L, M, N) oraz niezaleznie
losuja wstepne wartosci wag z przedziatu liczb cal-
kowitych od —L do L.

2. Losowy uczestnik generuje wektor losowy X i udo-
stepnia go przez publiczny kanat drugiemu uczest-
nikowi synchronizacji. Wektor sktada si¢ z wartosci
Tikn, gdzie xk, jest liczbay catkowity z przedziatu od
—M do M

3. Uczestnicy obliczaja odpowiedZ swoich sieci
NBTPM i dzielg sie nia wzajemnie
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4. W przypadku, gdy odpowiedzi sieci sa sobie réw-
ne uczestnicy stosuja wybrana wczesniej metode
uczenia. Ponizej przedstawiono dostepne metody
uczenia, gdzie t oznacza numer iteracji algorytmu,
a funkcja © to funkcja przyjmujaca wartosé 1, jezeli
wszystkie jej argumenty sa sobie réwne; w przeciw-
nym wypadku przyjmuje warto$¢ 0.

« Hebbian
Wi (t4+1) = win (1) +0(E)zn (1)O(yx (1), O(1)),
« Anti-Hebbian
Wen (t+1) = win (1) =O(O)zkn (1) O (yn (1), O(1)),
« blgdzenie losowe
Wi (£ 4 1) = wen () + Txn (£)O (Y& (t), O(F)).

5. Kroki 2-4 wykonywane sa az do osiagniecia pelnej
synchronizacji obu sieci neuronowych.

Po wykonaniu algorytmu obie sieci neuronowe sa
identyczne, czyli odpowiadajace sobie wagi posiadajg réw-
ne sobie wartoéci. Wektor W stworzony z wag wg, stanowi
uzgodniony klucz kryptograficzny, ktéry moze nastepnie
zostaé wykorzystany w utworzeniu bezpiecznego kanatu
komunikacyjnego.

Poza pozytywnymi skutkami zastosowania wariantu
NBTPM istnieja tez skutki negatywne, takiej jak nieréw-
nomierny rozkltad wartoéci w wektorze W zwany efektem
wartosci kraficowych [17]. Jako rozwiazanie problemu te-
go problemu zaproponowano algorytm, ktéry sprowadza
rozklad wag do rozkladu jednostajnego [19]. Dzialanie al-
gorytmu sklada sie z trzech etapéw przedstawionych po-
nizej.

o  Wyréwnywanie wag — w tej fazie algorytm analizu-
je wektor wag W element po elemencie, jednocze-
$nie mierzac czestotliwo$¢ wystepowania konkret-
nej wartosci. Jezeli podczas danej iteracji rozwaza-
na wartos¢ jest najczesciej wystepujaca to jest pod-
mieniana na warto$¢ dotychczas wystepujaca naj-
rzadziej;

o Odrzucenie wag — w wyniku nieréwnomiernego wy-
stepowania wag, entropia kazdego elementu jest
mniejsza od entropii hipotetycznego rozktadu jed-
nostajnego. Aby pozby¢ sie informacji nadmiaro-
wych, pojedyncze elementy wektora W sa odrzuca-
ne w sposéb deterministyczny;

e Podmiana warto$ci — w celu poprawienia losowo-
$ci otrzymanego wektora, zostaje on zamieniony na
wektor binarny, a nastepnie podzielony na bloki
réwnej dlugosci. Nastepnie tak przygotowane blo-
ki sa podmieniane przez warto$¢ zwracang przez
wczes$niej wybrang funkcje haszujaca. Dodatkowo,
wybor funkcji haszujacej implikuje dlugosé bloku
na jaka jest dzielona binarna forma wektora W.

Doktadne dzialanie algorytmu zostalo przedstawione
w [19].

W dalszej czeéci publikacji przedstawione zostana
poglebione badania nad opisany algorytmem. Celem ba-
dan bedzie sprawdzenie zalezno$ci pomiedzy parametrami
(rozmiarem) sieci neuronowej typu NBTPM, a jakosScia
uzyskanego klucza kryptograficznego.
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Rysunek 1: Architektura modelu sieci typu Tree Parity Machine

3. WYNIKI

W celu analizy zaleznosci pomiedzy rozmiarem sieci
NBTPM, a jakoscia otrzymanego klucza kryptograficzne-
go przeprowadzone zostaly badania symulacyjne. W trac-
kie symulacji dwie sieci NBTPM synchronizowaly sie ze
soba czego efektem byto uzyskanie klucza kryptograficz-
nego. Tak utworzony klucz kryptograficzny byl nastepnie
przetwarzany przez algorytm sprowadzajacy wagi do roz-
ktadu jednostajnego. Nastepnie obie wersje otrzymanego
klucza kryptograficznego zostaly poddawane testom opi-
sanym w standardzie NIST 800-22 [1], ktérych celem jest
badanie jakosci generowanych liczb losowych do zastoso-
wan kryptograficznych. Zestaw testow NIST 800-22 skla-
da sig¢ z 15 réznych testéw, z ktorych niektore sa parame-
tryzowane, co lacznie daje 41 wynikéw. Wykorzystywane
testy badaja rézne wlasciwosci rozwazanego ciggu losowe-
go, m. in.: czgstotliwosé wystepowania wartosci 01 1 w ca-
tym badanym ciagu binarnym jak i jego podciagach, wid-
mo badanego klucza kryptograficznego, czestotliwosé wy-
stepowania wzorcow oraz entropie. Podczas symulacji roz-
wazano nastepujace zestawy parametréw (rozmiary) sieci
NBTPM K = 3,L =8, M = 1;2;3;4;5,N = 50, 60,70,
a kazdy scenariusz zostal powtdrzony 100 razy w celu
otrzymania dhuzszego klucza kryptograficznego do badan.

Wyniki testéw NIST przed dziataniem algorytmu
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Rysunek 2: Wyniki testéw przed wykorzystaniem al-
gorytmu

Przed zastosowaniem algorytmu réwnowazacego
wartoéci w otrzymanym wektorze wag zestaw testéw
NIST 800-22 oscyluje od 11 do 16 z 41 testéw zakoriczo-
nych niepowodzeniem. Nastepujacy fakt jest spowodowa-
ny nieréwnomiernym rozkladem wag, gdzie wartosci gra-
niczne lub bliskie zeru wystepuja czesciej w zaleznosci od

wykorzystanej regul uczacej [8]. Wyniki przed wykona-
niem algorytmu rozwazanego w tym artykulu przedsta-
wione sg na rysunku 2.

Po zastosowaniu algorytmu wyréwnujacego wagi
liczba testow zakonczonych niepowodzeniem znaczaco
spada, bez znaczacych zalezno$ci pomiedzy parametrami
sieci, a liczba niepowodzen. Liczba testéw zakonczonych
niepowodzeniem miesci sie w przedziale od 1 do 3, gdzie
maksimum ma miejsce dla M = 3, N = 60. Pojedyncze
testy nie dajace wyniku pozytywnego spowodowane sa
probabilistyczng natura testéw. Stosunek testéw zakoni-
czonych powodzeniem do testow zakonczonych wynikiem
negatywnym zostal przestawiony na rysunku 3.

Wyniki testow NIST po dziataniu algorytmu
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Rysunek 3: Wyniki testéw po wykorzystaniu algoryt-
mu

4. PODSUMOWANIE

W niniejszym artykule przedstawiono postep prac nad
rozwojem kryptografii z wykorzystaniem sieci neuro-
nowych. Zaprezentowana zostala zasada dzialania sieci
TPM, zaproponowane usprawnienie w postaci wariantu
NBTPM oraz korzysci i ryzyka plynace z jego zastoso-
wania. Ponadto oméwiono algorytm, ktorego celem jest
réwnowazenie rozkladu wag i zostalty przeprowadzone dal-
sze badania, ktére weryfikowaly dziatanie algorytmu dla
réznych wariantéw sieci NBTPM.

Wykonane badania wykazaly, ze zastosowanie algo-
rytmu sprowadzajacego rozktad otrzymanych wag do roz-
kladu jednostajnego pozytywnie wpltywa na jakos$¢ klucza
kryptograficznego otrzymanego w skutek uczenia wzajem-
nego. Ponadto dziatanie algorytmu jest niezalezne od pa-
rametrow wykorzystywanej sieci NBTPM.



Kryptografia wykorzystujaca sieci neuronowe umoz-

liwia bezpieczne uzgodnienie klucza kryptograficznego,
odpornego na ataki komputeréw kwantowych. Jednak
w celu osiagniecia wymaganego bezpieczenstwa kluczowe
jest odpowiednie dobranie parametréw sieci oraz zapobie-
ganie wplywowi efektu wartosci kraricowych. Konieczne sg,
takze dalsze badania, aby zweryfikowa¢ t¢ metode w $ro-
dowiskach podatnych na ataki kryptograficzne.
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