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Abstract

Modern computing infrastructures for applicationgsinbe created according to architectures
that provide flexible platform and operational daijies for provisioning of required
computational resources by applications. Serviceer@ed Infrastructure enables moving
from dedicated infrastructure for specific appliocas to architectures in which IT resources
and infrastructures’ system tools are exposed asces and allocated on demand using
virtualization techniques. Lightweight virtualization is a veritractive approach for SOI
provisioning, providing granular resource partitian but also poses challenges in areas of
construction of platforms which realize an adame®0I provisioning process. The author of
the thesis claims that a construction of such #aqula is possible through exploitation of a
component-based design, equipped with adaptaldersgealgorithms.

This thesis is organized as followShapter lintroduces the research focus and explains key
terms and concepts included in the dissertat@©napter 2 provides background for the
research presented in the thesis, elaborating loasicitions related to SOI, SOA, adaptive
systems and adaptable architectures. It also peesérualization technologies, maturity
levels and IT process frameworks for structured mater systems provisioning and
management. It also describes already existingtieaki for provisioning and adaptive
management of virtualized infrastructure€hapter 3 specifies the adaptable SOI
provisioning with a lightweight virtualization press model, with the most important
elements of the solution that must provide for ipmion of such a modelChapter 4
elaborates the concept of the Adaptable SOI Ligigiate Virtualization Provisioning
Platform, including functional and non-functionafjuirementsChapter 5elaborates how the
model of adaptable SOI provisioning is reflectethim the architecture of the platform. This
chapter describes mechanisms that are useful feigmiag adaptable frameworks and
presents a layered architecture of the platfor@hapter 6 describes a reference
implementation based on the requirements and ttfetacture. It necessitates using API and
technologies to implement software components ergdSOI servicesChapter 7evaluates
the Adaptable SOI Lightweight Virtualization Prawasing Platform developed using several
complex use cases, focusing on different aspecigafisioning and management of SOI
over Lightweight Virtualization Container&hapter 8summarizes the dissertation, verifies
the thesis statement and analyzes the implementatiche Adaptable SOI Lightweight
Virtualization Provisioning Platform with a focusnothe limitations and possible
improvements which could be considered in futurekvam the system created.




Typographical Conventions

ABBR

The first use of an abbreviation is written in Halze, indicating tha]t
the full name of this abbreviation can be founthia list in Chapter 9
(Section 9.1, titled “Abbreviations”, page 141).n$® abbreviated
terms are also explained in the text, in bracketa totnotes.

Source code

All source code is printed using the monotype fartgd placed in
frames. Keywords and literals are highlighted adowy to the
programming language used. Some additional sourde fragments
accompanying the thesis are placed in Appendix A.

Specification

Each italicized word carries a special meaningims of the related
specification or context.

method()

Methods are denoted by empty brackets (regardldssheir
signature) and written in lowercase.
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1 Introduction

This chapter introduces the thesis and explains teggns and concepts included in the
dissertation.

Currently, IT computational infrastructure is bedogha more complex system with many
elements like middleware environments, such asrpmée Service Bus (ESB), application
servers, and Message Oriented Middleware (MOM)civimust be effectively made available
to users and managed. They can operate over vaedahardware, an approach that enables
consolidation and is more efficient in terms of rgye consumption. In addition, such
infrastructures can consist of heterogeneous tarajlbardware, middleware and software from
multiple vendors. They have resource demands #ugt over time due to changes in business
conditions and user demands, and are deployedrigsg@roviders in data centers which must
be designed to provide extra capacity demand tdlagreak loads in case of some unexpected
occurrences. This requires greater IT infrastrectiexibility through intelligent matching of
computational resources to meet business requitsmen

Provisioning addresses the activities requiredrepareRuntime Infrastructureto deploy and
activate a particular application service. It imare efficient form of change management and
capacity planningwith the ability to allocate or re-allocate a broadriety of computing
resources, including: servers, middleware, apptioat storage systems and network interfaces,
to the applications and systems that need themh $umcedures are repeatable and can be
defined in a structured process [1].

Modern computing infrastructures for applicatiohse@dd be created according to architectures
that provide flexible platform and operational daipes for provisioning of required
computational resources by applications. This @attained by introducing service orientation
to the concepts of orchestration and managemembwiputational infrastructure through a
Service-Oriented Infrastructure (SOI) paradigm.

! Such infrastructure is defined as application awrs within application middleware running onaperating
system instance (can be virtualized).
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Service Oriented Infrastructure is architecture ohdescribes IT infrastructure in terms of
Infrastructure Services and encompasses phasks &Ql life cycle i.eDesign Provisioning
Operation Decommissioningand Managementof the particular Runtime Infrastructures.
Infrastructure Services provide a virtualized padl shared resources (Servers, Network,
Storage, Infrastructure software) which are pravied and managed in a highly automated
way. SOI provides foundational support for a Sexv@riented Architecture (SOA) or other
application architecturg9] and enables moving from dedicated infrastructune sjpecific
applications, to architecture in which infrastruetelements and tools are exposed as services,
being defined in resources pools and allocatedenmathd usingirtualizationtechniques.

Virtualization is a form of resource managementjclvimanipulates devices, storage address
spaces and data objects. It makes these resouroes umseable and more effective by
aggregating resources together, subdividing ressurand providing resource substitutions.
The most convincing example of virtualization is aperating system, which virtualizes
computer resources. It is a first elementary exantplilding the ground for higher layer of
virtualization. This idea could be applied to congtional resources such as servers, computer
networks, storage and desktops.

1.1 Motivation

Provisioning and management of Runtime Infrastmectaust be efficient in order to effective
usage of computational resources to guaranteeatigatenapplicationserviceis available for
consumerswith a specified Quality of Service (QoS) containwithin a Service Level
Objective (SLO) being part of a Service Level Agneait (SLA) contract. QoS might apply to
many aspects associated with a service runningingiance: (i)performance(described by
response time, network throughput), (g)iability (percentage of time service as available to a
consumer, allowing for pauses connected with faguand administration activities). To meet
the specified QoS, sufficient computational resesr@according to those requirements, must be
available. It is also necessary that resources loichaservices are running are equipped with
mechanisms that will enable adaptation for changegyirements omesource demandand
provision computational infrastructure on demandisTposes new challenges to systems and
application management that did not exist in dadata@nvironments. Since each of the hosted
services can have a resource demand that changessbert time scales (e.g. seconds or
minutes), there needs to be a control system #radgnamically allocate the server's capacity
to the Runtime Infrastructure in a real ttm&he benefit of doing this is that it allows
multiplexing between resource demands from co-ldostgvices, so that shared servers can
reach higher resource utilization. An answer tchswegjuirements is to provide IT infrastructure
which enables reallocation of resources, dependclanges occurred in runtime used by
applications’ services. Such construction involdeBvery of particulatnfrastructure Services
which enable monitoring and management of compesources and facilitates dynamic

2|t is a synonym and not a real-time system imiatstense.
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allocation of required capacity, using virtualipatiof physical resources to create one or many
operating environments - Virtual Execution Infrasture (VEI). This consists of independent
and distributed operating system instances - Mirtteecution Environments (VEE's). As
virtualization provides mechanisms for partitionit@mpute resources within a physical server,
the complexity of such virtualized system remaiesyvhigh and setting up a suitable control
algorithm ensuring the specified SLA is challengifidne efficiency and correctness of the
control strategy depends on many parameters whigst ine very carefully identified. An
important aspect is also the provisioning of VEhiehh must be automated as much as possible
using the SOI framework.

Lightweight virtualization techniques are a verfiaént solution for provisioning VEI because
a single instance of OS can host many instancekigbftweight Virtualization Containers
(LVC). In comparison to other virtualization solutis, LVC are provisioned more easily and
use fewer resources. The reason is that OS comioliem the kernel and native libraries are
loaded in the RAM only once argharedbetween LVC instances. It is also faster because i
does not spend time on emulation of system hardvaxisting technologies for lightweight
virtualization are OpenVZ or Solaris Containers, which providdruments helping users to
install and manage virtualized systems with commaredtools. Unfortunately, these solutions
do not provide advanced provisioning frameworkst thapport effective management of
distributed LVC and are not designed with SOI asgfture in mind. They also do not enable
integration of adaptive behavior.

Infrastructure Management Framework for SOI pravigig and management of lightweight
virtualization must be modular with components tha configurable to fulfill the constantly

changing requirements and evolution of IT techni@egThey require solutions that not only
correspond to current requirements, but also attmwvolution and adaptation, as technology
advances and new requirements emerge. Exposedceserwust be fully discoverable,

interoperable and easy to integrate with extermalipioning frameworks.

1.2 Aim of the thesis

Adaptable provisioning of SOI calls for evolving ep mechanisms for monitoring and
management of the Runtime Infrastructure resouusesl by LVC and hosted services. In
general, at least two type of resources can bendisshed that parameters must be subject to
monitoring: (i) Middleware, which provides containers (ApplicatiBrecution Environments)
for specific application services(ii) Virtual Execution Infrastructure provisioned with
Lightweight Virtualization Containers (Virtual Ex&ton Environments) on which middleware
are running

During VEI provisioning over LVC, a system admingor is obligated to specify runtime
parameters like compute resources, storage capaudyvorking interfaces and required
software packages. For these resources, the biernpea is to determine their consumption
attributes. The responsible process na@apacity Planningaccording to [69] is defined:
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Capacity planning in the context of computer parfance analysis refers to the planning of
computer resources to insure that workloads’ Servievel Objective will be met. This tends to
favor the use of analytic and simulation modelsc®nalibrated, capacity planning models
should be tracked against future revisions of systeftware and hardware.

There are some tools, which are very helpful is fhiocess lik§ eamQuest Mod¢b9] or PDQ
[69,71]. When using them, a system administrataviples some information about the
application like resource demands for CPU, RAMaje and target SLOs. Based on the
information these tools estimate, some resourgéuits values for a given domain but, in
spite of such valuable information, this procesgatber not a trivial task and must be done by
system experts. Such computing infrastructures Idhioe equipped with a mechanism which
enables self-management and is realized by therviei the Autonomic Computing [41]
initiative. It has been created to enable buildoumputing systems and services that are
capable of managing themselves, anticipate theiklvads, optimize performance and adapt to
events occurring in the surrounded environment.

1.3 Thesis Statement

The complex issues of provisioning of Service @egbrinfrastructure, including the QoS
requirements, can be solved using the techniqudmlafveight virtualization enriched with
subsystems allowing implementation of adaptableristg. Implementing this class of systems
is possible due to employing elements of moderwad engineering techniques as well as
component programming.

Verifying the statement requires conducting extemsesearch in many fields related to design,
implementation and practical evaluation of the empénted platform for adaptable SOI
provisioning with LVC and special emphasis on falilog aspects:

1. Analysis of existing solutions for provisioning oWVirtual Execution
Infrastructure, deployment of applications, andedwmining weak points. The
algorithms for adaptive management of computatiomdlastructure are
discussed.

2. Model of adaptable SOI provisioning that suits qpaiatributed and virtualized
environments with lightweight virtualization, suppng re-configuration and
adaptively of Runtime Infrastructure used by ailan services.

3. The concept of theAdaptable SOI Lightweight Virtualization Provisiogi
Platform targeted for provisioning of Service Oriented &sfructure with LVC
and with elaboration of known adaptability paradsgnensuring flexible
architecture for adaptive management of such itrireure.

4. Implementation of theAdaptable SOI Lightweight Virtualization Provisiagi
Platformthat combines the aforementioned aspects.

5. Practical case studies with evaluation of the ptaifin enhancing the SOI with
LVC provisioning activities and ensuring the QoSnafrkloads.
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1.4 Research Contribution

The author of the dissertation presents a compedvesed approach for implementation of
Adaptable SOI Lightweight Virtualization Provisioig Platform for provisioning of Runtime
Infrastructure over LVC designed according to th@l $aradigm. In the thesis, the author
proposed thenodel of an adaptable SOI provisioning with LM@gluding carrying out the
requirements for development of the platform, whigdre mapped in the architecture and then
implemented exploiting modern software technologi@siable to create this class of systems.
Exploited software engineeringtechniques promote flexible architectures, manmtay
separation of concerns between components implémgemirovisioning, management and
adaptive behavior of particular elements of thetioum Infrastructure.

Particular attention is devoted to Solaris 10 OShwLVC provisioning, workloads
consolidation and QoS enforcements. The author almucentrates much effort on the
applicability of LVC implementation provided by Sols and policy-driven adaptive
management. Subsequently, software architecturéscanstruction techniques of adaptation
loops for provisioning of VEI and coherent to Autonic Computing Systems are described.
Principles of controller implementation are progbsand practically (conditions of
applicability) verified, including opened-loop sgsts, which exploit the model of controlled
system behavior, in comparison to closed-loop systexploiting feedback control.
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2 Background and Related Work

This chapter provides background for the researds@nted in the thesis. It elaborates basic
definitions related to SOI, SOA, adaptive systemd software engineering methodologies
useful for construction of adaptable platforms tiee provisioning of SOI. The chapter presents
virtualization technologies with a focus on lightghg virtualization, maturity levels and IT
process frameworks for structured computer systprogisioning and management. It also
describes already existing solutions for provismanof virtualized infrastructures and adaptive
management.

Implementation of the A-SOI-LV-PP requires the wsemultiple techniques in the field of
software engineering, adaptable systems construcéind algorithms used in adaptive
management, each elaborated in the chapter. Soeneeels that must be available in the
platform’s architecture, supporting provisioning BRuntime Infrastructure with lightweight
containers technology, are already defined in éfierence architecture developed by The Open
Group. Also a model for the SOA stack introducesis@lements of which the author tries to
fit into the architecture of the proposed solutidm important element is the analysis of the
currently available platforms for provisioning ofEY and solutions offering support for
adaptive management, with particular emphasis @ dbntext of compliance for SOI
architecture and support for lightweight virtuatina.

2.1 Service Oriented Infrastructure

The SOI platform providing core Infrastructure Seeg to applications enables delivering more
consistent service levels. This architecture isdue automatic allocation of resources on
demand as an application’s workload increases. The gudsli for Service Oriented
Infrastructure must provide support for the ess¢elements [8]:

* Functionality to manage provisioning of Virtual Ex#ion Infrastructure and
deployment of application components used by eedsyus
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* Service Management to assure the SOI solution gegvithe required service
characteristics expressed with an SLA.

Figure 1 depicts the SOI reference model [9] defity The Open Groupthat merges
Infrastructure Services with applications and comsts, thus capturing all the levels of
activities related to management and monitoringTofnfrastructure. The model defines the
conceptual building blocks that are provided inesrtb each service or other element can be
used in SOI, when such an architecture is impleetent
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Figure 1. SOl Reference Model.

The elements of proposed architecture are:

* Infrastructure Management FrameworlCollection of software tools that enable
provisioning and management of IT infrastructure an adaptive way, driven by
business rules.

» Infrastructure ServicesA collection of services that expose interfacasmhanagement
of particular infrastructure resources. Those sewviare implemented as combinations
of VirtualizedandPhysicalServices.

» Virtualized ServicesA collection of tools that are part of the softe/gorovided by
specific virtualization solution

» Physical ServicesRepresent hardware, storage and operating sysisources. They
can be mapped to low-level services related to tifemMmanagement (role-based
configuration) or Single-Sign-On (SSO).

% The Open Group (http://www.opengroup.org) is ada@nand technology-neutral consortium, whose visibn
Boundaryless Information Flow™ will enable accessirtegrated information within and between entegs
based on open standards and global interoperability
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Successful implementation of the platform for SOthw.VC provisioning involves fusion of
technologies, business models and infrastructureagement techniques. Specifically, SOI
accomplishes the goal of greater IT resource flgipefficiency and value generation through
intelligently matching physical services to meetsiness demand on a pay-for-use basis.
Intelligently matching refers to the combination tdchnologies, business processes or
applications and Infrastructure Services. Such ppraach for software and computational
(physical and virtual) resources exposition woush@nable provisioning of required resources
dynamically as an application's workload increaséenstruction of such tools involves
incorporating many software technologies and aitalytnethods that together will form SOI
for flexible computational infrastructure provising with lightweight virtualization and
management.

The Infrastructure Management Framework (IMF), fplab for adaptable SOI provisioning
must be flexible and give the system administraitexibility and increase operational
efficiency. The goal is to fit the system not omty requirements defined during the design
phase, but also to prolong the ability of the wlatf for adaptation during the usage phase.
Such a platform must be feexible systemwhere two variations are knowagdaptableand
adaptive systems. Anadaptable system provides users with tools that make it iptesgo
change the system characteristics. If the user gdsarihese characteristics automatically
according to specified goals, then the system eptee. The architectural vision of this
solution must be reconfigurable, built from modidad components that can be re-organized
and extended with new functionality to meet newiless requirements. Theelfadapting
system is the most common conception of adapt[@5}. The goal of adaptive systems is to
provide facilities that enable IMF to handle speciequirements, like optimizing workloads
according to SLA contracts. The following sectionsoduce aspects related to virtualization,
maturity levels in system management and architestaf adaptable systems.

2.2 Reference Architecture of SOA Solution Stack

The existence of tremendous number of computerebassiness applications created with
traditional software technologies often deliverseed for migration of existing systems to
Service Oriented ArchitecturéSOA), which is architecture for the creation ofnédynic
associations between services, interfaces and ithplementation. According to thiastitute
for Enterprise Architecture Developmen{lFEAD)* concept, SOA architecture is defined as
follows:

Services Orientation as well as SOA is an architadtstyle whose goal is to achieve loose
coupling among interacting services. A service isnd of work done by a service provider to
achieve desired results for a service consumeth Potvider and consumer are roles played by
organizational units as well as software agentdehalf of their owners.

* Eric SwedengService Oriented Architecture: An Enabler of thelé\@nterprise in State GovernmetReport
NASCIO, May 2006
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SOl is founded on the SOA concept with notionsewige provider and service consumer to
the virtualized computing, networking and storaggaistructure themselves. When resource
demand for computing resources for a given appdicathanges, like more CPU, RAM,
network or 1/0O bandwidth, a request in the SOA estid made to the IMF. The reference
architecture of SOA systems provides a blueprinthfmnv concrete elements are organized and
what the relationships are between the specifitdimgy blocks i.e. services, components and
flows that support business processes. It is agmitant that the proposed solution ensures a
means for reusability of required assets for raj@delopment, deployment, and management of
business processes, SOA applications and IT infretstre used. The SOA Solution Stack (S3)
[20] proposed by IBM elaborates the process of S@plications development and
deployment. The S3 model presented in Figure 2igesva detailed description of architectural
elements divided into nine layers. Each layer hgshysical and logical aspect and lets the
organization define the degree of consumer-provimkegration. The existence of both
functional and non-functional service requiremastalso assumed, which establish the SOA’s
objective. S3’s nine layers amperational systemsservice componentservices business
process consumerintegration QoS information architecture and governance and policies
The fivehorizontallayers relate to the overall functionality of tB®A solution, which are cut-
crossed by theertical layers that are non-functional in nature.

‘ Consumer layer
=

Busingss P ss layer
(Composition Choreography)

=

Services layer
(Atomic Composite)

Service Consumer

QoS laver (security.

L3 of
Information architecture laver

(metadata and business intelligience)

Integration laver (Enterprise Seryice Bug)

Service Provider

‘ Operational Systems layer

Figure 2. SOA reference architecture.

A description of horizontal layers in more detaikis follows:

* Operational Systemsr'he foundation of IT operating environment, irtthg existing
application software systems, databases, applica&rvers, transaction processing
systems and operating systems. This layer alsaidesl| virtualized infrastructure
resources that results in better resource utibmasind manageability. These combined
elements constitute the Runtime Infrastructure ireguby particular application service.

» Service Component$he layer guarantees that the implemented compsmenform to
service description, reflect the required functiaggand provide enforcement points for
realization of aspects defined in SLA contracts.

» Services Provides services defined within a specific orgation. Each service is
described with sufficient detail to invoke the mess functions by any business process
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or directly by a consumer. Service specificatiangists of interface signatures,
network location, communication protocols and seiman

Business Proces€ontains a definition of business processes, whie divided into
smaller tasks, each mapped to a specific servidachwfulfill specific business
functionality. These processes capture the aaw/ineeded to accomplish a specific
business goal. The layer communicates with the BEEB2C channels that provide
inputs from business users and returns the resulteem.

Consumer Provides mechanisms for handling interaction leetw users and other
applications in SOA ecosystem. Clients’ communarati channels might be
implemented with portals, rich clients and othehtelogies.

Vertical layers concentrate on aspects relatedtegration, QoS, availability, metadata about
exchanged information’s and policies that defineridnageability process.

Integration The layer is equipped with facilities like medidat, routing, and transport

protocols for ensuring communication between sessiand consumers. In the layer,
binding of services and components occurs for m®a@xecution and exposition of
services for communication channels managed bz 8t

Quality of ServiceThis layer provides tools that enable realizattdmon-functional
requirements and is responsible for observing dehyars and emitting signals or events
when non-compliance, according to defined SLA amiir occurs. The provided
functionality ensures that a given SOA solution ldooconform to requirements like
reliability, availability, manageability, scalalijfiand security.

Information architecture This layer defines inter-organization and croggaaization
data structures related to a specific industry,ifistance XML schema (meta-data) for
exchanged information and business protocols used.

Governance and policie$Provides management facilities for making decisi@about
SOA’s aspects, related to capacity planning, sgcyrerformance and monitoring. This
layer is applied to other S3 layers because itgnates the operational life-cycle
management activities of the SOA ecosystem. Siniseconnected with the QoS layer,
it helps in enforcing QoS though intelligent capaglanning according to defined
policies.

Although computational infrastructure built accaglito the SOI paradigm is used for hosting a
wide spectrum of applications, the S3 reference @hofl SOA specifies some elements like
Operational, QoS and Governance and Policies layetscan be transformed into the SOI
conceptual architecture. Such architectures mustabe on adaptable Runtime Infrastructure
that enable flexible provisioning of VEI over LVGnonitoring the health and making

adjustments to meet defined SLA automatically tgftodynamic resource allocation.
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2.3 Virtualization Technologies Overview

The nature of individual services that can causmesacomputational resources to be
underutilized or overwhelmed depends on some conditike time of a day or other regular
events. Services consolidation into groups, calledkloads, onto fewer larger servers, which
computational resources might be virtualized, le@dbetter flexibility and manageability. A
workload is an aggregation of all processes of @sli@ation, or group of applications, which
makes sense from a business perspective. Anottter fa logical isolation between workloads,
which is especially important for scenarios whepligations belong to different business units
and when namespace conflicts, security, and adtratien issues occur. The big challenge
when consolidating multiple applications onto senghysical server is to provide mechanisms
of control over the resources (e.g. CPU, memoryigus or network bandwidth) utilized by
those applications. Hardware and software advaintesiuce concepts afirtualization, which
provides mechanisms for advanced management ofineso e.g. devices, storage address
spaces and OS instances providing resources cotismmgranularity, some degrees of
isolation and flexibility (Figure 3).

Technology Technique

Resource Pools

dware Domains
Hardware Partitioning

Paravirtualization

Virtual Machines
Fullvirtualization

Lightweight virtualization

OS Process OS Virtualization

Virtnalization levels

OS Thread

HTT

Hyperthreading
MT

Figure 3. Virtualization levels.

Virtualization techniques allow multiple OS and kpgtion instances to run on the same
server, having the illusion that it is running vinthts own hardware making physical resources
more usable and more effective by aggregation la@alility to partition them together.

» ResourcePools Groups of prepared servers with a provisionedaipg environment
that can be assigned to serve a specific applicagovice. These groups are also called
server pools and are managed with a concept ofceewith the usage of appropriate
provisioning software tools. This architecture asss that computers, called blades, are
plugged into a rack-mount shelf equipped with dadida communications subsystem
(shared 1/0 channel to Network Area Storage (NA®) several gigabit Ethernet ports)
and control logic that supports system redundaBtgdes architecture allows server
construction to be further partitioned using thikofwing virtualization techniques.

» Hardware Partitioning Domains are a solution which involves hardware famware
interfaces to divide a computer's hardware res@ustethey can host multiple OSes.
They usually have some architectural limitatiorke la fixed number of OS instances,
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amount of resource granularity or sharing. Thisraaph is mostly used on high-end
servers.

Virtual Machines (VM) are a technology that enables running opegatsystem
instances in domains that share a physical seesgurces. Such domains are isolated
environments to be managed bypervisor(a.k.a.Virtual Machine Monitor- VMM).
Hypervisor performs emulation of some real hardwassurces enabling it to run some
number ofVirtual Machines Each VM has the illusion of owning hardware as@ble

to manage an arbitrary guest operating system. idigoes usually do not have fixed
limits on the number of OS instances and enableifsgeion of fine-grained resource
controls settings.

OS Virtualization Another technology is LVC, in which there is ordye underlying
operating system kernel, which the containers erdndy providing distinct borders
offering increased isolation between groups of esses. Software that virtualizes an
operating system environment enables it to run seomeber of LVC instances, which
do not emulate any of the underlying hardware.elmdt the container or application
communicates with the host OS to share resourcgeusahich then makes the
appropriate calls to real hardwaRrocessvirtualization is a concept used for domain
specific solutions lik& Virtual Machine[16], Multitasking Virtual Maching17, 18] or
.Net Application Domaing134], which enable running several applicationsone
process instance of Virtual Machine and also enat®eure isolation between
applications. The advantages of the hosting apmiteenvironment are reducing the
memory footprint, better start-up and control oih@sources are used [18, 19], which
is very important in case of small and portableicks; Thread virtualization is a
technique long-used by operating systems to protvidallusion of exclusive access to
shared system resources. Multiple process thraadsng on single CPU are assigned
time by the OS scheduler, which provides some fofrwirtualization.

Hyperthreading Virtualization of CPU processing resources whigre rationale is to

maximize throughput performance by utilizing idicles. Intel, for example, refers to
this form of processor virtualization as hyper-tdmg technology (HTT) or

multithreading (MT) on its Xeon and Pentium 4 prodlines.

Virtualization techniques differ in the complexiy implementation, ease of administration and
common use. Important aspects are the performanpaci in comparison to the standalone
OS, level of access to resources and, of coursadhr of OS support. The most important and
widely-used technologies in the industry are désctin more detail bellow.

2.3.1 Hardware Partitioning

Hardware partitions, introduced by Amdahl Corpanasi Multiple Domain Facility (MDF)

[13], are architected as self-contained servemgicédly isolated from each other in a highly
secure and reliable manner. Each partition is #&tctecally” separated computational domain,
contained in multiple system boards, CPU’s, memtfy, network resources and boot disks,
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which, as whole, is able to run a single OS instaridBased on the MDF model, Sun
Microsystems created a new class of servers, SUNFis¢ and SUN M8000, which also
support hardware partitions through thgnamic System Domai(®SDs) [14] mechanism.
They also introduced Logical Domains (LDoms) vitizetion technology, limited to the
UltraSPARC T1 and T2 processors. LPARs are anatinieralization technology based on the
domains concept provided by IBM, which can onlyrbe on PowerPC based machines [34].
The IBM boxes have an abstraction layer betweenhtdrelware and the operating system,
called Power hypervisor thatllows for logical partitioning. The LPAR partiie can run
different kinds of PowerPC-based operating systébmsux, AIX, OS/400). The domains
usually have high reliability and strong isolatibetween them with low overhead, but are
limited in number and rather financially expensitreis used by big enterprises.

2.3.2 Virtual Machines

Virtual machines date back to the late 1960s whth telease of IBM's VM/CMS operating
system. VM works in several moddaull-virtualization allows the VM to manage an arbitrary
guest operating system without its modificationsduse it is not aware that it is not running on
real hardwareNative-virtualizationis a hybrid of full virtualization and acceleratitechniques
used for increasing performance of I/O operatiams$ @xploits extensions built-in directly into
the hardware like Intel Virtualization Technologh/{) and AMD-Virtualization (Pacifica)
families. Para-virtualization requires rather radical modifications of the oparatsystems
managed by the VMM and equips each VM with an alstin layer of the hardware, which is
not identical to the real physical hardware, buthsapproach allows near native performance.
VM'’s technology also allows for live-migration (mimg instances between hypervisors) to
another physical serveiThe known virtualization products that are based/M technique are
VMware®, Microsoft Virtual Serveror Xerf.

2.3.3 Lightweight Virtualization Containers

Lightweight Virtualization Containers (LVC - namatsoOS-Containersare operating system
virtualization technologies managed only by a sngperating System Kernel (OS Kernel), on
top of which virtual OS instances are created. Hgproach is very efficient and flexible if
there is a need to provide a similar set of opegasystem instances used by some number of
workloads that need to be isolat&blaris Container$27] technology is an operating system
virtualization that prevents underutilization ofngputer resources by consolidating multiple
workloads on a single computer. The Solaris Coetairfunctionality comprises two main

® If the source and target servers are located mvihe same LAN and share NAS that contains pagicuM
instance.

® http://www.vmware.com
" http://www.microsoft.com/windowsserversystem/vidserver/

8 http://www.xen.org
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components to provide these featur@slaris Zonegartitioning technology (for applications
isolation) and resource management tools. Isolgirenents processes that are running in one
zone from monitoring or affecting processes thatranning in the other zones, whi®laris
Resource Managemerftamework provides mechanisms for system resousadkxation,
management and accountir@penVZ[32] is a virtualization technology based on carges
developed by SWsoft. It provides multiple isolatédual Private Servers (VPSs), running on a
single physical server, to share hardware and neamegt effort with maximum efficiency.
Each VPS has its own life-cycle, which means thatan be started and shut-downed
independently and also maintains its own file systeetworking stack, memory, processes,
files and system services. The basic OpenVZ VPSluhies are: Dynamic Real-time
Partitioning for partitioning a physical server into set of VP8ach with full dedicated server
functionality andResource Managemefr controlling how host OS resources are shared
between VPS instances. Lightweight virtualizatiomposes little performance impact on the
virtualization capability. Nevertheless, the lintide is a choice of operating system that can
cause problems, since applications are often m&ttibr only a certain OS or its version.

2.3.4 Multilevel Virtualization

Domains and virtual machines host OS instances dlst can be virtualized through OS
virtualization techniques and founding the so-chiteultilevel virtualizationdepicted in Figure
4. Lightweight virtualization containers can be ming in VMs and created in large numbers,
even on machine with a single CPU. LVC are avadafdr many platforms, including
UltraSPARC, Intel or AMD architectures, but becatisgy are running in single OS kernel, it is
not possible to mix and match software that reguianflicting OS versioris

Operating
0s System

Domains Virtual Machi 0s Contai Bisambesnure

(LDOMSs/LPAF) (Xer IXVN [Vmware) (Zones/OpenVz) (Sun SRM/IBM WLN)

Server Virtualizatior | 0S Virtualization

< >
More Isolatior More Flexibility

Figure 4. Multi-level virtualization overview.

When multiple users or software application workloare sharing the same domain, VM or
LVC container, it is possible that one workload ‘adomonopolize access to computational
resources. To prevent such scenarios, facilitieplemented in modern system resource
management tools, for instance by Sun’s SRM or IBWLM, are used. Workloads that are

® Solaris 10 Zones provide support for Linux Branded Solaris 9 zones.
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more important can be prioritized along with othiess critical workloads and ensure that
business critical applications have access to requesources.

2.3.5 Summary

Virtualization is a basic element of Service Oraghtnfrastructure and increases IT agility and
flexibility because such environments can be proaiesd on demand, allowing deployment of

application services. Lightweight virtualizationasrery attractive approach, which can be used
together with VM and Hardware Partitions and previdore granular resource partitioning

facilities through utilization of system resourceamagement frameworks; but it also poses
challenges in areas such as provisioning of complek configurations and management to

fulfill specified QoS goals. Solutions based ornhtigeight virtualization are also considered to

be more efficient compared to the VM [37]. Howewdue to lower isolation, require greater

effort in the area of tuning parameters that deffireeallocation of physical resources.

2.4 Provisioning Challenges of Virtual Execution In  frastructures

Virtualization poses management challenges that mmeiconsidered and analyzed during the
practical application of any virtualization techogy. Some are defined by Enterprise
Management Associates (EMA) and, described withepnimts in [36], are related to VEI
environments and can specify general aspects of Brvisioning with lightweight
virtualization.

2.4.1 Maximizing IT Operations Resource Efficiency

Complex deployments might be based on many vidaatin technologies sprawling across
physical servers. When considering multi-level vafization scenarios, such installations
become even more challenging in terms of provisigrand further management because of the
duplication of the tools provided by each platforitis can be avoided by integration and
automation of physical and virtualized systems rgangnt into an Infrastructure Management
Framework platform, which automates regular provisioning anmthnagement activities
(virtualized computational resource monitoring afdcation, or live migration). The solution
enables proactive reaction for unexpected eventarbyautomatic detection, diagnosis and
remediation process, equipped with knowledge basedsome process frameworks and
policies. Such an approach, in turn, helps to awae major difficulties in expanding IT
infrastructure and the provisioning of new elememtsiemand.

2.4.2 Managing Virtual and Physical Assets

Virtualized Execution Infrastructure that consisté many heterogeneous elements like
Domains, VM’s or LVC allocates distributed physicatources and makes such infrastructure
harder to control to ensure that computational uess are used efficiently. The previously
mentioned platform must improve visibility with domuous, automatic discovery and recording
for both physical and virtual infrastructure elenserParticular VEI elements must be tracked in
terms of current activities i.e. how workloads amme resources and if they can be consumed
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more efficiently. This can improve hardware reseuratilization and increase server
consolidation ratios.

2.4.3 Establishing Performance and Availability Req  uirements

Effective application service provisioning requiedtective SLA contracts fulfilment. VEI is a
dynamic environment with continually changing waodls and resource allocation. Thus
providing services for continuous measurement gliegtion services performance metrics is
especially vital, allowing for workloads’ adaptatighrough resource allocation to maintain
service levels. Monitoring and management servioest enclose the Operational Systems
Layer of the S3 model to enable predictive and @méative performance management.
Provided functionality must be able to detect, d@s®, and correct performance problems.
Performance metrics for particular VEI and applaat middleware elements must be
consolidated and events correlated. This will emdbtation of potential bottlenecks in the
entire infrastructure and isolate performance aralability issues.

2.4.4 Integrating Network, Storage and System Manag ement

Virtualization also necessitates requirements & @inea of networking communication and
storage. The physical server, which consolidatggegific number of workloads running within
domains, VMs or LVC, intensifies network traffic timee device. Scenarios in which application
services running are physically moved between @svis realized through real-time migration
of particular VEI elements and requires maintainiegwork connections, topology and flow
limits to provide the required bandwidth betweeerdls and other interconnected systems [39,
40]. Migration and dynamic provisioning of VEI elents also requires external storage (NAS
or SAN devices), shared between physical serversteasing rate and data transfers.
Virtualization, therefore, produces much greateumements for solid, continuous and high-
bandwidth network and storage infrastructure.

2.4.5 Summary

The described challenges must be reflected in tbeiged IMF platform, which incorporates a
toolset for network, storage and virtualizationtfolems to automate and integrate particular
elements to optimize the whole provisioning and aggment process. It focuses on
orchestration of compute, network, and storagai@iized resources, ensuring these resources
are available to the upper layers of S3’s stack.

2.5 Evolution of Maturity Levels in Computer System s Management

Adaptive and autonomic management of computinguregs is not a new problem for
computer scientists. For decades, system componedtsoftware have been evolving to deal
with the increased complexity of system controlsorgce sharing, and operational
management. It is the evolution of past trends ddress the increasingly complex and
distributed computing environments of today [43yokition of maturity levels related to IT
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lifecycle management, regarding autonomic compusiolgttions, affects the level of decision
making. Five levels can be defined, which are erpliin [42,46]:

* Basic Level IT professionals manage each system element. Me8virelated to
configuration optimization healing andprotectionof IT infrastructure components are
performed manually.

* Managed LevelSystem management technologies can be used tatcwifermation
from different systems and analyze this informatibnthis scenario, IT professionals
do most of the analysis, but it is a starting péantthe automation of IT tasks.

» Predictive Levellndividual components monitor themselves, analyrnges and offer
advice. Therefore, dependency on people is redaeddiecision-making is improved.

* Adaptive Level IT components can, individually or group-wise, mitor, analyze
operations and offer advice with minimal humannvation.

* Autonomic LevelSystem operations are managed by business mokstblished by
the administrator. In fact, business policy drive®rall IT management, while at the
adaptive level; there is an interaction betweendmsrand the system.

In the context of SOI provisioning, availability giperformance are important topics that are
the foundation for the basic requirements to suppbe business operations smoothly.
Unfortunately, the general state of the industmatber abasicandmanagedevels. Switching

to higher levels requires a particular IT organatfollowing appropriate management
processes that are defined in order to ensure \theahility and performance of Runtime

Infrastructures.

2.6 Informational Technology Process Frameworks

Provisioning of SOI is a very complex administratiprocess, because it can grows in
complexity and dynamics, raising requirement fdf-sefficiency, which means that human
administration of these systems is reduced to anmuim. Aspects related to infrastructure
management can be described with the usage of s@nheity model, illustrating the evolution
phases that lead from a resource management-fo@mmwach to a service management-
centric approach [22]. The described process fraonesvdefine a set of best practices that can
be used for delivering of SOI to end users in aratled and disciplined way.

2.6.1 Information Technology Infrastructure Library

Information Technology Infrastructure Library (IT)ls a collection of IT best practices,
created by the U.K. Office of Government Commert#OGC), that are designed for
organizations to have efficient service manageme&hbse best practices are the result of
experience acquired by major IT organizations i@ #nea of IT services, infrastructure and
application management, and contributed to by t&&Q. ITIL blueprints are a good source of
patterns used for adopting best practices to bdemmgnted in any IT environment. They
describe the goals, general activities, inputs @umputs of various processes that establish IT
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services with the current and future requiremehtsusiness customers and improve the quality
of these services. These activities are part ofStevice Lifecycl€Figure 5) that bridges the
five key stages of a serviceStrategy Design Transition Operations and Continual

Improvemeni23].
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Figure 5. Information Technology Infrastructure Lib rary v3 overview.

2.6.2 Operational Management Capabilities Model

Operations Management Capabilities Model (OMCM)] [Bdased on the Sun IT Management
Framework (Sun ITMF) and concentrates on aspelatetetopeople processesandtools
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Figure 6. Operations Management Capabilities Modebverview.

Similar to ITIL, it is also a comprehensive methlodyy for continuous improvement of IT

management and provides best practices at alldefenanagement of IT environments. The
management tools framework (Figure 6) consists ddyared combination of management
applications that are tied together, when approgrithrough the integration of specific
components [138]:

* Thelnstrumentationlayer consists of all management elements thatlerthb various
management tools to gain access to managed resatroeigh the appropriate agents,
probes, or other ad-hoc scripts and executables.

* TheElement and Resource managemagér consists of management applications that
directly interact with the execution environmengteery or modify managed resources.
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 The Event and Informationayer consists of applications that manage evamis
information generated by the lower layers of tlafework.

 The Management Data repositorys a logical representative of the storage and
management of operational data.

* The Service-level manager@re applications that provide the tie-in betweesiless
requirements as defined by SLAs and the technteslls of the execution environment
as determined by the lower layers of the framework.

2.6.3 Summary

Both ITIL and OMCM are written guidelines descrigpieffectiveprovisioning of IT services to
end users according to required levels of serviedopmance and availability. IT process
frameworks suit requirements of SOI governance aatl might be integrated with the S3
reference model that seems to conform topreglictivelevel of systems management. They
also support architectural decisions that desaitiéacts, capacity planning and management
policies. These decisions are categorized into émanmon functions founding @ntrol-loop
collect (monitor)the details to identify a neednalyzethe details to determine what should
done to fulfill the needgreatea plan to meet the need, aexecutethat plan. These control
loops are performed by the system administratowverntieless automation of process
frameworks activities can be delivered with a safvplatform, which implements automatic
behavior promised by vision of Adaptive or Autonar@iomputing.

2.7 Adaptive and Autonomic Systems

To achieve automation in SOl management framewdankastructure Services must be
orchestrated by a coordinator, which uses busindss. Such rules map from higher business
application levels down to the Infrastructure Sees, based on application consumption [12].
Introducing autonomic computing architecture forlS@ovisioning and management would
reduce manual operations related to administrdticetions through predefined policies. Self-
management of IT infrastructure adds the follonehgracteristics [44]:

» Self-configuring the ability fordynamic configuration itself, on the fly, with mmal
human intervention

» Self-healing any improper operations caused by system or apioircdailures are
detected automatically and corrective action ifiated without disrupting application
services.

» Self-optimizingthe IT environment is able to efficiently maximigesource utilization
to meet SLA with minimal human intervention.

» Self-protectingthe goal is to provide the right information to tiight users at the right
time through actions that grant access based orusbkes’ role and pre-established
policies.
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A model of Autonomic Computing Syster&CS) is presented in Figure 7 [46]. The basic
elements of ACS are Autonomic Elements (AEs), whasle software agents interacting
together and ensuring self-managing behavior fagman hierarchy ofself-management
subsystems. Each AE consists of two building bloékgonomic Manager (AM) and Managed
Elements (ME), which are system components, e.gdwae or software applications.
Autonomic managers execute according to definetipsland are responsible for management
of specific managed elements that must expose sansgoeffector interfaces. Sensors are used
by the AM to acquire monitoring data and then corapawith a specified goal. The resulting
action is performed on a given managed elementfbgters.

Autonomic Signal Channe

Alert events and problen 3

analysis interface SLA/Policy I
. A i

Managebility

Interface

‘ Observe

Autonomic Managet

Monitoring Data Actior

= = E,,,,.f,;\

Managed Elements

Autonomic Element

Figure 7. Autonomic element architecture.

The autonomic manager perform®nitoring analyzing planningandexecutiomactivities that
provide control-loop functionality and require knowledge about managesburces built into
the manager or collected during runtime. In themfer case, such information can be
represented as a mathematical formula, i.e. a neahagsource model describing a relation
between its state and control action that shouldpédormed to achieve desired system
behavior. The latter case corresponds to a situatizere such a model is difficult to identify.
The manager may search for suitable control paemeiuring an iteration process performed
directly over managed resources. AMs can commumitagether, via an autonomic signal
channel, and form a relationship between them. Aartdc and adaptive managers must use
some knowledge to govern the behavior of contropsresponsible for steering underlying
resources to meet specified goals. The abilityrohatonomic manager to extract knowledge
from the observation of the system activity is idgtished as a characteristic feature that
differs autonomicfrom adaptivesystem. Adaptive systems follow close-world assimnpand
typically have a knowledge element represented byodel or a set of ruleSuch knowledge
can be defined with such means as policies andad by autonomic managers to determine
what actions should be taken for the managed ressuhat they are responsible for. This
knowledge is stored in a repository and accessiblevell-defined interfaces.
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2.8 Construction Methods of Control Loops for Compu ter Systems
Management

System administrators use heuristics, best practmevided by software and architectural
patterns and system tuning guidelines [109,110,1hl§he following examples, to obtain the

best performance of an application server middlewdhe specific application must be

considered with its expected load (number of usetalabase which store applications’ data
and the VEI used by the application server in candé resources’ settings. Quality assurance
tests, performed in an iterative way, might prodaceet of configuration settings that satisfy
the specified SLA, but they are rather time consignin such a scenario, using efficient

systematic analytical methods for finding the clas®ptimal systems’ configuration might be

very efficient and useful.

2.8.1 Queuing Networks

A queuing network is defined as a set of intercotew queues where each queue represents
physical resource that services customer requédt?].[In a typical scenario, a resource is
made from the server and a waiting line for cliereguests (Figure 8). When a request arrives,
it is serviced immediately, but only when and i€ teerver is available, otherwise the given
request joins thevaiting line Customers arrive at the system with some valuagrofal rate

(A). The time needed by a server to serve the regsiesterred to as theervice timgS), the
time spent in a waiting line is named tlaiting time(W) and sum of service and waiting times
is namedesponse tim€T). This approach is used for predicting the penfance of virtualized
environments in [30] and other computer systemg [67

T

A

arriving customers

departing customers

waiting line

Figure 8. Single queue with one resource server sitture

2.8.2 Control Theory

Modern control theory is a discipline that is comesl with the formal basis of analysis and
design of computer systems for control and managéenies scope includes challenges and
methods of designingontrol algorithms,.e. formal rules (equations, procedures, appboa),

to determine control decisions, which are performgdspecially designed and implemented
plants able to process data and perform actions M@&nagement systems based on control
theory, develops architecture for controlling targgstem to achieve a desired objective.
Summarizing control theory enables analysis andtcoction algorithms and components for
creating systems that achieve some predefined tolgecand describes design techniques for
determining the values of parameters in controbrtigms. A practical evaluation is presented
in [73, 74].
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2.8.3 Fuzzy Logic

Similar to feedback control, there is a controbed a target system. However, there is no
notion of reference input since the goal is optatian. Second, the feedback consists of both
the measured output and the control input. Fuzarobemploys qualitative descriptions of
systems to make it easier to specify controlleroast which are so-called linguistic variables
that exist in one-to-one relation to numeric valthed can be between 0 and 1. These variables
indicate the direction and magnitude of changectit@a evaluation of fuzzy logic in the
context of SLA management is elaborated in [75, 76]

2.8.4 Heuristics

Heuristics stand for strategies using readily asibés, though loosely applicable, information
to control problem-solving processes in human kesigd machines [79]. Such techniques are
rules used to manage computer systems, solve pnskded produce good solutions, without
proving to be correct. When designicgntrol loops,heuristic methods can supplement queuing
networks, control theory and fuzzy logic algorithmes produce more accurate and efficient
implementation. Practical exploitation of heuristio the contexts of ACS is presented in [80].

2.8.5 Summary

The example methods of control loops constructiescdbed focus on the analytical

mechanism used in performance an engineering @abas might be automated by introducing
an adaptive manager, which manages a self-adaptiogess driven by adaptation loops.

During the analyzing and planning phases, actioesparformed through the evaluation of

control algorithms defined with the methods andlengented by the policies, which consist of

three elements: an event, which triggers policyllateon, a condition that makes a policy

applicable, and a decision (or action) to be exatuthen the condition is met. The input data
used in the evaluation process are acquired frasaourees using a sensor interface and for
invoking actions, an effector interface exposedhgyIMF platform.

2.9 Policy Representation

Adaptive and autonomic managers accept a goal fgmk@s a policy, analyze the current
situation, in the context of existing knowledgedaexecute decisions. They manage their
internal behavior and relationships with other edats in accordance with established business
goals. The objectives can be defined within @w/ernance and Policidsayer. In the context

of the S3 modelpolicy governancerovides the ability of so-called policy-based mg@&ment,
enabling high-level definition of directives to translated into specific actions and is a solution
used to define adaptive or autonomic system behalie goal is specified byolicies which
define a principle of the system management agtiaihd relates the system state with
appropriateactions(specifies a high-level goal of the system funutig), and is mapped to a
form represented, for instance, by a mathematicalehunderstood by an adaptation process.
The policy is defined as a set of rules and maytaioradditional information like the rules’
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evaluation order and descriptions. In such a caneecording to [58], three types of policies
can be distinguished:

» Action Policies The lowest level of specification, they are ie ttorm IF (Condition)
THEN (Action) where information about the current system sisteecognized as a
pattern (condition) defined in policy and, if curtestate matches pattern, then
appropriate actions are taken. The example of spdticy might be IF
(Transaction_Throughput < 100 TPS) THEN (Assign_C®BUContainer_Pool) The
adaptive system is supposed to deliver input datd dor condition evaluation and
invoke actions on managed elements. These typegobfies are described in
[59,60,61].

» Goal Policies Describe goals to be achieved without specifyiog to attain them, for
instance, Transaction_Throughput must be greater than 100 "TP&ey are more
powerful and are specific for autonomic systemsahbee the administrator defines only
directions without exact knowledge how to influemoatime parameters. Construction
of autonomic environments using these types ofcpediis more challenging and
requires advanced modeling and planning servicesgshwtranslate goals into actions
[62,63,64].

» Utility Function Policies These policies are the next level in the evolutad policy
definition for autonomic systems, because theyraatwally specify the most optimal
goal for the managed element. The employment di sechniques demands utilization
of sophisticated modeling and optimization servideat would translate utility
functions into actions. The outgoing research #ativare described in [65,66,68].

Policies can be represented with dedicated progiaghtanguages or more common formats
like XML whose advantage is simplicity, popularignd universal way for description of
structured data.

2.9.1 Policy Description Language

Policy Description Language (PDL) [48] was one #aely policy languages invented in Bell
Labs. It specifies policy as a declarative rulegpumopositions. The information model of the
PDL consists of four main abstractiopslicy rule eventandconditionand the interpretation is
that when the event occurs and the condition is, tituen the specified action will be executed.
The proposed model was later adopted by many subsegpolicy languages and
implementations [54].

2.9.2 Autonomic Computing Policy Language

Autonomic Computing Policy Language (ACPL) is aippllanguage created for IBM Policy
Management for Autonomic Computing [49]. The conaefiends the Policy Core Information
Model (PCIM) [57] to support distributed IT systemsnagement. Each policy rule can specify
a condition and an action executed if the condit®true. Such a rule is also specified with a
priority that specifies the relative importanceagbarticular policy in a policy group. There can
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be two formats used to specify policy rules: an Xiith an appropriate tooling support and a
simple text format to define policies through regulext editors. The latter format has been
standardized by DMT® into CIM-SPL (Simple Policy Language for CIM).

2.9.3 CIM-SPL

CIM-SPL fully incorporates Core Information Mod&I\) [56] constructs, and includes many
features and lessons learned from the design amdiusther languages. The data used for
evaluation are contained within CIM data structuaesl accessed via CIM Object Manager
(CIMOM) defined within CIM Objects. CIM-SPL suppesrtll intrinsic data types defined by
CIM Meta Schema witharithmetic boolean and casting operators. In general, this policy
language is useful in creating policies based dvi @ata model.

2.9.4 Rule Engines

Rule engines use rules that typically have thecsirae: when <some conditions> then <do
some action>They evaluate rules based on providacts (describe state of the system) with
an inference enginaising pattern matching algorithms like RETE, Lin€kreat, Leaps. The
most popular are RETE and solutions like CLiPSes¥, Soat® or Drools* are based on this
kind of pattern matching algorithm. Some of the adages of using rule engines instead of
developing independent solutions aoalability and efficiencypattern matching algorithms are
scalable even for big numbers of facts) and progda knowledge containethat allows
collecting all rules in centralized way. Rules d@ndefined with languages that are similar to
natural and easy to understand.

Some other policy languages exist. For examplegmsible Access Control Markup Language
(XACML) [51] can be used in the context of accessitoml policies. Ponder [52] is good
solution for specifying rules but very problematic case of SLA contracts definition. A
extensive comparison can be also found in [53,54].

2.9.5 Summary

The SOI provisioning process model is an examplke jpblicy-driven system. The management
of the Operational Systems Layer elements withohdRuntime Infrastructure is automated via
the usage of policies that express key decisiotisigag QoS goals. They can express
adaptability strategies of already provisionedipalar SOI elements i.e. managed resources.

1% pistributed Management Task Force - http://www ong/
1 http://clipsrules.sourceforge.net

12 http://www.jessrules.com

13 http://www.zilonis.org

 http://lwww.jboss.org/drools
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2.10 Technologies of Building Adaptable Systems

When considering requirements for adaptive managemé SOI, there must be means

provided that enable integration to intercept agairect interactions between these virtualized
resources and hosted middleware used for runnipticapion services. The adaptability of the

IMF can be introduced on different levels of in@rarchitecture. Elements used to provide
adaptive resource management, such as sensor faudoefinterfaces and the Adaptation

Manager, can be separated from the parts respengibl provisioning. There are a few

concepts that can be used to achieve that.

2.10.1 Component-Based Design

Component-based desiga a result of the evolution of concepts raiseohirthe level of
maturity attained in object-oriented design thabnpotes software reuse. Requirements
specified by interfaces definition enable develspén implement required functionality
independently. Such an interface is a contractipedy a service provider that clients might
implement in components that can be developedndsed and deployed by third parties using
component-based middleware platforms e.DlET [134], COM/DCOM [133], Corba
Components Mode(CCM) [136] or Enterprise Java BeangEJB) [137]. Two types of
composition are supported, namshatic anddynamic When dealing with static composition,
components are combined together duremnpilation phase to provide required services
functionality. In contrast, dynamic compositioncals components that are part of given
service to be added, removed, and reconfigureduttime. Such a process requires late
binding support from the component framework tHaives dynamic coupling of compatible
services through well-defined interfaces.

2.10.2 Reflective Middleware

Middleware refers to a distributed platform of midees and services that reside ‘between’ the
application and the operating system and aim tditete the development, deployment and

management of distributed applications [114]. FegQrdepicts middleware decomposed into
four layers proposed by Schmidt [113]:

» Host-Infrastructure Middleware Provides low-level interfaces for encapsulatidn o
communication with OS, concurrency, memory managemenetwork services. These
interfaces are implemented by components dedidated given operating system and
assure portability by elimination of many tedioagor-prone and non-portable aspects
related to development and maintenance of netwaskedces.

» Distribution Middleware Specifies higher-level API's for distributed praghming
models and components that acts as a facade fomation of OS network services
exposed by the host-infrastructure middleware. &hagerfaces enable clients to
program distributed applications services by inmgkprocedures on dependant objects
more transparently without dependencies like l@catprogramming language and OS
platform in mind.
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« Common Middleware ServiceBxtends distribution middleware by providing hegh
level services that allow service providers to @nate on programming business logic
without a need for "plumbing" code responsibletfansactions, concurrency, resources
pooling (number of threads or database connectems)others.

* Domain-Specific Middleware Servicéxovides services tailored to the requirements of
particular domains, such as e-finance, e-markedaltiicare and aerospace, that are
rather domain-specific and targeted at verticalkeizs:

Because the role of middleware is to hide low-leasgects related to resource distribution and
platform heterogeneity from the business logic mblecation services, it is logical to extend
middleware platforms with services that providemd@ behavior related to aspects concerned
with QoS. Reflective techniques are seen as the foaghe development of the next generation
of middleware platforms [116, 114s they enable adaptation that is adjusting to rtrest
requirements of the environment or the applicatidnis adaptation may proceed autonomously
or half-autonomously on the base of the applicatieployment within the limits of a defined
course of action of the users and the administritb8]. When considering the middleware
platforms, the reflectivity causes the accessibilif the mechanisms to the internal
manipulation of the system services during theirkwdreflective middleware systems are
therefore the proper base to construct an adapasioldlexible management tools to implement
the IMF. Reflection in the context of middlewareveaonments enables the system to reason
about and act upon itself through inspection araptation at run-time. Inspection must provide
extensions that allow observation (e.g. to mortgtorent memory usage) while adaptation e.g.
would allow specifying a number of objects in thememory cache to have a better match the
system’s current operating environment.

Applications

Domain-Specific Middleware Services

Common Middleware Services

Distri! i i C]

Host: Infrastructure Middleware

and Protocols

Figure 9. Middleware layers.

Dynamic adaptation in middleware can be realizedh wiarameter and compositional
adaptation described in much detail in [119].

2.10.3 Parameter Adaptation

Parameter adaptatiorinvolves the modification of environment variables configuration
parameters to adjust services behavior [121]. @taptation is widely used in many solutions
like the adjustment of values of the internet TQBtqrol control window in response to
apparent network congestion [125] or context-aveygems [126]. Parameter adaptation is
rather easy to utilize/achieve; it is common tofen configuration changes to set parameters
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of various service components to meet specifictional or non-functional requirements. The
disadvantage of the technique is the lack of mdsh@that enable adopting algorithms or
components that were not provided during the impletation or assembly phase; only existing
adaptation strategies can be used by such a service

2.10.4 Compositional Adaptation

Compositional adaptatioenables algorithmic or structural parts exchangano&pplication by
modifying its component composition at run-time. irew components can be exchanged,
removed or inserted [121]. Such a technique, intresh to parameter adaptationgnables
dynamic recompositionf an application to use newly defined adaptastrategies, which is
the glue when services are running in an environmeth limitations on CPU, memory or
network resources. Dynamic decomposition might aBgpport choosing appropriate
components ircontext-awaremanagement systems to be equipped with neededrsand
effectors interfaces, depending on the type ofrumsénted resource. The realization of
compositional adaptation has been aided by thelwamde of three key technologies [119]:
separation of concerngomputational reflectiorand the already discussedmponent-based
design

paration of Computati Comp . .
Concerns Reflectior Based Design Service specific P

code
* H !

Compositional
Adaptation

!

Middleware

Weaving

Combined code of service

Figure 10. Main technologies contributing

- ) Figure 11. Aspects weaving structure.
compositional adaptation [100].

Separation of Concerns enables developments’ separation of the functibehhlvior (business
logic) and the crosscutting concerns (e.g. secugtylity of service and fault tolerance) of
services. Such separation provides an effectivenméa services maintenance and promotes
reusing, which are very important principles inta@fre engineering. The most widely used
approach today seems to be AOP (aspect-orientedrgmmoning) [132] that promote
modularization of software. Modules that contaia business logic of a given servieervice
specific codg and non-specific codeagpecty are then merged during the weaving phase to
create the final services’ code (Figure 11).

Computational Reflection is a technique that allows a system to maintafarination about
itself (meta-information) and use this informatitin change its behavior (adapt) [122, 123].
Reflection enables a system to reveal (selectedailsleof its implementation without
compromising portability [124]. It hides unnecegsamplementation details at a level of
abstraction through the compromise of two actigitie. introspectionand intercession this
enables changes to the system behavior. Introgpeetiables an application to observe its own
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behavior and intercession enables a system orcapiplh to act on these observations and
modify its own behavior [115].

2.10.5 Summary

Adaptable architecture is supposed to use a commpdrased approach in its implementation
that integrates well into custom solutions drivgnwell-established industry standards. These
components should use reflective middleware techlasgwith parameter and compositional
adaptation enabling the implementation of adapt&lak provisioning over LVC solution in a
systematic and principled manner. However, architecanalysis must be performed that
defines requirements for SOI platform and identifimsed on infrastructure elements and their
representation.

2.11 Related Work

Provisioning of application middleware and compdseeseployment can be performed using
package managerRPM, dpkg and application installerd\{indows installeror InstallShield
[2]*®. Provisioning in distributed environments is matellenging, which introduces several
additional issues to be resolved like heterogeneityesources, coordination of deployment
actions, support for distributed sequencing of alation synchronization and dependency
resolution activities [3].

Currently there are many platforms which suppoavjgioning and management of VEI based
on VM virtualization technologies (Table 1). OpemNEL® orchestrates storage, network,
virtualization, monitoring and security technologi® enable the dynamic placement of multi-
tier services (groups of interconnected virtual haes) on distributed infrastructures,
combining both data center resources and remotead ciesources, according to allocation
policies. Nimbud' provides a toolset for infrastructure provisionimigh emphasis on the needs
of science, but many non-scientific use cases @ppated as well. It allows a client to lease
remote resources by deploying virtual machineshmsé resources and configuring them to
represent an environment (so-called "Virtual Wodap Service") desired by the user.
Eucalyptu$® has its origins in the VGrAD project, which developed software systems that
simplify and accelerate the development of Gridliappons and services, while delivering
high levels of performance and resource efficierteycalyptus provides services to control
environment required by an application that is atamer with a set of data center virtualized
resources (machines, storage and network), whiehpewvisioned by user on demand. The

> pp. 18-20

18 http://opennebula.org/about:technology
7 http://www.nimbusproject.org/about/

18 http://www.eucalyptus.com/

19 http://vgrads.rice.edu/
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Tashf® project aims to build a software infrastructurattbnables the Big Data that are stored
in a cluster/data center to be accessed, sharedputated, and computed by remote users in a
convenient, efficient, and safe manner. Thereptaa for enabling on-demand provisioning of
storage and compute resources through definitiorop#n, non-proprietary interfaces for
management tasks such as observation, infererao®iph, and actuation.

Table 1. Comparison of selected platforms for VEI povisioning.

OpenNebula Nimbus Eucalyptus Tashi
S 8 Linux distros with| Linux distros with Xen| Linux distros with Xen,| Linux distros with
E 'gr Xen, KVM, VMware | and KVM hypervisors| KVM, VMware's vSphere| Xen, KVM, Qemu,
.= Bl hypervisors. Not Not supporting LVC. hypervisors (ESX, ESX] and Kgemu
S E supporting LVC. are optional). Not hypervisors. Not
-; I&_ﬂ supporting LVC. supporting LVC.
o Rubby, C++, JAVA Python, JAVA Frontend implemente&ython
E g with Java, and helper
e © components in Pythor).
g E Core components
o = implemented  with
o language.
Enables the Possible integration with Not designed with Extensible end-to
deployment of any other platforms likg extensability in mind, end system
cloud architecture} OpenNebula and Nagios.because there is nomanagement (nhon-
et private, public,| Proprietary platforms arestandardized mechanisfrproprietary
2 hybrid and federated; integrated through for writing custom| interfaces for
é customizable plug-ins implementation ofl extensions. management tasks
§ to acces§ modules in Spring such as observation,
g virtualization, framework. inference, planning
= storage, information and actuation)
g authentication/author Flexible storage
8 zation and remote models and maching
< cloud services; new models i.e. VMM-
plug-ins can be easil agnostic, able to run
written in any different virtual
language. machine.

20 http://wiki.apache.org/incubator/TashiProposal
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+| Integration with| No available modules butNot supported. It only Not mentioned.
o HAIZEA?' providing | 3%party extensions exigtprovides some pre-defined
E g scheduling backend.[96]. strategies related to VM set
D? g Policy engine by administrator in
‘25 supports Pythor configuration files.
scripts.
T & XMLRPC API and| EC2 EC2 EC2
g ug Amazon Elastic
o | Compute Cloud
L —| (EC2).

Many of the discussed platforms integrate with specific virtualization technologies using
LibVirt [38] library aimed at harmonizing the marsagent of any virtualization mechanism.
Regardless of the technology used (Xen, VMware,n®@e and others), LibVirt provides a
uniform access interface, based on XML files, ammpmming in different languages. In the
context of lightweight virtualization, only Linuxmplementations are supported and Solaris
Containers are not. However, as these platformsently provide a subset of specific
Infrastructure Services, they are rather Virtualchlaes technology oriented and cannot be
used in the context of adaptable SOI provisioniagrd.ightweight Virtualization Containers
(even LibVirt exploitation does not necessary eaahlpport). In addition, they do not provide
integrated framework for provisioning, monitoringhda management of the Runtime
Infrastructures representing elements of the Operat Systems Layer and are not accessible
with a uniform interface. They also offer limitedpport for policy languages.

N1 Provisioning Platform (N1PP) is SUN Microsystewsion of architecture and services for
optimizing computing infrastructure provisioningdaprovides all the services for provisioning
heterogeneous hardware and software environmerakows an automation of tasks related to
provisioning computational infrastructure and resewonfiguration to meet fluctuations in the
computing load that can be performed by the sysidministrators. N1 Provisioning Server
System (N1PSS) [5] provides a comprehensive infresire automation solution and enhances
the management, visibility, and control of the Blade System. The services provided allow
the complete design configuration, deployment andnagement of multiple secure,
independent, logical server farms. Another compgn®&il Service Provisioning System
(N1SPS) [6] automates deployment, configuration andlysis of distributed applications. It
provides centralized control over deployments amafigurations and enables organizations to
manage applications as distinct units, rather thara great set of installation files. N1SPS
defines an object-model for a set@dmponentsandPlans for system configuration, service
provisioning and application deployment automatibmlso includes a component library with

2 http://haizea.cs.uchicago.edu

22 At the time of writing the thesis, Tashi is in if@tion phase.
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templates for most common middlewares, databases ogerating systems and enables
development of their own plugins, which can begné¢ed with other provisioning tools.

There are also projects that are related to aspactsas policy-based management of Runtime
Infrastructures. The Policy Management for Autoromi@omputing (PMAC) [98] framework
was developed as an outcome of IBM’s research tonamic systems. Although it is designed
with the ability to manage various resources, edpinion of the author, the services provided
are very complex, heavy and an inefficient approddmagement of distributed heterogeneous
SOI will require tremendous effort related to thenaged resource descriptors definition
modeled as stateful Web Services with WSDL with W&source Framewatk documents.
Autonomia [99] provides users with all the toolgjuged to specify the appropriate control,
management schemes and the services to configutedeploy the required software and
network resources and then manage their operaiomeet the overall system requirements. In
the Adaptive Distributed Virtual Computing Enviroent (ADVICE) [100], the users are
provided with a seamless parallel and distributehuting environment that provides all the
software tools to develop, schedule, run and visealarge scale parallel and distributed
applications. Users are provided servers, Visutdinaand Editing Server (VES) and Control
and Management Server (CMS) to develop paralleldasttibuted applications that can run on
fixed or mobile computing resources.

These frameworks provide all the tools requiredgecify appropriate control and management
schemes, deploy and configure the required softward hardware resources, run the
application and provide online monitoring and masmagnt to maintain the desired autonomic
attributes of applications as well as system sesvitJnfortunately, their architecture is not
suitable for managing complex Runtime Infrastruesuwith many heterogeneous elements
built according to the SOI paradigm and provisionith lightweight virtualization.

2.12 Summary

As stated in this chapter, Service Oriented Inftacstire introduces a modern conceptual model
of the Infrastructure Management Framework for mioning and management of Runtime
Infrastructure that combines virtualization teclogiés and policy based management to ensure
specific QoS levels for running application sergic&OIl concentrates on orchestration of
virtualized compute, network and storage resourpesyiding an abstraction layer through
Infrastructure Services exposition, which enablasier sharing of physical infrastructure and
dynamic adjustment of resource attributes. Thidugiam of IT management towards service
orientation provides a modular infrastructure fabnanaged as Service Oriented Architecture,
ensuring that resources can be provisioned. Clyrerdny provisioning tools can be used for
application installation, component deployment &t€l provisioning. Unfortunately they are
not standardized and integrated into a unifiedkstdid¢ools, and do not provide support for SLA

2 http://www.ibm.com/developerworks/library/speciftion/ws-resource/
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enforcement (though manual monitoring and managensesupported). Applying the SOI

paradigm to integration can deliver a comprehensmeastructure Management Framework
that extended with self-managing services, enabiedesnand provisioning of Runtime

Infrastructure over Lightweight Virtualization Camers. Adaptable SOI provisioning with

LVC requires a framework implemented with softwamnponents, which promote adaptable
architecture through the evaluation of design pastereflective middleware and adaptation
techniques. Introducing policy-based managemernt wsafphisticated methods of control loop
definition provides effective facilities for ensng Qo0S. The remaining part of the thesis
elaborates the possibilities and requirementsHerdesign and implementation of the IMF for
adaptable SOI provisioning with lightweight virtizaltion.
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3 Model of Adaptable Provisioning of Service Orient ed
Infrastructure with Lightweight Virtualization

This chapter specifies the model of an adaptabld ®{h a lightweight virtualization
provisioning process with its most important eletaeaf the Infrastructure Management
Framework that must be present for realizationhaf tnodel. It elaborates a particular group of
SOl Virtualized and Physical Infrastructure Sergider lightweight virtualization, Lightweight
Virtualization Containers Application Appliancesdadiscusses the Solaris platform. It explains
how lightweight virtualization and the SOI paradigran also be exploited in the context of
Cloud Computing.

Adaptable provisioning of SOI with lightweight widlization requires provisioning of VEI,
Application Execution Environments (middleware)pligyment of application components and
continuous active monitoring and management ass/itSuch a process requires exposition of
applicable interfaces for acquiring data and eiifgctvirtualized and physical elements
(services) of SOI, which are indispensable in tlasec of adaptable provisioning and
management of Runtime Infrastructure to meet sigekcoS parameters. It is also important to
provide means that enable a definition of adap®@l behavior by adaptation strategies
(control loops) expressed with policies. The maoalethe provisioning process should define
such activities, which require well-structured andganized SOI Infrastructure Services
implemented by software components.

3.1 Elements of Adaptable SOI Provisioning with Lig  htweight
Virtualization

Adaptable provisioning of SOI providing Runtime reftructure for application services that
require both operating system and middleware isenoammplex because thecan be many
infrastructure elements involved to make the appibmn successfully available to users. Some
elements must be provisioned and some are alreadgmt like databases in which data can be
stored, load-balancers or LDAP services.
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3.1.1 Required Elements by the SOI Provisioning Pro  cess

In opinion of the author, the natural order of iepenting an adaptable SOI provisioning
solution is to first devote attention to Manageds®g&ces construction. This is justified by the
fact that a management policy and an adaptaticategty of an adaptable system must be
expressed in the context of the capability providgdManaged Resources. The concept of the
IMF realizing adaptable SOI provisioning platforrancbe defined as set of components with
architectural building blocks, decisions and intécns among elements. hust promote
adaptable architecture, enabling realization optida behavior that follows the typical control
loop’s construction patterns and consists Mé&nageability Componentslescribed below
(Figure 12).

Adaptatior
Manager

Translation
=) =i =
Monitored Management
date decisions Y

Monitoring Management
| T— = — = — | — = — = —
_I Instrumentation |_

Physical Resources

Managed Resources
Runtime Infrastructure Elements of the Operational Systems Layer

Provisioning
Tools

':>

Figure 12. Elements of adaptable SOI provisioning ocess.

The Managed Resources particular element of IT infrastructure (e.mhtweight container,
middleware or application services) instrumentethvwgensorsNlonitoring Componenjsand
effectors Management Componehthat can be monitored and managed. The instruatient
process exposes the resources, through Infrasteu&ervices, with the ability to acquire the
data required to characterize its activity andatshechanisms for changing the parameters or
configuration, according to decisions imposed l&y¢bntrol loop. Such instrumentation should
be non-intrusive, selective and dynamic (perforrdadng runtime). Monitoring Components
are responsible for selected metrics calculatiahewrents processing.

To enact the adaptation strategy, the Adaptatiomddar designed according to ACS
architecture uses output data from the Monitorimgn@onents, which must be transformed into
a format used by the given implementation of agyodingine, thus th&€ranslation Component
plays the role of &ranslation Layer The AM ensures policy based management and rbght
based on the standard control theory, fuzzy logicheuristics, which is suitable when a
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decision has to be based on many different parasmatel a precise mathematical model of the
Managed Resource is not available. The outcomeob€ypevaluation, which is an action
selected by the Adaptation Manager, is convertedhieyExposition Component to a format
acceptable by thélanagement Componenthis component enforces management actions
using effectors, which instrument the Managed Resou

Provisioning components must expose functionaldy dreation of Runtime Infrastructures
over lightweight containers and deployment of amgilon services. Tools for SOI
infrastructure provisioning, rather than operatorg pure installation distributions, must also
capture knowledge about the application to be deglavith special emphasis amstallation,
registration configuration methodanddependency requiremeniBhe following elements of a
platform supporting provisioning can be disting@égh which capture knowledge about
provisioned Runtime Infrastructure elements, whaoh technology neutral, shared and used in
any IT environment [4]:

* Infrastructure and Application modéd a data-driven representation of an application
and infrastructure (target server and middlewasejieéployment and configuration. It is
applicable to different server environments thaghmirequire different deployments or
configuration choices (for example, testing verspoduction). The model is
configurable through variables specified by an adwith values that can be generated
when initiating the provisioning procedure.

* Automated model buildinghould be equipped with a model builder module the
automation of model creation. Applications instllen reference servers can be
"mirrored” and checked into a repository as a teteplwhich can also be versioned.
These templates can be used later for provisiommgny computational node.

» Application Deployment managemeamiuires each target computational node to be
equipped with gprovisioning agentthat is provided with a runtime environment in
which modeled methods can be executed.

* Resource Configuration managemeapabilities are required to determine the desired
configuration of an application’s runtime environmheThis includes computational
resources (number of CPUs and amount of memorgrassito the target computational
node) and middleware (database resource includimgber of connections or thread
pool). It would then generate the configurationdajting values in appropriate text or
XML files or by replacing variables with actual uak in modeled methods.

* Dependency managenieensures that after the initial configuration regd by
particular elements, activities are performed thatify that all dependencies for a
successful deployment have been met.
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Some products, like J2EE application serffersontain some of these procedures as built-in
functionality. Custom solutions must have their ofsemework implemented which deploy,
install, upgrade and start applications based oowledge of the underlying system, the
business domain and exposed interfaces suppon&ng§®I provisioning process.

3.1.2 Classification of Infrastructure Services

An administrator of IT infrastructure designed adoog to SOI must be able to monitor and
manage the configuration of particular elementdhiwithe S3's OSL through specification of
QoS goals QoS Layey for provisioned elements, definition of provisiog procedures and
adaptation policiesGovernance and Policies Layestored in a central repository. The IMF
solution for adaptable SOl provisioning with liglght virtualization must enable
provisioning of Runtime Infrastructure elementshvit the Operational Systems Laydike
databases, transaction-processing systems and ewad's (CORBA, J2EE, .NET) with
application services running over Lightweight Vahzation Containers. The proposed
approach must support aspects such as:

 The VEI environment creation through provisioning laghtweight Virtualization
Container instances with allocated compute resguiltributed over physical servers,

 The provisioned VEI elements can be modified durimmtime so the running
application services can obtain or release acogskytsical resources during execution,

* The provisioning process of Application ExecutiamviEonments must support arbitrary
vendors to allow deployment of application serviceplemented with any technology,
which is possible if the current exhibition is soped by the appropriate Infrastructure
Services.

The aim of adaptable SOI provisioning with LVC isymamicmanagement of the life cycle of
infrastructure elements, like adding, removing aftihg LVC instances and deployment of
application components, which help to react to giamn business requirements and utilize
computing resources more efficiently. During adblgaprovisioning, defined portions of
physical compute resources are allocated to LV@ames with specific number of CPU'’s,
RAM, storage and network resources, which are roogut and managed to support scaling out
and then rapidly released to scale back. Such eepsois driven byolicy-based resource
allocation, allowing computing infrastructure elements to Issigned to particular resource
pools, provisioned on-behalf of a particular VEIstemce or instances. Monitoring and
management interfaces provided by virtualized amgkijgal services are supposed to monitor
particular LVC instances within provisioned VEI tasces. It includes observing hosted
workloads represented by application services, mrihg utilization of computing resources,

% The Java 2 Platform, Enterprise Edition (J2EE) IPgpent AP| Specification - version 1.1, is definedder
JSR 88 in the Java Community Process. It definaedstrd APIs to enable deployment of components and
applications based on the J2EE platform, as wetaslevelopment of platform-independent deploynieois.
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checking for performance degradation and determthesappropriate actions to be taken
related to resource allocation needed by specifipli@ation components or processes.
A reference model of SOI delivers virtualized aritygical services that can be described in
categories such aBlatform as a ServicdPaaS),Infrastructure as a ServicélaaS) and
Hardware as a ServicgHaaS) - Figure 13.
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Virtualized Services
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Physical Services

Infrastructure Services

Managed Resources - SOl Exposition

Figure 13. Virtual and physical Infrastructure Services for SOI with LVC provisioning.

PaaS exposes services on top of a given softwateoph that is provided as a "service" to
build high-level service enabling provisioning ofuiRime Infrastructurefor application
deployment managemenPaaS might produce a platform that contains a pippgenfigured
OS, databases and application server with alreag@iegied application components, often
serving tenant applicatiéh) and enabling software delivery through an on-deinbusiness
model.

laaS enable monitoring of SLA, resource utilizatiand capacity and controlling of CPU
assignments, network and 1/O resources with a ushgppropriate standardized services over
the network. Physical infrastructure such as servstorage systems, switches, routers, and
other physical devices systems are pooled and maaiéable to handle workloads that range
from application components to high-performance potimg applications. This leads to a case
in which hardware is becoming an integral part ©1 #ifrastructure, named HaaS, under which
physical devices are exposed in the IT infrastmectuith service-oriented componefits

% There is a distinction between multi-tenancy, asedl tenancy and mega-tenancy. Multi-tenancy Usesame
instances of database or other environments wighséime version of an application. Isolated tenatesotes a
dedicated and unique database to each applicatstallation, offering flexible software customizatiwith many
applications' version. Mega-tenancy is a sort ahlsimation of the multi and isolated tenancies whestecution
environments are dedicated with a shared database.

% This can be accomplished for instance with thelligent Platform Management Interface (IPMI) oghis-Out
Management (LOM) specifications that defines aafetommon interfaces to a computer system thategyst
administrator can use to monitor system healthraadage the system.

46




PaaS, laaS and HaaS providesource configuration managemeracilities enabling
orchestration of Infrastructure Services to managenpute resource configuration and
provisioning of Runtime Infrastructure. This orgeation of SOI's Infrastructure Services
enablesRuntime Infrastructurgrovisioning where Lightweight Virtualization Coimars can

be provisioned over distributed physical computefwork and storage resources. These
Infrastructure Services are orchestrated duringwhele process of adaptable provisioning,
steered by adaptation loops and expressed by @®ligoverning access to the Runtime
Infrastructure. These adaptation loops support mynanfrastructure capacity management
with guaranteed reservations and enable both maamlon-demand (triggered by events
occurred) SOI provisioning of complex multi-tieragplications over LVC with all required
Infrastructure Services. Such construction of tequired elements for SOI provisioning
enables automation of the management activitiesgecific QoS contracts and, in case some
problems occur, it attempts to reconfigure systerulfill the contracts.

3.1.3 Lightweight Virtualization Containers Applica  tion Appliances

SOl provisioning with lightweight virtualization nabe carried out using Lightweight
Virtualization Container Application Appliances (IG/AA), which are pre-engineered and
validated units of IT infrastructurdnfrastructure and Application modethat conform to
standards and best practices related to secuvidylaaility and performance. Such an approach
would enable Runtime Infrastructure acquisitiormpldgments and operations in a very efficient
way and support expanding capacity as the architeds very flexible and extensible. Prepared
packages of LVC-AA can be bundled as units of asdiesm within LVC configuration
templates defined by administrators, stored in s#poes and next provisioned on demand.
LVC-AA is the basic deployment object that is patyi configured to serving database,
application server or CRM/ERP functionality withrieus OS vendors and their versions.
Reference configurations are preparedgwhd servers and tested. After validation and an
approving certification process, snapshots aretetleand stored in a repository with metadata
describing installed software and the LVC versidhe definition of such assemblies can be
performed according to design patterns facilitatiegloyment, scalability, security and ease of
integration with other services. Such a pictur&@i provisioning can be used in the context of
infrastructure provisioned over LVC (Figure 14);thalugh the solution can use any
virtualization technique as requirements dictate.

Reference Virtualized Repository
Servers

Server1 (LVC) Virtualized Software

Appliances
Builder
WebServer

(LVC snapshot) AT

Server2 (LVC) i |
Application Application Server | Metadata |
Server (LVC snapshot)

Database
Server3 (LVC) (LVC snapshot)

Database

Figure 14. Creation process of LVC-AA.
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An Assembly Buildetool realizesautomated model buildingervices and performs snapshot of
particular reference configurations and places & repository with metadata. Often, LVC-AA

configuration templates prepared contain only pstalled middleware with the core

functionality exposing administration services usedconfiguration of new instances during

provisioning on target execution nodes.

Each assembly provides specific elements of the @ftimized according to capacity
guidelines based on matched performance and opeshttharacteristics during the definition
of a particular LVC-AA configuration templat&/hen provisioning such LVC-AA, a system
operator specifies configuration of compute resesi{&AM, number or portions of CPUs) and
network connections and bandwidth. Dynamic provisig requires functionality for
performing activities related to adjusting the mtd configuration of middleware and should
be adaptedto assigned virtualized resources without manotdrvention, ensuring compute
resources are utilized more efficientlyo provide availability and scalability, Runtime
Infrastructure elements within assemblies can basteted (more than one assembly
provisioned), ensuring the ability to handle pealkds and add extra LVC instances to
particular VEI on demand to fulfill SLA contracts.

The assemblies must be equipped with agents impleidy software components, exposing
SOl Infrastructure Services providing support 8A management, resource monitoring and
accounting, activated after VEI provisioning andplagation deployment. If needed, the

provisioned LVC can be extended dynamically witmponents required for consistent policy
enforcement and IT operational processes.

3.1.4 Summary

Provisioning of SOI computational infrastructuretwLVC is a sophisticated process, due to
the large number of logical elements that have ¢o nanaged and the complexity of
contemporary application installation. The processlependent on many parameters, which
must be customized for each computational elemketfiteosystem. The IMF realizing adaptable
SOl provisioning process must also be equipped widny automation services supporting
adaptable provisioning.

3.2 Solaris Lightweight Virtualization Platform

Efficient realization of the SOI provisioning pra@sewith lightweight virtualization requires
using a virtualization platform that provides fupality supporting advanced resource
management with low-level system interfaces shdw@deasy enough for instrumentation and
exposed as SOI Virtualized Services. Solaris 1¥iges an integrated stack of tools, which
besidesSolaris Containerwirtualization technology, offers powerful faciéis, which can play
an important role in the SOI provisioning procesd emay be an element exploited by the IMF
[28]. Solaris platform is the most representatixareple of implementation of the lightweight
virtualization.
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DTrace Infrastructure for flexible and extensive instremtation of probes that allows
observation of system performance for tuning. Amiesvork helps to determine
hotspotsin running applications. Solaris OS contains ab#000 kernels of built-in
probes that are points of instrumentation whichbé&nanonitoring of applications
without recompilation, restarting an applicatiordaebooting the system. Each native
application can also define its custom probes, whre sent tconsumerand analyzed
to find potential bottlenecks. Such consumers canehcapsulated withisensors
implemented with software components exposed as $@iastructure Service.

Zeta File Systen{ZFS): Integrates volume management functions, thate is no
volume manager notion, rather a concept of a stopagl, where capacity is provided
on demand and can be dynamically resized. Tasksetklto administration are very
easy to perform with the tools provided and cardbee even by users who are not
experienced in volume management. ZFS enablesiameat file system snapshots,
cloning, recovering and restoring them later oreottestinations. Such functionality is
highly serviceable when constructing an environménmt delivering and later
provisioning LVC-AA.

Process Rights Managemerixtends security functions known commonly in UNIX
into set of privileges, allowing granting procesassmany rights as needed and make
super user rights more granular. Individual proessse granted permissions that they
absolutely need to work. When providing Infrastamet Services responsible for
managing various parts of Runtime Infrastructuneytcan be assigned profiles that
contain privileges to perform only a specific sEbperations. In the event of specific
services’ compromise, the attacker would have acorly to limited functionality.

Solaris Fault Management (SFMProvides services, which allow diagnosing proldem
automatically and predicting them in advance. lhtams a Predictive Self-Healing

component, which provides automatic recovery fraftvgare and hardware failures as
well as administrative errors. These errors areretated according to failed

components and recommended actions are performmeirieg fault and service

isolation in case of unexpected failures and an@®.al

Service Management Facilities (SMFDffers a unified model of services and
management activities. Services are representedobgscts that have defined
dependencies. When errors (administration, bug andware) occur, services are
restarted in a well-defined dependency order. dl$e a core service of Predictive Seal-
Healing technology. Workloads performing computagiomanaged by SMF are
described via XML descriptors that handle boot-apcess management and self-
healing. Particular elements of the SOI provisignfinamework can be controlled
through the SMF introducing self-healing.
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Crossbow”: Network components, which virtualize a physical NN&etwork Interface

Card) into multiple Virtual NICs (VNICs) that carebassigned to virtualized OS
domains such as xXVM, LDOM and LVC. Each Virtual Né@n be assigned its own
priority and bandwidth on a shared NIC without ¢agsny performance degradation.

Extended Accountingenables collection of statistics at the procéssk and network
flow levels inside of a given LVC. A system admtragor, for calculating the cost of
running specified users’ computations, can nextlyaeathese statistics for billing
purposes or predict future requirements for contprtal resources.

Solaris OS offers an advanced environment Hararchical virtualization (Figure 15) and
allows specifying resource consumption limits oa ftbllowing elements:

Zone Lightweight Virtualization Container is virtuakd OS instance, also named
Solaris Container,

Project: Identifies running workloads,
Task:Workload component,

ProcessesRunning processes within a task.

Solaris 10 Global Zone

| There can be many local zones
in Solaris 10 OS instance

Zone leve
resource management

Project

Project leve
resource management

| Each zone contains set
of projects

Task level

— Tasks run within a project
resource management [z proj

Process level
resource management

— Processes run within a task

Figure 15. Solaris virtualization technology ovengéw.

Solaris also integrates heavyweight virtualizati@sed on LDOM and xVM technologies that
both can be combined with LVC and offering even enfiexibility for hardware resources
partitioning, founding multi-level virtualizatiéh The availability of physical and virtualized
SOl services can be managed by a SUN Cluster framkej@9], [31] which ensures such core
infrastructure elements, containing a single pointailures, are under the full protection of a
cluster framework integrated with the OperatingtSiys

%7 Since OpenSolaris 2009.6 and Solaris 11
28 Section 2.3.4
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3.2.1 Solaris Lightweight Virtualization Containers

Solaris LVC combine two technologies, namely: Sel&@iones and Solaris Resource Manager
(SRM). The Solaris Zones technology provides vimnea isolated computational domains
managed byglobal zonewhich is present by default; there is always single global zone and
many other local zones (LVC®) Each LVC has its own host name, IP addressessyitem,
user database and booting capabilities, thus retpifull security for hosted applications.
Applications in a single container cannot detectnitor or affect processes running in another
zone. One exception is the global zone, which epasses the entire system and is comparable
to a normal Solaris OS instance. It has acces$ysigal hardware and can see and control all
processes. The administrator of the global zone amantrol the system as a whole, easily
performing the administration tasks related to \fEdvisioning and management and each
LVC can have its own administrator as well.

3.2.2 Solaris Projects

In Solaris, workloads are identified by entitiedlexh projects and tasks A project is an
“administration tag” of group-related computations. A task is a grofipetated processes,
executing in the same project, which represent kklwad component. Each task is associated
with one project and each process can only be abeewf one task, but processes might be
migrated between tasks. Once workloads are idedtdind labeled usingrojects the next step

is specification of how compute resources are assigand monitored, which involves
measuring workload resource consumption.

3.2.3 Solaris Resource Manager

The Solaris Resource Manager enables fine-grainedsutement and dynamic control of
workloads through a mechanism k#source controlgrctl) available for resources such as
CPU, memory, port§, message queutsand lightweight processes (LWPs) [23] - summarized
in Table 2. The SRM provides OS support for QoSrgnize of the elements within the OSL.
Most resource controls are configured through tlogept database, except for zones’ resource
controls stored in the descriptor of each configut®C. Fair Share Scheduler (FSS) divides
CPU resources according to assigned shares arwht@$oCPU time for zones and projects. In
Solaris 10, resource contrgdsoject.cpu-sharesndzone.cpu-shareare used to specify CPU
shares for projects and containers respectivelyviging the so-called featurewo-Level Fair

29 Notion of Solaris zone and Ligtweight Virtualizai Container will be used interchangeably.

%1t is a generic API for dealing with event sour¢seckets, timers, pipes, message queues etcjovides a
scalable way for multiple threads or processes ad for multiple pending asynchronous events fromltiple
objects.

31 The maximum number of message queue IDs allowethéoproject is controlled by project.max-msg-ifler

the process, there is process.max-msg-gbytes m@saantrol that manages the maximum number of bgtes
messages on a message queue and process.max-nssgeses the maximum number of messages on a message
queue.
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Share SchedulingSolaris LVC entitlement for CPU shares is patigd between projects in

the zone. The values of these resource controlbeaet statically during provisioning of LVC

and changed dynamically when QoS requirement isfiraddr other LVC instances negatively

affect system performanckightweight processeare controlled with limits on the maximum

number of processes within particular project, whothers provide constraints on CPU time
used or file descriptors. The resource control® arable limiting memory and network

bandwidth usage.

Table 2. Solaris Resource Manager controls.

Entity Resource Controls

Zone zone.cpu-share zone.cpu-caps zone.max-lwps

zone.max-locked-memory

Project project.cpu-shares  project.cpu-caps project.maxt-juts
project.max-shm-ids project.max-sem-ids project-mag-ids
project.max-lwps project.max-tasks project.mamt@rts
project.max-shm-memory project.max-device-lockedany

project.max-crypto-memory

Task task.max-cpu-time  task.max-lwps

Process process.max-cpu-time process.max-file-descriptarcess.max-file-size
process.max-core-size  process.max-data-gmecess.max-stack-size
process.max-port-events process.max-sem-opsegyomsax-sem-nsems
process.max-msg-gbytes process.max-address-space

process.max-msg-messages

A particular action identified with a specific resoe control can be assigned some reactions
expressed with following policies. They are usdtul scenarios in which monitored resource
usage exceeds assigned limits and can affect tgegss of an application.

* none - No action is taken on resource requests for théicgpion. It is also possible to
enable a global message that displays when then@saontrol is exceeded, although
the process exceeding the threshold is not affedteebsages can be observed in a
system’s global log file. System administrator tadfthe correct value of a resource
limit can use such information, which can be repd@utomatically through the internal
services of the IMF.

» deny - Resource requests for an amount that is greaterttieathreshold are denied. For
example, aask.max-lwpgesource control with a "deny” action causes & feystem
call to fail if the new process would exceed thatoal value. Such a policy could help
to avoid excessive resource usage, useful in sterasios as denial of service attacks.
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» dignal - A signal is sent to the process when the thresbalige is exceeded, allowing to
proactively manage resource contention problems.

Beside resource controls, SRM also proviDdgsamicResource PoolDRP) that enable a set
of CPUs to be assigned to specific LVC. They cao &le operated using separate schedulers
and policies. Solaris LVC with configured projectsn be assigned only specific portions of
CPU resources when FSS is used by a particular DRP.

The functionality provided by the SRM allows dynaaily changing a resource setting for the
containers, projects, tasks and processes. Suobchamism is suitable when the requirement
for dynamic provisioning of SOI is crucial, becauBere is direct support for such facilities in
the Operational Systems Layer running over the risoleghtweight virtualization containers
layer. As an example, test results are presented $RM and two instances of Tomcat
application server running within separate LVC amstes(Figure 16). The discussed test was
evaluated with two scenarios with a generated load5 virtual users targeted for each
workload concurrently. The purpose was to predaamtirnpact of dynamic resource control on
the performance of an application server in terfimeguest throughput.

1. Workloads tomcatl and tomcat2 assigned two and ©R& shares appropriately
Becausd¢omcatlhas twice as much assigned share, at the samd israble to process
proportionally more requests. Afteemcatlis finished, the remaining CPU resources
are available tbomcat2in which a substantial rise in throughput is olsedr

2. The tomcatl and tomcat2 workloads during the testtibn were switched CPU
shares The dynamic change of assigned CPU resourcaseimfes the substantial rise
and drop of tomcat2 and tomcatl’s throughput appategly and such a result is up to
the pattern of the FSS.

140000
| oAl =1L deres)
a2 (12 deres)
100000
o Nl Rdae)
= o2 dae)

o /
e /

Served Requests

Qo @24 0448 ora2 =< 1200 1424 1648
Elapsed Time

Figure 16. Dependence of the number of served regsts on the allocation of CPU shares.

The elaborated scenario presents a useful mechdarsmanaging QoS of workloads running
over LVC. Although the steps related to the adjestmof resource control values were
executed manually, such activities can be automiayedtroducing adaptation loops equipped
with knowledge of how to adapt the provisioned L¥Qunning workloads.
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3.2.4 Provisioning Challenges of Solaris Lightweigh t Virtualization

The presented advanced virtualization and resoume@agement framework provided by
Solaris 10 introduces a number of logical eleméinéd must be provisioned, configured and
monitored. Operations related to lifecycle e.g.tdbwn, halt, boot, ready, modifying LVC
configuration (devices, file systems, attributessaurce controls) and adding or removing
containers are required. Also adding or removingjquts, modifying existing projects’
attributes (name, comment, assigned users and grauql controlling resource usage with
resource controls are needed

The virtualized services of SOI must expose int&féor native SRM integration to secure
resources for an assured QoS and must be able llectcand publish various kinds of
information about provisioned LVC instances onrisited physical nodes. The SRM provides
many resource controls, which can be treated asgeable entities, and enables easy control
of how many system resources are allocated to iohaiV applications running with LVC or
projects, but finding the right resource settingueing required QoS is very challenging. This
can be solved by the introduction of control logpecified by the ACS model and required
sensors and effector components. The SOI virtudligervices for LVC monitoring must
expose real-time information about resource usdgarming workloads, which are measured
periodically. Software components, which providdualized services, must instrument native
Solaris interfaces to acquire such data.

3.2.5 Summary

Solaris lightweight virtualization provides a vergffective framework for workloads
management in terms of isolation and resource neaneagt facilities. Provided services enable
granular resource partitioning for LVC instanceshim single OS instance and for workloads
within LVC instance. Such functionality, when compg to VM or domains virtualization
technologies, is very effective because reducesntiraber of provisioned elements when
resource guarantees for QoS enforcements are krG@Gamponents exposing services for SOI
provisioning with Solaris-LVC must be automated rasich as possible and require only
minimal configuration with decent default optionsicapsulating the complexity of the
provisioning process of Solaris 10 virtualized astructure. The implemented components will
expose Infrastructure Services used by provisiotands and adaptation managers, which are
responsible for adaptable management of Runtinradtrficture running over LVC.

3.3 Cloud Computing Integration with Lightweight Vi rtualization

The concept of exposition of computational infrasture in the form of services is also used by
cloud computing127] providers, which use virtualization, on-derdaleployment and delivery
of services. Cloud platforms expose elastic envivents to host specific workloads and be
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expanded on demand to handle specified performpac@meters. In cloud computing, the
infrastructure itself is programmable where eacératon related to IT infrastructure lifecycle
is programmable and exposed via a well-known iaterfdefined by the cloud provider. Cloud
platforms are proprietary solutions and not statidad, thussome initiatives like Cloud
Resource Model API [128], Open Cloud Computing tistee (OCCI) [129], Amazon WS
[131] define the common elements of a cloud impletaigon by specification of the relevant
machines, storage volumes and networks. Operati@isdeal with the provisioning of VEI,
supporting running application middleware and smyj are exposed via API to users. These
users are able to specify how virtual componenés aanfigured and interconnected. They
describe how such an infrastructure can be prawegia.e. how VM can be provisioned from an
image, how a storage volume can be attached and Yibv connect to a network.
Unfortunately, the specifications are not relevaot other aspects like management of
application middleware (PaaS) and actually reqsieevice-oriented components available
through this API.

In addition, existing cloud environments and staddalo not prescribe support for lightweight
virtualization that integrated with VM’'s technologgnd provide flexible and scalable VEI
through the multilevel virtualization technique.d8#es horizontal and vertical scaling features,
which support fluctuating resource demands of waa#ls, resources assigned to VM’s can be
partitioned between the hosted lightweight virtz@tion containers. This approach enables
deployment of VEI, based on LVC over public clouitisa more integrated fashion (Figure 17).
The cloud platform for the end user does not pr@vichctionality to allow flexible allocation
of resources for already existing V&ls The reason for this is the sharing of physical
infrastructure by other users who are not membietiseoorganization. Introducing mechanisms
of lightweight virtualization provides more granutasource management.

Such integration of clouds and physical infrasttetwithin the enterprise also allows dynamic
sizing of physical resources and using computeurees from the cloud. Adaptable SOI
provisioning with lightweight virtualization integred with cloud platforms provides fully

automated provisioning of compute resources angta@amanagement of such Runtime
Infrastructure througladaptation loopswith logic defined through the ACS model. Applying
service-oriented framework for integration of clopidtforms and internal IT infrastructure is

32 According to National Institiute of Standards afidchnology (http://www.nist.gov/index.html). foutoad
deployment models can be defined [128]. Public @lservices are characterized as being availakdéeots from
a third party service provider via the Internet.pAvate cloud offers many of the benefits of a julgloud-
computing environment, such as being elastic andcgebased without the restrictions of network dhaidth,
security exposures and legal requirements thatgugirblic cloud services might entail. A hybrid albis a
combination of a public and private cloud that iofeerates. A community cloud is controlled and usg@ group
of organizations that have shared interests, ssi@pecific security requirements or a common missio

33 Amazon EC2 for example does not provide servioesijnamic compute resource allocation for VM inses
instead auto-scaling services scale provisionedWiti number of VM instances.
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also very valuable when considering use cases asiEnterprise-to-Cloudf or Enterprise-to-
Cloud-to-Enterpris&. Implementation of such deployments using the S@&digm provides a
framework for provisioning arbitrargpplication service modefs universal acces$ and
scalable servicéé
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Figure 17. Adaptable Service Oriented Cloud Computig Infrastructure with Lightweight Virtualization

Containers.

3.4 Process Model of Adaptable SOI Provisioning wit  h Lightweight
Virtualization

SOl provides shared distributed computing infragtrice running over virtualized physical
resources. Due to the shared nature of these msand the dynamic nature of application
services, the resource demands satisfying a def@iedl are hard to predict. Provisioned
application services are multilayered, spreadingymaV/C instances and being elements of a
particular VEI domain, and involve many infrasturet elements, thus they have complex
relationships with each other. The key challengelestification of managed resources within
SOI, including provisioned elements’ relationshigel VEI, middleware and application
services. The proposed model of the provisionirac@ss must support LVC installation and

3 Using cloud services for internal processes of éhterprise like using cloud-storage for datababaskup
operations or provisioning additional VM's to hamgkak loads.

% Two enterprises use the same cloud where inteatipgrapplications from these enterprises sharepaten
resources, in B2B scenarios like supply chain f@mneple.

% Different persistence models based on NoSQL dagsbar multi-tenancy.
37 Ubiquitous services accessed from any device nswmer services.
3 Elastic infrastructures enable on-demand proviepof extra capacity or reduce resources used.
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configuration and provide a management model fatuaiizing resources on distributed
physical servers, enabling flexible allocation ofrpute resources according to specified SLAs.
The process model structures the required stepsotasion VEI consisting of LVC instances
hosting middleware with application components (Fég 18). It also facilitates SOI
Infrastructure Services orchestration and assumeesrig architecture of the IMF to support
provisioning of the arbitrary elements of the OSL.

Step 1 - Self-Managing Requirements Specificati®pecification of SLA documents,
which contains QoS metrics for provisioned elemeotsthe OSL running over
Lightweight Virtualization Containers.

Step 2 - Providing Manageability Endpoint&ach provisioned element of the OSL can
become a Managed Resource which must be exposedolmponents, enabling
management and monitoring services to realizedagptation process.

Step 3 - Adaptation Policies Definitian Once computational infrastructure is
provisioned, continuous management to fulfill tHeASs a must. Each adaptation loop
is driven by some control algorithms which is exgzed with policies.

Step 4 - Provisioning Procedure InitiatiarBefore provisioning procedure activation, a
system administrator specifies initial runtime paeters required to start particular
provisioning procedure.

Step 5 - Provisioning Procedure Activatio®\ provisioning procedure is being activated
and performs activities for LVC installation, witthe required configuration of
application resources and components deploymerike waking into account the initial
tuning phase of Application Execution Environmeértte final activity is to activate the
adaptation loop.
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Figure 18. Model of adaptable SOI lightweight virtwalization provisioning process.

57




3.4.1 Self-Managing Requirements Specification

These requirements are associated with SLA docuamdrdt deal with performance,
reliability, security or other quality aspects,atiefined as self-* properties, as discussed in
[47]. This step must clearly specify and model ¢hesspects with a self-managing
requirement specification. The method these remergs are modeled on put a lot of effort
in current research activities being done. As aammgle, goal-oriented modeling [126] can
be utilized, which is a technique for engineerimg@atation requirements. Simple metrics
can include the maximum average response timethieadpplication should offer. This, of
course, requires sufficient compute resources warehspecified in the following steps of
the process and the number of these resourcepésvised by the adaptation process once
Runtime Infrastructure is provisioned.

3.4.2 Providing Manageability Endpoints

Management operations on the underlying infrastinett resources require manageability
endpoint components (provisioning, monitoring ananagement). In the context of SOI,
these are gateways for interacting with InfrastitetServices, encapsulating a particular
managed resource. Appropriate endpoints are idehtds a result of the self-managing
requirements specification. They can be designesimaple objects or JMX components
exposed with WSDKF, SOAP! or REST communication protocols. The management
components provided can use compositional adaptatil are deployed within the IMF,
which is implemented using reflective middlewarecht@ques promoting adaptable
architectures.

3.4.3 Adaptation Policies Definition

It is a crucial element of the process to delivesedf-managing system, in which an
adaptation solution is expressed through policiespcesses and anchor objects
(Manageability Endpoin)sthat define control loops used by the self-mamggirocess of
the particular Runtime Infrastructure elements Gf.SThe policies include strategies for
scheduling and parameters’ control affecting awditst of physical resources used by the
provisioned LVC instances. Multi-layered applicasoare spread over distributed LVC
instances and depended on various Runtime Inficietel elements, creating a hierarchical
structure. Such applications for instance dependtbar application services, databases or
Enterprise Information Systems (EIS). Adaptive nggmaent of such applications requires
controlling of particular SOI elements through éonbus exchange of monitoring metrics
(performance, availability) managed by the conlwop. The policies provided might use a

% Java Management Extensionkttp://java.sun.com/javase/technologies/corefrmgmt/javamanagement/
“0Web Services Distributed Managemehttp://www.oasis-open.org/committees/wsdm/

*1 Simple Object Access Protocehttp://www.w3.0rg/TR/soap
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performance model of the provisioned system (ddfiteough queue network techniques
for example) and explain the current performanca pérticular service, but also predict its
future performance if compute resources are assigma hosting LVC instance.

3.4.4 Provisioning Procedures Initiation

Workflows defining provisioning procedures must @fe some input data like port
numbers, server names and application componesiiled in provisioned VEI based on
specified LVC-AA configuration templates. Insertingput variables gives a system
administrator fine-grained control over SOI prowrgng operations. For instance, defining
a port number variable in the configuration templabuld standardize a port configuration
across all the servers in a deployment. Settingothve number in a plan at runtime could
customize the port number configuration for anwidlial VEI element. In the case of SOI
provisioning with Solaris lightweight virtualizatip an effective solution will be using ZFS
cloning and a snapshot mechanism, which would abbtaining Solaris LVC-AA from a
repository and attaching it at the destination glgthysical servéf. These configuration
templates are assigned computational resources,(RRM) through DRP (including CPU
scheduling policies), resource control limits andpecified network configuration. Such
parameters must be specified in this step.

3.4.5 Provisioning Procedure Activation

Division of physical resources between VEI domaiss associated with providing
computational resources and Runtime Infrastructbeg will satisfy the requirement of
deployed components during the adaptable SOI pamigy process, aiming to increase
operational efficiency and optimization of workl@adunning over virtualized resources.
Therefore, delivered requirements specify a poglofsical resources (physical hardware)
which constitute the basis for determining the namdf LVC instances within provisioned
VEI and policies defining the optimal resource aditton. When virtualized infrastructure,
middleware and applications spread across mangiserthe provisioning process becomes
more complex and challenging. It must orchestria¢eltare-metal hardware working under
the control of a particular virtualization platforamd middleware with applications running.
Each of these infrastructure elements is exposedofizzare components implementing
Infrastructure Service, which is instructed duripgovisioning of the LVC to assign
computation, network and storage resources, aetiaaid reconfigure middleware and
install applications. It is also important that idhgrthe provisioning of individual elements
of infrastructure, the management environment nalst be deployed; in fact, these are
software components that expose SOI virtualized@ngical services. The above actions
make the application available to end users ugiegatready provisioned VEI and required
middleware. They can be generally split into théofeing deployment categories:

*2 For Solaris 10 lightweight virtualization partiemlphysical location means thkbal zone.
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— Middleware configuration After provisioning configuration templates that
contain specific middleware there must be a requarg to create a new instance
of server or cluster, create or use a databasenicstand create tables used by
the application.

— Resource configuratioriThe application depends on many services thdblena
acquiring data from databases or legacy systemsesicto these sources is
possible via application server resources confdjseparately for each system.
Such construction provides transaction supporttter utilizatiori>

— Application installation Bundles containing application services code nigst
installed into the application server middlewareary/ often, the activity takes
advantage of built-in deployment services in middiee using PaaS services.

— Configuration and tuning for a specific environmeihis activity customizes
the configuration of each infrastructure compondnt suit a specific
environment, for instance when development need® merbosity in auditing
files and less security checking. In some casesingucan be performed
automatically; for instance, Glassfish applicatgerver provideferformance
Advisor[26]. Well-known database middleware like D820raclé®, MySQL*®
database provide tools used by administrators tee tparticular database
instances through setting configuration parametdeted to performance. Such
tools exposed as an infrastructure service areuts@@utomatically during the
provisioning process.

— Adaptation policies activatiorin the final stage, there is an activated adaptat
process that includes actions such as modificabiblperational parameters,
physical re-allocation of resources and updatedsgphent of application
components. It defines adaptive resource provisgpbly adding resources when
necessary to maintain the specified QoS metricsrantbving resources when
possible without violating the SLA. Such adaptatmncesses are implemented
with adaptation loops expressed with policies.

This procedure is an execution plan that specifieigh actions should be performed on
physical servers when provisioning an LVC instabesed on specified information.
The defined procedure uses elements provided irptéeious steps and assumes the
existence of SOI Infrastructure Services (provided manageability endpoints
components), which would enable invocation of edefined action. Each provisioning

“3 Connection pooling and security services.
“4DB2 Service Request Manager provides db2tuninscsbt.
> Oracle Enterprise Manager contains tunning pack.

6 MySQL Advisors: administration, schema, memoryf@enance and custom advisors.
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procedure can invoke other sub-procedures, foramtgt provisioning a clustered
application server domain and database server easeparate procedures with extra
steps that deploy application components.

3.4.6 Summary

The provisioning process of SOI with lightweighttuglization discussed can be realized by
introducing an architectural framework equippedhwbiest practices like design patterns and
methodologies (IT process framework&jpplied together with flexible software techniques
construction of the SOI platform would deliver thght technological product that aligns
business goals and objectives. Provisioning praesddefine actions to be performed on
specific physical resources that are virtualized arposed via corresponding SOI services,
which are orchestrated for particular activitieggered by a specific action on a target host. A
workflow task can define an entire provisioning gess, affecting multiple servers or a single
step in a larger re-configuration process. It nbesemphasized that policies are more effective
in terms of adaptive management of already-proneibSOI infrastructure to manage SLA
contracts than they are for the provisioning ofhsuefrastructure. It is due the fact that
provisioning is a process which orchestrates serfgonilarly to Business Process Management
- BPM) processes and can instantiate a policy ¢tivities related to self-adaption of already-
provisioned infrastructure elements. Moreover, &cppas a result action, can invoke some
provisioning procedure, thus such transient deparide involve separate services for policies
and provisioning process management

3.5 Summary

In this chapter, elements of the adaptable SOligiaving process were elaborated with an
emphasis on aspects related to management of partelements of the OSL. The adaptable
SOI provisioning process assumes a/the number fodisknucture Services that support the
adaptation process. Elements of the Runtime Infretstre running over VEI provisioned with
Lightweight Virtualization Containerare instrumented with software components, whieh ar
Manageability Endpoints exposing Infrastructure viges for provisioning, monitoring
management. These components provide the faciliéiggired to filter and analyze available
data about the elements in the OSL layer. The megatructure of Infrastructure Services
consists of HaaS, laaS and PaaS that automate rihvg@sipning and management of
computational infrastructure resources running avghntweight Virtualization Container3.he
model of adaptable SOI provisioning process deedriis general in nature and can be
exploited in arbitrary use cases related to the@ipianing of SOI computing infrastructure with
lightweight virtualization required by applicatiosservices. The allocation of computational
resources is based on adaptation decision algaifbmcontrol loop construction defined with
a particular policy language. This poses many ehgks related to requirements to be fulfilled
by the platform implemented and internal constarctiwhich influence architecture and
implementation. Provided functionality must autoenptovisioning and management activities
across computing infrastructure, including virtmall resources, operating systems, application
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and database servers, storage and networks thnosgyhdefined workflows that implement
“best-practices.” These are elaborated in the deapter.
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4 Requirements for Adaptable SOl Lightweight
Virtualization Provisioning Platform

This chapter elaborates the concept of the systanthie adaptable SOI provisioning that
realizes the process described in the previous temapgFunctional and non-functional
requirements that must be taken into consideratmrmcreate such a system are introduced.
Generic architecture with appropriate modules tpabvide all required elements and services
for SOI provisioning and adaptive management is giesented.

In this chapter the author presents the requiresnéot the Adaptable SOI Lightweight
Virtualization Provisioning PlatfornfA-SOI-LV-PP), which enables realization of thecaldy-
defined provisioning model. In order to define tequirements for the system, there is a need
to consider the specific elements of the SOI pionisd over the LVC. The A-SOI-LV-PP must
be designed with ease of administration tasks gretabe in a heterogeneous environment
(supporting various implementations of LVC) comedsof physical servers that are further
virtualized - all of which must be provisioned aménaged to satisfy defined SLA contracts.
To support the various elements of the adaptablep8fyisioning process, modules should be
distinguished within the A-SOI-LV-PP that will prigke certain services, thus making it easier
to identify requirements independently of each niedu

4.1 Overview of Adaptable SOl Lightweight Virtualiz — ation
Provisioning Platform

Adaptable provisioning of SOI with lightweight wilization requires Infrastructure Services
that provide managing and monitoring functionaldy the Virtualized Execution Infrastructure

used by the AEE and application services (Figunewllich are SOl Managed Elements. VEI

instances span a group of prepared servers, csdlieeér pools, managed with the concept of
service with the use of appropriate provisioninfjvgare tools. They host provisioned operating
environments (OS Kernel) supporting lightweight tvalization and advanced resource
management techniques.
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The A-SOI-LV-PP must provide an abstraction layer the computing infrastructure

provisioning, allowing managing resource allocateord configuration to automate scaling by
adding or removing physical resources, detectingeati configuration of network topology and

current resource assignment (list of available GRdiemory, number of NIC’s) which can be
partitioned between LVC instances. Many other caxpihfrastructure related tasks, like
discovery of physical servers, OS Kernel and LVGtances, must be supported without
manual intervention by a system administrator. Tiegasupport requires each tenant
provisioned with a dedicated VEI instance for apgion deployment and a provided
complement LVC configuration template equipped vailiPaaS elements.

Adaptable SOI Lightweight Virtualization Provisioning Platform Required Services
Infrastructure Services orchestration for provisioning of computational infrastructure and continious policy based managment using adaptable
steering
App App App oy
Execution Execution Execution =
Environment Environment Environment 3
Platform as a Service Tenants provisioning
monitoring and management
App App App @
Execution Execution Execution =
Environment Environment Environment 2
I I Il I | |[container IiIf | c
Manager ‘ ‘ Manager ‘ ‘ Manager ‘ ‘ Manager ‘ Manager ‘ ‘ Manager ‘ monitoring and management
Lii ight Virt. Lii ight Virt. Li ight Virt. Lii ight Virt. Li ight Virt. Li ight Virt. Li; ight C provisit
Ci i Container Ci i Container Container Container monitoring and management
Infrastructure as a Service
uctu : OS Resource Pool Manager OS Resource Pool Manager OS Resource Pool Manager 0S Resource Pool provisioning,
(CPU, Memory, Network, Storage) (CPU, Memory, Network, Storage) (CPU, Memory, Network, Storage) monitoring and management
0S Kernel monitoring
and management
Hardware Hardware Hardware R R
. Discovery of physical assets
Hardware as a Service Physical resource monitoring
Resources Pools ‘
SOl Managed Elements

Figure 19. Required services for provisioning of Ratime Infrastructure.

Infrastructure Services exposed by software prowisg and management agents installed
within Lightweight Virtualization Containers and G®@rnel instances manage these containers.
The agents monitor resource usage and influenaers that specify limits on virtualized
compute resource consumption controlled by the @SoRrce Pool Manager (OS-RPM) and
Lightweight Virtualization Container Resource Maaag(LVC-RM)*’ by the hosted
middleware as specified by the control loops, a@nguspecified QoS. Separate elements of
Runtime Infrastructure running over a lightweighttualization platform must automatically
reconfigure itself to meet specific SLA contradts)s reducing administrative overhead, and
provide adaptation to handle the dynamics in tiestructure. They must provide centralized
management of the IT infrastructure exposed witlvises with controlling functionality of
LVC instances provisioning over physical nodes.

“"In the remaining part of the thesis, the ter@mntainer Resource Managemnd Lightweight Virtualization
Container Resource Manageray be used interchangeably.
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Ensuring realization of the adaptable SOI lightweéigirtualization provisioning process also
requires flexible architecture and incorporation sdme concepts from the Autonomic
Computing System architectures [41]:

Self-Defining A system must be aware of the domain and elentente managed
and must know its surrounding environment accordaoccomponents, status and
relations with other systems. This capability isnetimes calledself-organization,
since the managing functions of the system arenaatioally assigned to manage
resources during bootstrapping. To accomplish thie system must provide
adaptablesoftware agents that are governed by embodiediesli

Self-Configuring and Re-Configuri(@lso nameduto-configuratiof: The diversity
of managed elements requires not only support fopgr versioning and initial
parameter configuration selection, but also the pmmsition of suitable management
entities. Support for dynamiauto-configurationis a necessary condition for easy
deployment of the system.

Self-Optimizing The managed elements must be constantly monitnedtuned to
achieve predetermined system goals, which oftenbmarvery complex and even
conflicted. This can be achieved by introducingatbed techniques frordaptive
control theory that uses monitored metrics and, based aon&ol algorithm or
system model, takes appropriate actions.

Self-Healing Events occurring related to system errors or oppr states must be
automatically recognized and diagnosed. In comptexnputing environments,

finding a process of the roots’ cause is very @mging and might involve correlation
of information from many managed elements. IniidHis can follow rules defined

by system administrators, but, as more intelligeiscembedded, it must learn and
generate rules to be stored in some knowledge itepps

Self-Protecting Each attack on a system must be detected andifidernand then
appropriate actions must be performed to removesdoearity threats and ensure the
whole system integrity. The specially designedusitsn detections systems alert
system administrators to possible malicious attaoishackers. The algorithms
implemented would detect suspicious code, whicmupe analysis process will be
reported and “cured”.

Context-Aware The system must be equipped with functionalitgt tnables it to
find and generate rules for how to best intera¢hwther systems. Very often, the
best response time depends on algorithm used,atlyeionplemented and designed
for specific context, and must be automaticallyivateéd when switching to such a
context. The system also must be able to provideddscription and available
resources to interested parts that can also benatitlly discovered.

Open The system must benteroperable, which means that heterogeneous
environments must be supported and open standargermented. Moreover, it
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should be flexible enough to support new softwarehmologies and application
components to be introduced and implemented irfutiuee.

* Anticipatory. The system, during work, will collect informati@bout events which
have occurred related to performance, errors adBand store them in a persistent
repository for auditing purposes. This informatiennterpreted in a way that allows
understanding correlations and proposing optimzedtions for those events. The
system will anticipate workloads and support deivef ready to use decisions that
are performed automatically.

The A-SOI-LV-PP abstracts hardware and softwaresaca pool of physical servers with many
virtualized OS instances through incorporation ightweight virtualization technologies. It

provides transparent horizontal and vertical sgalianlimited AEE’s and pooled compute
resources exposed with services supporting ada&p®&dI provisioning process.

4.2 Modules of Adaptable
Provisioning Platform

SOl  Lightweight Virtualiza  tion

The essence of the A-SOI-LV-PP lies in the archite; which is supposed to answer to
constantly changing business requirements and erilxibility and agility which are crucial
for adoption of new technologies. Working on constion of the A-SOI-LV-PP conceptual
model must result in the architecture of a syst@msisting of major modules presented in
Figure 20, which is also coherent with the SOI Refee Modéf.

Adaptable SOI Lightweight Virtualization Provisioning Platform SOl Reference Model

Policy Management Infrastructure Module

Provisioning Manager Module

4{ Policy Storage H Policy Definition Too! ‘
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Figure 20. Software modules of the Adaptable SOI lghtweight Virtualization Provisioning Platform.

SOl

“8 Elaborated in Section 2.1
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Particular modules are integrated by the commonaeainofl understanding of infrastructure
components that describes the relation betweena¥iBIAEE, supporting the realization of the
process of adaptable SOI provisioning with LVC ([EaB).

The Monitoring and Management PlatforfMMP) module exposes a unified interface
(touchpointy, which are Manageability Endpoints, to managepwovision SOl Managed
Elements. These Manageability Endpoints providgudiized or Physical Services, exposing
the elements of the Operational Systems Layer, tidotisg physical, virtualized and
Application Execution Environment resources, whadko make their observation and control
possible. The platform can be modular in the sémaemonitoring and management agents are
equipped with software components delivering senamd effectors access interface. Sensors
enable access to the state of a SOl Managed Elentelat effectors provide functionality to
change the state of the element.

The Provisioning Manager(PM) module provides @rocedure Definition Toolfor the
definition of provisioning procedurethat orchestrate Infrastructure Services to crBatetime
Infrastructures with allocated compute resourcespexified by a system administrator. The
Provisioning Engine manages many instances of duoes concurrently. After provisioning,
the infrastructure must be constantly monitoredchheck for SLA contract fulfillment; the
Adaptation Managesupervises this process.

The Adaptation Manager(AM) is a module responsible for controlling th€®ISManaged
Elements. It also senses degrading performanceletedmines actions to be taken. The typical
architecture of adaptation loops is based on th& A6d consisting of monitor, analyze, plan,
and execute phases, which requires comprehensipeoduin IT infrastructure, tools and
management systems. The self-adapting processiviendby adaptation loops, which are
defined on the basis of a specific adaptation golldie module is equipped with a Translation
Layer internal service, representing uniform alustoa formalism, providing access for SOI
monitoring and controlling functionality. This laydranslates vendor-specific data and
commands into their neutral equivalents and expS8&dsVianaged Elements.

The Policy Management Infrastructuré€PMI) module provides tools for adaptation policy
definition that administrators can deploy inside #hdaptation Manager. A particular policy

defines adaptation loop activities activated by phavisioning procedure and uses a particular
control algorithm suitable for a particular selfagting process. Each policy is stored within
storage to be reused by provisioning proceduresgadicty a specific adaptation loop.

Detailed architecture of the A-SOI-LV-PP dependsimtially defined requirements, which
must be fulfilled by the platform. These requiretsemre divided into two categories -
functional and non-functional. Functional requirentsenormally deal with the functions that
the software is supposed to offer. Non-functioegjuirements in Software Engineering present
a systematic and pragmatic approach to "buildirgiyuinto’ software systems. Systems must
exhibit software quality attributes, such as accyrgerformance, security and modifiability
[140]. These requirements can be considered sepaiatcontext of each module of the A-
SOI-LV-PP.
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Table 3. Role of the A-SOI-LV-PP modules in the adatable SOI provisioning process.

and by the AM
during adaptation
loops processing.

activities within the
provisioning

procedure.

MMP AM PM PMI
Enables handling
— of SLA documents
§ encapsulated
N within adaptation
policy.
Exposes SOI
«~ | Managed Elements
S | with Manageability
7 Endpoint
components.
Provides a
- framework for
= process definition
) of adaptation loop$
with particular
policy language.
Handles initiation
< of the particular
S provisioning
) procedure allowing
specification of all
required input.
Infrastructure Management of the Provides a graphical Used by the PM
Services are used | adaptation loops | tool for definition of | when activating a
o by the PM during processing. provisioning particular
o provisioning procedures. adaptation process$
& | procedure invocation Coordinates to obtain a

specified policy.

4.3 Monitoring and Management Platform

Monitoring and Management Platform provides funaidty for acquiring performance metrics
and configuration data from each SOl Managed Elénsend solves the challenge of

heterogeneity of native resource control interfaafésred by contemporary computer systems
and creates the need for a uniform open interfhcaso distributes and responds to signals
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from Adaptation and Provisioning managers througiposed services used for common
management operations like provisioning and pdiiaged management of particular SOI
elements like LVC instances of VEI (laaS) and aggilon middleware (PaaS).

Accurate information must be provided about perfamoe metrics related to the computational
resources utilization used by LVC. These metricsintoe available for system administrators
through an integrated console and presented inifaromway. Measuring and tracking the
consumption of virtual resources enables plannihgmto reserve resources for existing LVC
or new instances must be provisioned. Many middievggoducts are equipped with a built-in
management interface with sensors and effectotss #inould be easily integrated with the
MMP. The interface allows obtaining metrics aboudt ronly itself, but also deployed
applications. Such processes must be automateduels as possible and can be realized by
introducing instrumentation tools, which would attahe middleware to the MPP.

When defining detailed requirements for the MMPmeoalready existing architectures
specified for the purpose of Grid infrastructures de considered. Such an architecture, for
instance, is a Grid Monitoring Architecture (GMA1] announced by the G&HPerformance
Working Group. According to GMA, a system that eots and distributes monitoring metrics
must provide internal services that satisfy follogvrequirements:

* Low latency When acquiring monitoring data about particul& Managed Elements,
the metrics become stale quickly, creating a neecefficient read access and “fast”
transmission from the Managed Resource to the s@moponent. In some cases, for
instance “trend analysis” or accounting, such eath well-defined timestamps must be
archived in persistent storage.

» High data rate In the case of fluctuating workloads and congyaatcurring noises,
performance metrics are updated more frequently generated at higher rates. The
processing of monitoring data must be implemented handle such operating
conditions.

* Minimal measurement overheatdhe previous requirement means that measuring can
take place very often and must be implementedaayawhich is not intrusive.

e Scalability: SOl is a very complex system with many managedptaational resources,
middleware and application services elements, spatdorm that is responsible for
monitoring and management must provide scalablevicesx for measurement,
transmission of information, provisioning and affieg internal configuration. This can
be achieved by introducing a hierarchical strucafr8Ol Managed Elements.

9 The Global Grid Forum (GGF) is a group formed bgfividuals from within the community of researcharsl
practitioners engaged in research, developmentlogegent, and support activities related to highatality
distributed software systems, or “grids.”
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Following, crucial functional and non-functionatiterements that ensure usability and promote
adaptability of the A-SOI-LV-PP are defined. Sometlmese requirements are specific to
Solaris OS platform with lightweight virtualizatidachnology.

4.3.1 Functional Requirements

Support for Management and Monitoring of Physical Resources - Hardware as a Service
(MMP-FR1)

HaaS must expose an interface for gathering infoomarelated to the virtualized physical
resources infrastructure layer. Sample metricsstiliie data about available computational
resources like the number and tfbef physical CPUs, amount of memory, hard disks and
network interface carddhese physical resources are used by OS Kernahices' that further
virtualize resources between LVC (Solaris or Operggtainers).

Support for Management and Monitoring of Solaris Lightweight Virtualization Containers -
Infrastructure as a Service (MMP-FR2)

laaS exposes an interface for LVC provisioning agdonfiguration activities like network
configuration and increasing or decreasing compegeurces. It sprawls across many physical
servers containing Solaris operating systémshich are virtualized with LVC. Implemented
SOl virtualized services must support creationetieh, and modification of containers across
multiple physical nodes. Adaptive management regutonstant feedback so information about
running processes (workloads) running within aipaldr container and project instance must
be provided. Exposed functionality calculates resewsage be specific workloads, which
represent application middleware and are runninthiwithe given LVC instance. This
information is monitoring metrics specifying com@utesources contention problems and
enhancing resource usage accounting, useful foactgpplanning. Examples of metrics
collected through this interface include 1/O ualion such as disk, NIC, memory and CPU
portions used by LVC instances.

Extended Accounting facilities provide resourcegegsaistory; however, the drawback of the
current implementation is the lack of informatidmoat resource usage at specified intervals,
instead of just providing summarized informatiom fbe time equal to the specified interval
period, from which accounting information is ob&dn This can be solved by introducing
persistence services and enabling calculation ofi-term resource usage trends helping to
understand workload characteristics and tune Runtinfrastructure performance. Such a
design enables it to analyze resource usage il detarding to the exact period and provides

*0 Beside vendor name, flags identify CPU’s capaeditother flags specify if PVM (para-virtualizeo) HVM
(hardware assisted) guests are supported.

®1 Solaris global zone for managing Solaris contaimerLinux instance with OpenVZ containers.

2 Such Solaris OS instance can be running within af\ardware domains (LDOM’s).
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abilities to anticipate required compute resouremand assigned to LVC instances used by
particular application services.

System administrators must be also be equipped seithices allowing the setting alarms of
varying severity, for every managed LVC and notifyadministrators that particular thresholds
have exceeded defined limits. This is the caserégpurce controls observations like the
number of threads in particular container's taskused CPU timeProvisioning of Solaris
Containers with LVC-AA also requires exposition dffrastructure Services for ZFS
management. A particular instance on LVC on a tangst (global zone) must be attached to
ZFS pools and configured with appropriate attrisutd&ke networking configuration and
resource controls settings.

Support for Application Execution Environment Management and Monitoring - Platform as
a Service (MMP-FR3)

Supported middleware platforms can be applicatenvess, database middleware and others.
When applying the S3 model, many other assets rbestconsidered like composite
applications, business processes that are deployedp of the Operation Systems Layer. In
such a context, management of services includesceeproviders that expose application
services (functions) to be consumed and servicewuars, which invoke these functions. Such
application services might be implemented with aietg of technologies like COBOL,
CORBA, J2EE, Microsoft .NET or even pure C/C++.e3$& elements must gather information
about the application layer through the middlewarenitoring and management interface.
Examples of metrics collected through this integfaaclude throughput and average time of
database and web transactions and the number of.u8so0 many resources used by
application services are managed by the suppontigglleware like J2EE application servers
(JBoss, Tomcat, and Glassfish), Message Orienteddllivare (JMS implementations like
HornetQ, ActiveMQ) and database middleware (MyS®lostgresSQL). Such middleware
must be monitored and managed with a special engbaghe aspects related to the health of
infrastructure and problems correlation describfog,instance, the exhaustion of thread pools,
database connection pools and CPU and memory u¥#gen managing SLA contracts for
application services, the key measurement is bssitransactions performance, which is also
absolutely crucial in analysis, troubleshooting afimting potential hotspots that cause
bottlenecks. It is very significant to isolate resmes that are not performing or are failing.
Capabilities should be provided that allow decontposof a single transaction (client request)
into smaller units associated with specific resesrand obtain a relationship between the
request and implementation artifacts, such as egipdn components with invoked operations
on a database or other services.

Context Awareness (MMP-FRA4)

The MMP must be equipped with interredaptability servicesmplementing context-aware
features, which provide the ability to activate eympiate software components that expose SOI
services according to the type of managed resoufxdsptability services detect the vendor
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and version of underlying resources automaticaitheut the need for manual reconfiguration
and administration activities. The properties @& gurrounding environment are automatically
discovered during start-up through reflectivityhirimjues. The next dedicated group of software
components (modules) with sensor and effector fedes for the underlying resources
management is deployed for SOl Managed Elementseseptation. Expected adaptability
services should support any vendor of infrastriecelements within the OSL like differential
hardware platforms, types and versions of operasggtems, lightweight virtualization
platforms and application middleware.

Sdlf-Configuration (MMP-FR5)

SOl is a complex system with many resources thecamposed of virtualized computational
nodes and other dedicated nodes sudhfesstructure registry?, naming servic¥, storage and
Access Nodés The particular resources have their own life eychn be created, activated/de-
activated or even migrated. This must be refleatetthe MMP with a special emphasis on the
addition of new physical nodes and the removahdurfe of existing physical nodes with LVC
instances. Such requirements are fulfilledseyf-organizationservices of theMMP’s agents
which can be running within the OS Kernel instaficmstalled directly on a physical node.
Self-organization refers to:

» Discovery and registration of new physical nodesmg OS Kernel instances,

» Discovery and registration of new created/activakinents of VEI including number
of LVC instances,

» Discovery and registration of AEES running on té/&l.

Discovered elements must be identified and destrilagth information stored in the
Infrastructure Registryaccessible to provisioning tools when provisionwigl with LVC and
deploying application services, which require cotepesources and AEE platforms.

Dynamic I nstrumentation (MMP-FR6)

Context-awareness and self-configuration requingspart for dynamic instrumentation of
managed resources with components exposing thesprownmg interface. The MMP must be
able to manage the life cycle of the modules durmgtime because initially loaded
components exposing Infrastructure Services candmdified. Such dynamic instrumentation of

%3 Registry service stores informations about paldic6OI elements that for instance expose sengbreffactor
interface or any other functionality used by AdsiptaManager or Provisioning Manager.

54 DNS or NIS services.

% Access node is exposed in the public network éenmunication purposes and which acts as a gatewiayebn
the public wide area network and the monitored ueses, hidden behind the firewall and using a peladdresses
space.

%6 Global zone in Solaris 10 OS.
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particular resources enables runtime modificatib8@I Infrastructure Services like activation,
de-activation or upgrading appropriate componeritisout the restart of the MMP.

Monitoring Methods. Pulling, Tracing and Notifications (MMP-FR7)

Monitoring and management of particular resourceBimvSOI can involve different scenarios
for interactions between Adaptive and Provisioritgnagers and system administratangse
are consumers Such scenarios define use cases that obtain onioigt metrics in a
request/response pattern, logs tracing for padicevents occurred in a specific resource and
subscription for notifications about occurred egefiteaching some monitored thresholds,
activation or de-activation of resources). Thedaihg are well-known monitoring methods to
be implemented by the MMP:

e Pulling: Sampling method initiated on the consumer side

e Tracing Involves log analysis and uses parsing technidoe®sbtaining information
about events which have occurred

* Pushing Notifications about an occurring event in a specresource are sent
periodically by a producer and obtained by the oomey.

Each method must be implemented within a monitoaggnt (information producer), exposed
by the sensor’s interface and accessible to exteamsumers.

Automatic I nstallation and Updates (MM P-FR8)

Because SOI spreads many physical servers andi®statware agents installed within VEI,
the installation process might become a challeng@sg. Installation should be automatically
performed, which can be accomplished with LVC-AAtttwill contain such agents, but an
agent must only have “core” components installeariigy start-up, the appropriate components
are downloaded from the Components Repository, itiigated and activated. Updated
components can be placed into the repository amalther versions of already-activated agents
can be restarted with new functionality.

4.3.2 Non-Functional Requirements

Uniform and I nteroperable I nterfaces (MMP-NFRL1)

The concept of SOI is to expose each managed @sasra service that must be well defined
and independent on any access method used by elpptications for acquiring monitoring
metrics and performing management tasks. Such @saaenethod is associated with protocols
used like SOAP, RMI, SNMP or even REST. This canabeomplished by introducing a
connector concept that handles the request for a specifatopol and is responsible for
marshalling, redirecting to proper service expobgdensor or effector components and un-
marshalling. The connectors can be added dynamiadluntime without the need to perform
any modifications of the MMP.
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Portability (MMP-NFR2)

The implemented platform must be portable, thus/idiog support for a wide spectrum of
hardware, operating systems and virtualizationfgriats. There Common parts of components
should be available that are independent of anypl@&orm and these, which are assigned for
specific OS and its version, that can be deploymide MMP on demand. These specific
components can be accessible via@loenponents Repositonsed by management agents and
loaded dynamically.

4.4 Adaptation Manager

Adaptation Manager must provide services respoaginl the implementation of control loop
activities. Based on the ACS model, tAealyzeand Plan activities are related to policy
processing and require policy engines compliant wgecific policies, which are activated by a
system administrator. The remaini@ipserveand Executemodules’ activities implementation
rely on interfaces provided by the MMP exposing 3@tastructure Services for managing
elements of the OSL. The AM’s system activity montekes it possible to specify functional
and non-functional requirements for such systemlempntation and is summarized as follows.

4.4.1 Functional Requirements

Support for Control Loops Definition (AM-FR1)

An internal structure should be proposed and impleed as a framework ready to be refined
for the particular activity goal implemented with specific control loop and expose

functionality necessary to perform each step othsaccontrol loop. Its representation and
relevant tools for its processing should be flexilsh design, allowing defining different

strategies and algorithms for adaptivity processS®i. It should be possible to change an
activity goal at any time, even during runtime.

Support for Discovery and Transation of Sensor and Effector I nterfaces (AM-FR2)

The sensor and effector components must be avail@bkuccessfully perform control loop
activities related to observing resources’ statg applying adaptation actions. Particular SOI
Managed Elements components exposing the functipmalist be automatically discovered by
the AM and available to evaluate a particular aatam policy. Specification of particular
sensors and effectors depends on the domain argphecdic to a given managed resource. The
transformation of resources to SOl Managed Elem&msild be straightforward and performed
automatically according to specified requiremeptgarding sensors and effectors. This process
must be performed at runtime if necessary.
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4.4.2 Non-Functional Requirements

Support for Flexible Deployment (AM-NFR1)

There is no obligation for collocation of the Adapdn Manager and SOl Managed Elements in
the same process. It means that AM could be degl@age a remote process to the MMP
operating somewhere in the network. The deployrmentedure should be lightweight enough
and performed on demand during the system actaity its knowledge should be stored in
persistent storage to be available after systetartes

Support for Arbitrary Policy Engines (AM-NFR2)

A tool for control loop definition, and the AM whiananages them, must be general enough to
serve the most typical adaptation strategy witlamyt modifications, e.g. the system should be
compatible with many policy engines because, irctpe, it is impossible to find one, best
solution well-suited to all problems. This fact vegs the AM to support many policy
languages (policy engine specific) and be ablentorporate others in the future through the
requirement of supporting plugability of policy enes.

4.5 Policy Management Infrastructure

The Policy Management Infrastructure provides dwired services for storing, deploying and
evaluating policies [50,55] and must ensure coesdst of defined policies for management of
individual elements of SOI. Policies define opema#il governance control of runtime aspects
of SOI, including service monitoring and managemaihie PMI is responsible for definition,
management and distribution of policies spanniegneints of the OSL, enabling administrators
to manage policy for large-scale systems as ITagtfuctures designed with SOI in mind. The
Policy Definition Tool(PDT) enables system administratoeate delete modify and save
operations on policies, which are persistent inRbkcy Storagdhat acts as a repository where
policies are stored for any future use and are satlsle for evaluation during the system
runtime.

4.5.1 Functional Requirements

Support for Policy Deployment (PMI-FR1)

The Policy Definition Tool must provide functiortglifor on-demand deployment of policies

within the instance of the particular AM to realidefined adaptation loops. This should be
performed through distribution of policy and, latactivation within a particular policy engine

of the AM. Manageability Endpoint components must fresent in the MMP to enable

realization of the strategy defined by the policy.

Support for Policy Lifecycle Management (PMI-FR2)

Each policy can be deployed into the AM and, oraadéd, it can be enabled, disabled or
unloaded from the policy engine. Unloaded poligas be either reloaded or deleted. These
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life-cycle services should be centralized withie fADT and act as a centralized control point
for managing concurrent access.

4.5.2 Non-Functional Requirements

Support for Arbitrary Policy Languages (PMI-NFR1)

The Policy Definition Tool must provide functionglifor different policy representation based
on the requirements of a particular adaptation ldefined according to control algorithm and
using underlying Infrastructure Services.

Centralized Storage (PMI-NFR2)

The access to policies must be centralized throgRolicy Storageaccessible by distributed
elements of the platform (like Adaptation Managersinstance) requiring dynamic activation
of a particular policy.

4.6 Provisioning Manager

The Provisioning Manager provides services thatl deigth the execution of repeatable
workflows that automate the configuration and atoan of particular compute resources for
provisioned LVC. It can both receive a provisionmeguest from a system administrator or the
Adaptation Manager and translated it into an exadatworkflow instance. These workflows
are provisioning procedureswhich represent transitions, or steps, each &gsdcwith a
particular Infrastructure Service. Strictly conregttwith notion of workflow is the concept of
the previously discussed informational technologgcpsses, specify services and methods,
required to provision, use and operate the SOl rdoog to process frameworks which, if
required, can be defined through the PM.

4.6.1 Functional Requirements

Provisioning Procedure Design Tool (PM-FR1)

The first step is to design a workflow that spedfhow particular Infrastructure Services are
orchestrated, using tools like the graphical madgetool of provisioning procedures. It should
be easy enough to allow drag-and-drop of elemekés Inodes, transitions and actions and
specify the relation between appropriate ManaggabEndpoints. Such a provisioning
procedure should be savedamshive,passed to an execution engine.

Provisioning Procedures Execution Engine (PM-FR2)

A system administrator must be allowed to requesteingine to execute a defined procedure's
action. They are coordinated through the execugmgine, which sequentially invokes
provisioning tasks within a particular provisionipgocedure and provides multiple working
threads to enable simultaneous execution of prawviisg procedures on multiple infrastructure
elements, maintains state and logs all events.
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4.6.2 Non-Functional Requirements

Easy Programming Model (PM-NFR1)

Facilitating agile methods used for the definitiohprovisioning procedures expressed in a
more common dialect, which combine programming legs and declarative techniqies
will be an easier approach. However, technologytnallsw interaction with SOl Managed
Elements that are exposed with components accessithl various communication protocols.

Unified Set of Tools (PM-NFR2)

Elements of the PM module should be integrated amtmherent framework that unifies the
definitions, implementation and management of mioviing procedures. This will enable it to
centrally perform the interaction between systermiadstrators and Infrastructure Services
responsible for providing the Runtime Infrastrueton demand.

4.7 Summary

The presented conceptual model of the A-SOI-LV-Pémotes modular design and exposes
Infrastructure Services for flexible provisioningida adaptive management, supporting the
adaptable provisioning process model describetienChapter 3. These services are discussed
by the author in the form of functional and nondtional requirements in the context of each
module independently. In the opinion of the autlwoiy the most important requirements for
the realization of the process to be implementethbyA-SOI-LV-PP are presented.

The Provisioning Manager supports definition ofyismning procedures and orchestrates the
Infrastructure Services. The Policy Management astfucture provides tools for policy
definition and persistency supporting operatiormlegnance of SOI. It stores policies related to
the adaptive management process of already-pronadi®untime Infrastructure elements used
by application services. The Monitoring and ManagemPlatform exposes uniform and
interoperable Infrastructure Services and, intéyn& responsible for many complex services
dealing with context-awareness, self-configura@aowl instrumentation of Managed Resources.
The Adaptation Manager must provide tools for amintoops management, defined with
control algorithms expressed with arbitrary poliagguages (obtained from the PMI) that rely
on specific services possessing the semanticsresbjoy the Policy Engine.

Meeting the requirements for each module of the\-BV-PP is necessary to propose an
architecture and technology for its implementatighich are elaborated in the next chapter.

" Currently existing standards like Bussines Pro&scution Language (BPEL) introduce complexityténms
of process definition and requirements. BPEL rezpiiendpoints accessible with Web Services and leétai
technical expertise is mandatory during definitpirase.
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5 Architecture of Adaptable SOI Lightweight Virtual ization
Provisioning Platform

Once the requirements for the Adaptable SOI LigigiateVirtualization Provisioning Platform
have been specified, this chapter elaborates h@nntbdel of adaptable SOI provisioning can
be reflected with the architecture of the platfoifhis chapter describes mechanisms which are
useful for designing adaptable frameworks. Nexprésents the hierarchical organization of
SOl Managed Elements with managing modules andddyarchitecture of the platform.

As elaborated in Chapter 3, the process modeleoatiaptable SOI provisioning with LVC was
a description of the A-SOI-LV-PP, together with thitial specification, and its IT
environment. The model was a drawing with sequesteps expressed in a natural language
and was an initial activity to define the A-SOI-LRR's requirements. The requirements for the
platform are described in the context of Runtimé&alstructure provisioning and adaptive
management.

This Chapter describes the architecture of the redd@ SOI Lightweight Virtualization
Provisioning Platform and is a concept of environtmebased on the adaptable SOI
provisioning model. Description of the architectufethe system was preceded by presenting
the foundation of concepts used in the design pimeteding a detailed explanation of software
components realizing functionality in the provision process. These assumptions allowed the
construction of the platform in accordance with tequirements specified in Chapter 4 and, as
such, allow the practical verification of the treestatement.

5.1 Adaptable Architectures Foundation

Architecture can be defined as a set of structypmggiples and patterns that, when applied to a
problem, provides the framework for a solution, ethican then be assembled from a set of
simpler subsystems or components [7]. It describegnternal structure according to a list of
major elements (logical components) and the relah@p between them. The elements of
Adaptable SOI Lightweight Virtualization Provisiog Platform must be based on flexible
architectural framework and share common essergiements that promote service
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independence, modularity, availability and perfonce This can be achieved through
introducing:

* Open standards and common interfaceRequirements for integration and
interoperability call for using well-documented,dustry-known standards. Such an
approach would maximize integration and reuse adtiexg solutions within SOI from
various service providers and infrastructure mameaege frameworks.

» Patterns These have many groups sucldasign pattern§l41], architectural patterns
[142] andanalysis patterng143]; their role is to document a solution forexurring
problem defined in a particular context. These loggaprevent working out a solution
for specific problem repeatedly and continue toideroved and discussed through
discussions in open forums. Patterns also evaviha technology and specifications
change.

* Decomposition A platform should be implemented with componettiat provide
modularity and independence in represented manseggsdirces like applications and
particular VEI elements. This will help to managenplexity because components can
be reassembled quickly and flexibly into requiredvies of SOI. Such architectural
decomposition influences the system availabilityd ascalability and provides a
foundation for managed resources independence.

* Managed resource independenées many virtualization and middleware technolasgie
evolve or emerge it is impossible to provide thepsut in exposed functionality of SOI
services. In spite of this, the platform develogbduld allow easy extension to support
new resources and be independent of any undentgsmurce access interface.

» Systemic qualities focusSoftware SOI services provided must be highlylatie,
provide high levels of availability and offer thescsirity expected by system
administrators. It must also allow provisioning application services, including
virtualized resources and application middlewageetaging existing physical resources
and tools.

Adaptable architecture demands the design of a&msysthose components are structured and
implemented flexibly to let them bee-organized replaced re-configured and extendedas
needed. Such architecture can be attained by theouissomprehensive software techniques
across all system’s components, conforming to itrgustandards and required systemic
qualities, like availability, scalability and settyr

5.2 Layered architecture

The proposed scheme for the adaptable provisiooirgOl has architecture with nine layers
(Figure 21), which arise from the previously ddsed generic conceptual model and
assumptions about the functional and non-functioeglirements. The architecture Proposed is
characterized by the openness of exposed interfandsadaptability to manage any SOI
Managed Elements, like VEI based on arbitrary Wghght virtualization technologies with any
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running software product. The architecture suppoteroperability between many vendors and
scalability of SOI platforms with many Managed Re&ses. Exposed interfaces are
standardized by leveraging and implementing weatbgmized and used protocols in the IT
industry. The individual layers consist of specifitodules of the platform, where each layer
plays a key role in the process of adaptable piavisg of SOI. It is based on the
characteristics used by the layer immediately adfjacand is decomposed with software
components. These components, in their implememtathay use the technique of patterns to
promote managed resource independence and instatled IMF environment, which ensures
scalability and availability of the A-SOI-LV-PP.

Adaptable SOI Lightweight Virtualization Provisioning Platform

Policy Management Infrastructure Provisioning Manager
Governance and Policies| Policy Management Module ‘ Provisioning Procedure Definition ‘
ool

Engine Modul T
Layer Policy Definition Policy 29ne Locue
Tool Storage Procedure Storage

Adaptation Manager

Policy Evaluation Module

QoS
Layer g Policy g Policy
Engine1 - EngineN

Resource Access Module
Model-based Translation Policy Policy
Layer Adaptor1 | "7 AdaptorN
Monitoring and Management Platform
Connectivity Services
Layer SOAP RMI SNMP HTML REST
Connector Connector Adapter Adapter Adapter
Information Services Infrastructure Registry Notification Emitters Accounting Database
Layer % % g
Self-Configuration
Services Discovery Auto Configuration Self Organization Dynamic Loading Components Repository
Layer

SOl Managed Element SOI Managed Element SOl Managed Element

Provisioning Provisioning Provisioning
InfrastructureServices
Layer
g Sensor g Effector g Sensor g Effector g Sensor % Effector

Resource Interface Resource Interface Resource Interface
Resource A
Layer — Access Access Access ] Access Access Access — Access Access Access —
] Method Method | Method — | Method Method | Method |— ] Method Method Method [—
" N Middleware Middleware Middleware
Operational Services

Layer VEI VEI VEI
LvC LvC LvC LvC LvC LvC
Physical Resources Physical Resources Physical Resources

Figure 21. Layered architecture of the A-SOI-LV-PP.

5.2.1 Operational Services Layer

The lowest layer of the system is heterogeneousmstrficture resources defined within the
OSL. They are supplied by the various elements usedleliver a complete runtime
environment for application services that, besiglegsical hardware and OS Kernels, system
libraries and services, includes specialized devidedicated for the processing of business
transactions like Layer-7 switches (load balancet) integrated hardware SSL accelerators.
Other examples are storage devices with equipm@viding scalable access like InfiniBand
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switches. Communication infrastructure is useddmigine elements of physical infrastructure

like router and switches based on hardware or soévgolutions. These elements are used to
provision SOI using Lightweight Virtualization Camers based on specific hardware and
software platforms, which constitute Runtime Infrasture for application services.

5.2.2 Resource Access Layer

Many elements of the OSL expose the access intevfdb dedicated tools and software. Some
of them are not accessed directly because of ttetiegory and their heterogeneity and,
therefore, they were enclosed with an additiongledaof abstraction to enable Dbetter
provisioning and management. The Resource Acceg®rLEéRAL) uses vendor-specific
interfaces and different methods for communicatmath the infrastructure elements of the
OSL. It is responsible for instrumentation of Maeddresources through encapsulation of low-
level aspects allowing full efficiency and functadity of the system for SOI provisioning
implemented with componentMMP-NFRJ. The RAL, besides LVC, also enables seamless
integration with any product in the VM virtualizat technology, cloud platforms
(OpenNebula, Nimbus, Amazon), middleware (J2EEieatbn servers) and provisioning tools
(N1SPS) ecosystems ,thus easing provisioning baséd/C-AA and their configuration using
resource and service managers and other managerokmnt

5.2.3 Runtime Infrastructure as a Service Layer

The Runtime Infrastructure as a Service Layer (Blaaxposes Infrastructure Services (HaaS,
laaS and PaaSMMP-FR1, MMP-FR2 MMP-FR3 with the usage o$oftware components
responsible for exposition of particular vendorefie interfaces into a common API,
providing a set of interfaces used for provisioningnitoring and management. Because all
these interfaces are coherent and conform to p&aticesource specification, regardless of the
access methods, they constitute a common and epearce interface used for constructing the
SOl Managed Element. This layer provides a unifacoess interface to Managed Resources
of the OSL, which are instrumented and expose #@ms@ and effector interface, providing
monitoring data to define the source of performaboétlenecks and tune the application
services appropriately. Such data are also reqdinednsuring fault-detection functionality to
determine if any element of the OSL is active. phavisioning components enable on-demand
creation of VEI instances or addition of LVC basedLVC-AA. The RlaaSL provided services
are orchestrated by the PM when realizing provisgmprocedures and exploited by the AM
when running adaptable steering services.

5.2.4 Self-Configuration Services Layer

The Self-Configuration Services Layer (SCSL) pregdacilities that ensure adaptability and
context-awareness of the MMP. Théscoveryservice components enable the localization of
SOl Managed Elements where the range of the praunagsnvolve the entire infrastructure or

a particular VEI instance. It can dynamically handhe lists of available physical servers
managed by the OS Kernel, running LVC, applicatiiddleware and other devices. This self-
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configuration capability implies dynamic reactianfailures and the capability of dynamic and
automatic addition of SOI Managed Elements in ttiety are replaced. ThB®iscovery
Respondecomponents, mandatory elements of each MMA, useodery protocols based on
multicast or other frameworks responding to thé&astructure Registryservices with the
address of the MMADynamic loadingensures automatic deployment of modules containing
Manageability Endpoints, software components thapose services for provisioning,
monitoring and management of SOI. Suchaato-configurationfeature enables MMA to learn
the characteristicsMMP-FR4 of the Runtime Infrastructure (configuration ohygical
hardware, version of OS Kernel and running seryieesl load proper modules with sensors
and effectors depending on the discovered featafethe environment where the agent is
started MIMP-FR6. The process uses module descriptors dedicatethéospecific hardware
and OS platform and then the actual componemés downloaded from th€omponents
RepositorMMP-FR8, AM-NFR]

5.2.5 Information Services Layer

The Information Services Layer (ISL) provide seedaco the storage and retrieval of data about
the state of the Runtime Infrastructure (OSL) ttedaine the current number of VEI instances,
number of LVCs in each VEI, including the physisalver which is used by the particular OS
Kernel, and running middlewardMP-FR5. Such information is stored in thefrastructure
Registry which registers for notifications from the Disesy Responder components running
on particular instance of the MMA. These MMAs ajs@vide monitoring data stored in the
Accounting Databas¢hat aggregates information about concrete woddoand LVCs. The
data allow predicting demand for resources thatlmamsed by both the PM and AM, while
deciding on the allocation of computing resourcstification emitterssend or redirect
notifications to other interested parts like PM, AAviGUI management consolédNIP-FR7).
These notifications contain information about thates changes of particular SOl Managed
Elements, which include increased resource usaB&(@Gemory) and a lack of resources, like
increased garbage collection activities within acsjic JVM (Java Virtual Machine) instance.
Notification services can also exploit aggregatdrvents from many SOl Managed Elements
and correlate them to triggering actions to anéitgghe condition of the Runtime Infrastructure
and perform dynamic reconfiguration. This can beoatplished through CEP (Complex Event
Processing) [145], which is exploited by some redess [146].

5.2.6 Connectivity Services Layer

The Connectivity Services Layer (CSL) provides camination service components exposing
common and open accessing methods of SOI ManagetheleBls due to its connector
architecture, which allows plug-in of any type abimcol connector available, ranging from
RMI, SOAP, and REST to many otheldNIP-NFR1, PM-NFR]L It is very important, since
the Adaptation and Provisioning Managers can bedamented with different technologies,
hence access to the current state of the SOI Mdnalgenents and control functions should be
available via an open interface, implemented wita tise of industry standards. The SOAP
connector can also act as a secure and stateful S¥ahce for communication with clients,
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written in many popular programming languages (RefC++). Access to the SOl Managed
Elements is possible through introduction of a k&ngnified and adaptable interface, which
makes strong use of reflection techniqiiel does not define particular management methods
and attributes, but is general for the purposeacoéssing any type of interface operations and
attributes in existing and future elements of ti&l OProtocol adaptors can, in turn, be used as
front-ends extending functionality for use with teém types of standard management
applications such as adaptors for SNMP, WSDM ahérst This fact makes the CSL coherent
in all possible protocols and ready for future estens.

5.2.7 Model-based Translation Layer

The Model-based Translation Layer (MbTL) is aniintediate layer, generic and not related to
any particular technology or class of managed messuexposed with components and ensuring
that the non-functional feature of provisioningseparated from the implementation of sensors
and effectors AM-FR2. It is also orthogonal to the management polieyfggmed by the
Adaptation Manager, making its integration with a@xes more straightforward through
construction of an interface that supports interapiity with different policy engines. This
layer defines the Resource Access Module (RAM)hef AM implemented with components
responsible for integration with the MMP, expos8@| Managed Elements. These components
have well-defined resource representation allowdentifying resource, discovering (through
the ISL) it management capabilities and providiagource sensors and effectors acCemsd

are compatible with the particular Policy Engineed@fcation. These ardolicy Adaptor
components, which provide full accesses to SOl MadaElements managing interactions
between the Policy Engine and Managed Resources.

5.2.8 Quality of Services Layer

The QoS Layer (QoSL) provides a Policy EvaluationdMle (PEM) of the AM, whose key
requirement is management of control loop§I{FR1). There can be several reasoners installed
and operating at the same time enabling flexibtlisough support for a wide choice of policy
engines AM-NFR2. The differences between reasoners are resolyatieb particularPolicy
Engine components construction, which initialize a specreasoner adaptor. Definition of
policies are obtained from the PMI, next instaethby the appropriate Policy Engine and
evaluated. This activity uses the Policy Adaptomponents from the RAM for sensing the
Runtime Infrastructure attributes related to reediilQoS goals and then affect parameters,
which influence particular metrics of QoS.

%8 Java Reflection API or Dynamic Skeleton Interfasapport creation of Dynamic Proxies, which enctgiss
resource access with the interface defined dyndipidaring the runtime.

¥ These are Managability Endpoints required forpracess of adaptable SOI provisioning as desrib&tep 2 —
section 3.3.

83




5.2.9 Governance and Policies Layer

The Governance and Policies Layer (GaPL) coverasplécts of SOI provisioning and Runtime
Infrastructure lifecycle RM-NFR2. It provides a graphical interface for the system
administrator available through GUI management ol&ss allowing listing and editing system
configuration, policies RMI-FR1, PMI-FR2 and procedure definition related to SOI
provisioning and managememN|-FR1 PM-FR2. The layer provides tools for initialization of
the SOI provisioning process responsible for thigainallocation of resources required by
middleware services used by application. This &@gtig an element of the specific provisioning
procedure, which carries out initial verificatioh e availability of resources at the level
required to ensure the QoS. The GaPL providesipslitsed by adaptation loops for managing
service-level agreements, including capacity, perémce and securitf(M-NFR2. Graphical
management consoles expose charts with monitorgtgica of the OSL elements and provide
functionality for manual configuration of some elemis.

5.3 Organization of the A-SOI-LV-PP’'s Modules for R untime
Infrastructure Provisioning

Policy Management
Infrastructure

Policies
Y

‘ Orchestrating
Provision VEI elements ‘ Adaptation Manager
A

Activate self-management policies

‘ Infrastructure Access Gateway ‘
Information about Physical Nodes, VEI's
‘ Accounting data ‘

Virtual Execution Infrastructure Virtual Execution Infrastructure

Li 7 Vir ation C i I ight Vir Zation C

Workloads Workloads
Application and database servers, Application and database servers,
services services

Container Resource Manager

Physical Resources A

Y ¥ ‘ ‘ Yy ¥V
SOl Managed Elements

=
& P L3
= > - >0
P -
.§ S H Monitoring and Agent > s sl
22|/ 58 IV~
_E' el a8 Service Oriented Infrastructure SE! g g
0 O\ 9 I -2N S D |
= - o -
38 2 Monitoring and Management Agent 3 Se
- Ble > >33
© D
o Q
< 2

SOl Managed Elements
A 4 ) ‘ A

Physical Resources

Workloads Workloads
Application and database servers, Application and database servers,
services services

ightweight Virtualization Containel ightweight Virtualization Container

Provision L'—'J Provision

Provisioning Manager
E Provisioning
procedure

Figure 22. Structural organization of the OSL elemats and theA-SOI-LV-PP’s modules.
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A frequently used method for construction of tdmisinfrastructure management in distributed
environments is structural organization. In theteghof SOI environments, such an approach
is driven by requirements resulting from the straingjribution of SOl Managed Elements and
assumes computational infrastructure partitioningtwieen independent VEI instances
provisioned on demand by the Provisioning Managetr eontrolled by the adaptation loops
running within Adaptation Managers - Figure 22.

5.3.1 Operating System Kernel Resource Managers for Lightweight
Virtualization Containers

Physical resources are virtualized and managed Hey QS Resource Pool Manager
implemented by a specific lightweight virtualizatiplatform. The OS-RPM divides resources
between LVC instances within a single instancehef ©S-Kernel and is assigned to separate
VEI domains. Such sharing means that a particll&Z tontains workloads having diversified
resource demands influencing resource control galwhich define how virtualized resources
are consumed by the lightweight container. The LR€source Manager is used by the LVC
instance and, if supported by the OS Kernel, assigtomputational resources can be further
virtualized. This is the case for Solaris OS prowydgranular resource management framework
with SRM and resource controls, where global zocts as an OS-RPM for local zones in
which LVC-RM’s are usel. Deployment that is more complex, in the case oftitavel
virtualization, can be based on VM’'s (Xen, VMwar) hardware domains (LDOM) hosting
Solaris OS where in such a case there are two Q& Rf@ne that is VMM and second that is
global zone) and LVC-RM used by local zones.

5.3.2 Provisioning Manager

The Provisioning Manager allows specification ofmgmte resource configuration and
provisioning procedures definitionProvisioning procedures can be defined through a
workflows mechanism supported by many Business é€3cManagement (BPM) [25]
platforms, allowing orchestration of arbitrary ia$tructure elements exposed through software
components providing access to Infrastructure $esviExisting tools for BPM management,
like JBoss jBPM, Intalio BPMS? and Oracle BPKf, can be integrated with the MMP. They
can orchestrate exposed SOI services, perform gomimg of VEI based on already-defined
LVC-AA and perform other deployment tasks defingdabparticular provisioning procedure.
These platforms are also equipped with requiretstfmy procedures definition with the usage

% |n Solaris, resource partitioning can be perforrhedtwen projects and tasks running within LVC ascdbed
in Section 3.2.3.

®1 http://www.jboss.org/jbpm
%2 http://www.intalio.com/bpms

%3 http://www.oracle.com/us/technologies/bpm/indexiht
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of standardized languages like BPRiNor jPDL® they are a well-integrated framework for
realization of the Provisioning Manager.

5.3.3 Monitoring and Management Agents

The development process of provisioning and managéof SOI involved in proper operation
of adaptation and provisioning managers requir@s NMonitoring and Management Agent
(MMA) running on each physical server. Each MMAagquipped with components, which
enable dynamic partitioning of the physical sentkrough provisioning of LVCs and
monitoring their resource usage and changing resocontrols attributes. Besides managing
the virtualized environment, it is also able to ma@nparticular workloads and influence the
internal configuration of application middlewar&di managing thread or database pool size,
configuring required application resources. Thesemanaged resources represented as SOI
Managed Elements used by the PM, TAM and OEM negizprovisioning and resource
management policies ensuring specified QoS goalgadicular VEI domain.

An architecture overview of the MMA is presented-igure 23, which is coherent with layered
architecture already presented. Three groups ofpooents are identifiedinfrastructure
Services Component§ore Services Componerdad Connectivity Services Componentée
first group has been already described and is nssiple for translation of particular-vendor
specific interfaces into a common API used duringvisioning. The group of Core Services
components is responsible for auto-configuratioynagic loading and discovery services.
Native connector components enable communicatiotwdsn components exposing
Infrastructure Services and other modules of teN-LV-PP.

Monitoring and Management Agent

Connectivity Services Native Connectors
Components (RM SNMP)

Core Services Seli-Configuratior ManageabilityEndpoints Notification Discovery
Components DynamicLoading F Respondi

Infrastructure Services LightweightContainer Middleware LightweightContainer
Components ManageabilityEndpoint ManageabllnyEndpolm ManageabilityEndpoint

Lightweight Mlddlewm L-gmweugm
Container Comalner

Figure 23. Component diagram of the Monitoring andManagement Agent.

The types of loaded modules depend on the discdveetures of the environment, where the
agent is started and where the list of featuresbeapassed as an argument to the MMA being
started to manage a particular LVC instance. Suchethod of agent start-up separates the
phase of obtaining information about the environtreamd monitoring requirements from the

% http://www.bpmn.org
% http://docs.jboss.org/jbpm/v3/userguide/jpdl.html
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phase of loading modules. This separation can h@emented using a shell script, which
gathers information and passes it as flags of mggisits to the agent process. The only
condition that should be met involves the unifogmof semantics of the flags set by the shell
script and the ones read by the agent.

5.3.4 Infrastructure Access Gateway

The Infrastructure Services of the A-SOI-LV-PP ergistered within amnfrastructure Access
Gateway (IAG) running over the Access Node. This organizationS&I| physical and
Infrastructure Services allows avoiding problenlatesl to complexity and scalability because
the IAG stores all valuable information about therent state of particular SOl Managed
Elements and can be used by other client applicasoan access point for the management of
distributed instances of OS Kernels with provishehtweight Virtualization Containers.

When the MMA discovers that it is installed on thecess Node, it automatically loads the
IAG services implemented by the appropriate comptné€Figure 24). The Infrastructure
Registry module is responsible for organizing MM#Aa a federation using discovery services
and acts as a mediator between remote clients @idvianaged Elements. Management of
such a federation enables aggregation of usefalnmdtion like monitoring data, retained and
managed by the Accounting Database components, araging events occurring in the
particular SOl Managed Elements of the A-SOI-LV-ARe IAG exposes the management
functionality of the underlying agents proxying aoations to these agents in the form of Web
Services based on SOAP or REST or other protockés HTML supported by dedicated
connector components.

Infrastructure Access Gateway

Connectivity Services SOAP Connector REST Connector HTML Connector
Components

Information Services Infrastructure Discovery Jeseanting
Components Registry Service Databases

Monitoring and Managment Monitoring and Managment . Monitoring and Managment
Agent Agent Agent

Figure 24. Component diagram of the InfrastructureAccess Gateway.

5.3.5 Adaptation Managers

Adaptable provisioning of SOI allows a flexible nifozhtion of any VEI instance, depending
on the dynamically changing requirements and thailahility and level of virtualized
resources. The proposed structure assumes thatdaerbe more than one adaptation manager,
each responsible for resource management (Adaptistamager can be also resource) [45]:

* Orchestrating Adaptation Manager(OAM): Manage and coordinate activities
performed by touchpoint autonomic managers. Suchestration can be performed
“within a discipliné - multiple touchpoint autonomic managers of taeng type (one of
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self-configuring, self-healing, self-optimizing self-protecting), or &cross disciplin€s
- touchpoint autonomic managers being differenyjre.

* Touchpoint Adaptation Managefd@AM): This type of AM manages one or more
managed resources directly, using the touchpotetface. Scope and range can be a
single resource(network device, LVC, application server, servjceBomogenous
resources(LVC’s or OS Kernel) orheterogeneous resourcgsonnected groups of
physical servers, VEI's, groups of middleware ayugrs of storage devices).

Touchpoint Adaptation Manager

After provisioning of VEI, which uses shared phwsienfrastructure, its activity must be
controlled. The TAM is responsible for managing @d#don loops, which realizes policies
defining how virtualized resources dedicated to SV&e partitioned to satisfy QoS goals.
These policies are entered that specify rules enuie and sharing resources provided by an
administrator during provisioning of SOI. Realipatiof adaptation strategies within the TAM
is consistent with model proposed by the ACS nf8debgically, TAM is only responsible for
managing computational resources that are isolateddassigned to particular LVC instances
and workloads running within these LVCs. It coleanonitoring data from the MMA,
evaluates policies with the data and invokes manage operations on the MMA, which are
related to LVC-RMs and middleware configuration.

The TAM is subject to certain constraints thateafif®om aspects related to the potential use of
resources by the LVC, which are a limitation of ilalde CPU’s, memory, networking
throughput and storage capacity on a single phlysmaer shared between many VEI's. An
important aspect is also a security issue reladatie OS-RPM, which cannot be accessible to
TAMs. For instance, changing the number of assigdPtls for Dynamic Resource Pool or
memory limits associated with a specific LVC ingtams managed by the GRM, which divides
resource between many LVCs. Therefore, the OAMesponsible for the availability of
resources for LVC in accordance with the policiesdgen the rival instances of VEI.

An interaction style(Figure 25) defines how SOI Managed Element, exgagith sensor and
effectors, interacts with the Adaptation Managetrievestatéreceivenotification that define
how states through sensor components are deliagréperform-operatiorcallout-requesthat
define ways to change the state through effectorpoments [98]:

* Retrieve-StateThe Adaptation Manager requests the SOl Manageuédtieto provide
a particular value of a sensor’'s property. Suchodation can be synchronous or
asynchronous and has a semantic of “request-respdimsv providing some state
information about a managed resource.

% Section 2.7
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* Receive-NotificationThe SOl Managed Element sends the Adaptation Manage
unsolicited message-based synchronous or asynasoenent in a single direction
flow that does not return any state information eptcdetails about the success or
failure of the flow.

« Perform-OperationThe Adaptation Manager initiates an action calefbéctors of the
SOl Managed Element with a single-direction flowtheut returning of any
information except details about the success aurtanf the flow.

» Callout-RequestAn interaction style in whicta decision pointinstalled on the SOI
Managed Element solicits a decision from the AdagaManager. The bidirectional
“request-response” call can provide the state médion and be synchronous or
asynchronous.

Adaptation Manager

retrieve f receive perform # 4\ callout
state notification operation request

% Sensors 55 Effectors

Monitoring and Management Agent

Figure 25. Interaction styles supported by the AM ad MMA.

An important aspect is also how scenario policies evaluated by the AMs. There are two
known categoriessolicitedor unsolicited Each solicited decision is a direct decision e=ged
from a resource (SOl Managed Element) or any atiRegrnal system. A solicited decision has
an input and an output, whitha set of key-value mappings whekey is not an empty string
and ‘value' is an instance of Object reference. Unsolicitetiqees are evaluated periodically,
with the evaluation property defining the time sgdagtween intervals, or are evaluated in
reaction to a change of the system’s state.

Orchestrating Adaptation Manager

The main task of the OAM component is control ofltiple instances of TAM by activating
adaptation loops driven by provided policies frdma PMI. This control is ensured, on the one
hand, by the required level of QoS for servicemimig on the VEI instance and, on the other
hand, by maximizing the use of available resourbEseover, it communicates with the PM to
provision extra capacity to specific VEI instanteasources currently used by the LVC cannot
be satisfied by adjusting resource control value©B-RPMs. The Provisioning procedure of
SOl determines what and how much infrastructurealiecated and initiates adaptive
management process supervised by the OAM. It esdiaie physical resource distribution
between VEI based on monitored data acquired fieenMMA and definition of policies for
computational resources allocation according tdrobalgorithms.
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5.3.6 Policy Management Infrastructure

The general concept of the PMI with dependent comapts of the AM and MMP is presented
in Figure 26. When a policy definition is deployedhe AM, it is translated intBolicy Object,
whose specification is defined by the specific polianguage. Implementation of the Policy
Storage might be based on a file system or datalgseally used for such a purpose), which
provides support for backups, remote access andi-us@r access, including transaction
behavior, thus the storage might be shared betwegry AM instances.

Policy Definitior Policy Policy Policy Adaptation Policy | | SOl
Tool Storage Objects > Engine kel Loops ket Adaptors B Managed Elements
Policy Management Infrastructure Adaptation Manager L Il [ 2O
Managment Platform

Figure 26. Policy Management Infrastructure with oter related modules.

The approach taken by the author of the moduleydeslso stores information about the SLA
which is sewn into a given policy. It should beetthat support for any format implies that
some policies can be defined through usage of destidools supplied by providers. Therefore,
these tools can be used independently of the PBl&finition Tool and then such policies are
stored within the Policy Storage. During the pravisng process, PMI is utilized by the PM to
activate a particular policy or set of policiesspgcified by the provisioning procedure.

5.4 Summary

The architecture of the A-SOI-LV-PP presented iis gection is designed with the usage of
trends useful for the construction of modern andpsable platforms for provisioning and
management of IT infrastructure. An important agstiom is the modular design built using
components that provide specific functionality. elhables graceful scaling of the whole
environment and dynamic provisioning of SOI likeglhiweight Virtualization Containers with
required execution environments for applicationviees. It is a software solution, which
combines many components and ensures direct diorelaetween application specific QoS
requirements and the adaptive management of LVG a&Hapting services are able to
proactively configure compute resources among egiplin service workloads and assign
consumption attributes of resources for particM&t elements that host these workloads. They
would adjust values of attributes that influencesotece consumption of virtualized
infrastructure running on physical hardware, queutaread pool sizes and other resoufties
middleware, ensuring QoS of application services tnroute around bottlenecks. This will
also ensure that such designed infrastructure kell able to identify its own problems
automatically and activate appropriate procedurasdeal with fixing errors.

%7 Step 1 of the process model is defined in theiGe&t4.1

% Application server middleware contains many agtian resources that are related to service sdiéyabind
availability, like JDBC resources (number of cortimts, statements cache size), JMS resources dmatsot
Database middleware provides configuration wittapgaters such as buffers size for data, queries etc.
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The proposed solution for implementation of the @& V-PP supports a scalable and flexible
architecture for easy expansion and implementaifomew functionality by providing support
for the abstraction of resources, dynamic configomaof components and detection and
discovery of IT infrastructure elements.
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6 Implementation of  Adaptable SOl Lightweight
Virtualization Provisioning Platform

After presenting the adaptable SOI provisioninggess model and the requirements of the A-
SOI-LV-PP, this chapter describes the referencelampntation based on the proposed

architecture. It motivates used API and technolsgie implement software components
exposing SOI Infrastructure Services. This chapteo deals with the problem of integration of

Adaptation and Provisioning Managers with Monitgriand Management Platform.

This chapter presents the details of implementieg”A-SOI-LV-PP. The following information
concerns the general solutions and technologies digeng the implementation process as well
as provide details of the individual modules of ptetform. Selected implementation details are
discussed concerning discovery, self-configurabiitnd adaptability, based on reflective
middleware concepts. Construction of component®&rg sensors, effectors and provisioning
Infrastructure Services of the SOI running overa8sl Lightweight Virtualization platform is
also presented.

6.1 Selected Technologies

From among many well-known and widely available agement/monitoring tools and
protocols, the author selected the Java languadetla Java Managed Extensions (JMX)
platform. Java is widely used in industry and mizes requirements because it is supported on
many hardware and OS platforms. JMX is a standeddmanagement framework for managed
resources’ instrumentation, enabling a state’s miatien and operations’ invocation. When
applied to the implementation of software platforfios IT infrastructure management, it
provides many advantagegi) software components called Managed Beans (MBean
implemented in Java for managing heterogeneousuress with standardized interfaces)
other management technologies can be integratedexipodsed via MBean componen(is)
agents implemented with JMX can manage and eadg $suaa large number of resources
distributed over many physical devicd®1X covers three levels of the presented enviemm
Instrumentation levelAgent levebndDistributed Services lev§h3].
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Figure 27. JMX Architecture.

The Instrumentation levébcuses on object-oriented resource representatidrexposure of a
management interface to make a resource manag€ahkxt-oriented resource representation,
as defined by JMX, is an MBean object conformingdwa Beall (a reusable Java component)
restrictions, with a well-defined management irdeef providing set of management operations,
attributes and notifications. Access to the MBeaterface usefReflection APP, allowing
client applications to read and write managedhattes, as well as to call management methods
based only on their names and signatures, whicllefreed at runtime. The second levbk
Agent level acts as a registry for all managed objects afm@rohelper objects (such as
monitors, timers, relation objects, objects faatlitg dynamic loading of other MBeans from
remote locations, connectors for RMI and SOAP, satagfor SNMP and HTML). All MBean
components are registered and managed bylBeanServeto enable resource management
and provide access to these components. This acgssvided by specific connectors and
adaptors (MBeans also) deployed in the agent legestituting a remote API that can be used
by remote clients. The third layahe Distributed Services leygirovides remote access and
other functionality for the managed objects. It sists of remote MBean proxies that are used
by remote clients for management purposes. Subsdguadaptors deployed in the second
layer allow remote clients to access the monitorgspurces using JMX-compliant consétes
the SNMP management console and web browsers. Jdli¥eds a portable and scalable
mechanism to manage different resources, instrugdewith software components equipped
with many services provided by the technology. Maewdors support it, for example, JVM
and Java EE Application Servers are JMX compliamother example is MySQL database,

% JavaBeans are reusable software components cdnfptim the convention of a java object having mylla
constructor, setters and getters and being seaidéz

01t allows a Java application to examine, or “isprect”, upon itself and manipulate internal prapsrof the
program.

" JConsole is shipped with Java Development Kit (JBir the console from the MC4J [148] package. These
tools are equipped with rich GUI JMX client intesés and can be used for connecting to any JMX agent
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which provides a MXJ Connectdr package for deploying and managing the database.
Dynamic MBean Loading Service (JMX-MLet) providesnsces for dynamic loading of
MBean components into the MBeanServer. The JMX-Mlsts special descriptors named
MLets which are pseudo XML files with special tafygg describing required JAR files,
component class and name in the MBeanServer. Winabioed with reflectivity techniques, it
provides a powerful mechanism for loading only iegpl components exposing appropriate
Infrastructure Services.

The Policy Management Infrastructure and Adaptahtanager modules use rule engines for
policy representation and adaptation loop procgssind, through the requirements and
architecture, require arbitrary policy engines suppThe rule engines selected are JBoss
Drools and Jess, both of which implement the RETgerdhm and provide Java integration
through Rule Engine AP Drools environment is a comprehensive open-souicegrated
platform for definition, management and executidnrides and event processing. Jess is a
commercial platform and, in contrast to Drools,ydes support for fuzzy logic.

The Provisioning Manager module requires a flexiBEM suite for visualization and

execution of provisioning procedures, which orcrest SOI. JBoss jBPM supports the entire
life cycle of the business process (from authorthgough execution to monitoring and

management). It is an embeddable, lightweight jmeaess engine with process modeling in
the Eclipse platform and the web (business usewkjch also supports tight, powerful

integration with business rules and event procgssin

As the technology for implementation of GUI systerclipse Rich Client Platform (RCH)
JBoss RH® and Google Web Toolkit (GWT)were chosen. Eclipse RCP is a standardized
platform for implementation of graphical tools, whiincorporates Eclipse libraries. It should
be used when more advanced GUI functionality notipled by currently existing Ajdx web
frameworks is required and can be integrated witteroextensions like jPBM Designer or
Drools editor. JBoss RHQ delivers a core user fater used for monitoring and management
of IT infrastructure and is designed with layereddules that provide a flexible architecture for
deployment of plugins written according to absimctinterfaces that suit arbitrary SOI
Managed Elements.

2 http://dev.mysgl.com/doc/refman/5.0/en/connectej-Antm|

3 Java Rule Engine API provides a unified accesrfiaate to rule engines from Java applicationstaihdarizes
the interface for such operations as registering) @amregistering rules, parsing rules, inspecting metadata,
execute rules, retrieve results and filter result.

™ http://www.eclipse.org/rcp/
"> http://irhqg-project.org/
’® http://code.google.com/webtoolkit/

7 Ajax - Asynchronous JavaScript and XML are a grofipnterrelated web development methods used en th
client-side to create interactive web applications.
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Using the aforementioned software technologiesfeardeworks for implementation of the A-
SOI-LV-PP will provide the IMF that conforms to tlaglaptable architecture requirement and
realizes the defined SOI provisioning process. Tamainder of this chapter elaborates
implementation details of software components f@l &xposition within Monitoring and
Management Platform and integration with Adaptadod Provisioning managers.

6.2 Monitoring and Management Platform

Having in mind the concept of object-oriented mathgesource representation, an interface
was implemented for adaptable provisioning of 38l40 virtualized infrastructure with the
SOl paradigm considered. Such resources includevonlet and hardware infrastructures,
virtualized computational and storage resourcesidlaware, and applications. The proposed
solution promotes a lightweight component appraaghlemented with JMX technology used
for coupling between managed SOI elements, adaptand provisioning managers. The
Solaris components presented expose informationutatesource usage, configuration and
management options and allow performing some maneageoperations (including changes in
configuration, creating new zones and projects, itiimp resource usage,
booting/halting/shutting-down zones).

6.2.1 JMX-Based Infrastructure Management System Pl  atform

Since the primary goal of the MMP is monitoring andnagement, the author, for that purpose,
uses the JMX-based Infrastructure Management Sy$#S) [139] platform. The main
purpose of the JIMS is to provide an integratedvanke framework for managing elements of
computational infrastructure and applications sufp@ a majority of Horn’s requirements and
supports the proposed architecture of the A-SOIRR/-

 The Instrumentation Layemprovides physical infrastructure management and
monitoring information using module components vagmsor and effectors installed
in the JIMS Agents. They are able to discover yipe tof an environment it operates
in (context awarene¥sand load proper modules with sensor, effector and
provisioning software modules from th€omponents RepositoryThe JIMS
automatically handles a list of SOl Managed Element each VEI gelf-
configuration and re-configuratiorn) through appropriate discovery components,
which also support reaction to node failureeterogeneityallows installation on
almost any UNIX-like system, including all Solangrsions and many Linux
distributions.

e The Interoperability Layerprovides a common point of communication with
computational nodes in clusters through dedicatextess Nodes. The JIMS
Gateway(used as thénfrastructure Gatewayrunning in the interoperability layer
discovers and organizes generic agents into a d&der acting as a mediator
between remote clients and these agemifsaStructure Registry servicgsDuring
start-up, the gateway discovers it is installedaonAccess Node and automatically
loads JMX Gateway moduledlf-definitior). The JIMS Gateway provides access to
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Interoperability Integration

Instrumentation

the SOl Managed Elements using a unified and abEptaterface gpenness
which does not define particular management rostared is general for accessing
any type of managed elemen®eactivenesss promoted through standard JMX
notification services sent to interested parts wparticular events occur in SOI
Managed Elements. This layer provides all the meguifunctionality of the
Connectivity Services Layer of the MMP.

The Integration Layeenables discovery of all accessible VEI instararet provides
an overall view of the SOI environment. This layensists of Global Discovery
modules installed in JIMS Gateways running on Asdésdes. This service enables
the election of Global Registry of JIMS Gatewaydjickh can be used by GUI
consoles and the Orchestrating Adaptation Managersupervise Touchpoint
Adaptation Managers installed on particular gatewagtances. The election
mechanism provided offerself-healing functionality, allowing operation in an
unreliable environment.

The Client Application Layeronsists of applications connected to the JIM$esys
which are consumers of the information producedhgysystem. Provisioning and
Adaptation managers can be implemented with differechnologies, hence access
to the SOI Managed Elements is possible with treeaisndustry standards such as
Web Services, RMI, HTTP or SNMP.

A-SOI-LV-PP
Layers
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Figure 28. JIMS layered architecture.

The other Horn’s characteristics, i&nticipatory, SelfOptimizingand SelfProtectingare not

covered by the JIMS system and are the main tarigdte Adaptation Manager. The internal
architecture follows thereflective middlewarefoundation, providing a mechanism for
delivering the host-Infrastructure Services for tRESL instrumentation, distribution of
middleware with the various connectors interoperabith many software platforms and
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discovery services and common middleware servikesnbtifications or dynamic components
loading.

The JIMS uses computational reflection for deteation of the underlying operational
environment and loads appropriate modules with XX ponents through JMX-MLet service
(Listing 1), exposing monitoring and control seesdor managing the underlying resources. Its
features, such as adaptation to operating systesnsels, and IP protocols, auto-configuration
facility (VEI level auto-configuration) and dynaméiteployment of proper monitoring sensors
from one common modules repository, make it welleslto providing MMP as an element of
the A-SOI-LV-PP. The JIMS can be extended to $wdtabstractions of different heterogeneous
elements of VEI used by the Adaptation and Prowisigp Managers.

6.2.2 Resource Access Layer

The author found it useful to introduce a levelmafirection when using diverse management
interfaces for underlying resources and separatesxface from implementation, thereby
allowing uniform usage of all these methods by MiBeaomponents and making it easy to
switch implementations. It also allovexlaptationwhen a new version of tools is released,
which is accomplished through reflection and incogtion of Comman&® design pattern -
Listing 2. Access methods for retrieval of configtion data use system files (wherever
possible), command-line tools and Java Native fater (JNI) through C-language Solaris API.
Other management and provisioning operations, asdmiting resource usage with resource
controls, modifying projects or managing zonesclfde, are realized with proper command-
line tool invocation based on tRntime.exemethod.

SOl Infrastructure Services

= | =5 | = \

g Solaris 10 access adaptation layer [
¢ Common Access Interface
g | Commonfcomeimermee 5 & &
‘; g Access Methods JNI + C AP Runtime exec + CLI Config files/logs
g s Realtime resource usage | | Zones|Projects - Zones/Projects [
2 . (lproc KSTAT) Management con-fi ﬁies N
@ Diverse Interfaces Extended Accounting Resource Controls lvanadml?nessa s
g (libexacct) Commands ges
o —
g Zone 1 Zone 2 Zone 3
z . .
$ - Lightweight Virtualization Rroject P'°zle°‘ Project Project Project Project
=2 Containers ’ 2 ’ 2
©
53
.‘g
o Solaris 10 Global Zone
s L
(@]

Figure 29. Integration of Resource Access Layer witSolaris 10 Lightweight Virtualization Containers.

Current consumption can be measured through anguarisnapshot of resource usage from the
/proc Virtual File System (VFS), where each processha zone has its own subdirectory (the
global zone also contains entries for processem ftocal zones). The most important

8 Separates the object that invokes the operatimm the object that performs the operation. Singsifadding
new commands because existing classes remain uyexdh§i4].
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information is contained impsinfg usage and statusfiles having a binary format that are
processed. Because these entries have a nativy Bananat and cannot be read directly by the
Java application, it is necessary to use SolarisARO through the JNI. By summarizing
information about resource usage of processes, jossible to calculate resource usage of
projects and zones.

The Extended Accounting information (precise ouJerakource usage) is collected from

Extended Accounting logs on all LVC within VEI. T8elogs can be parsed using C or Perl
API. While interoperability between Perl and Jasgossible with Java-Perl Lingo (JPL), the

author decided not to use it because it imposest@nts on Java code (like classes being
stored in a default package), thus libexacct C @&l JNI is exploited.

Solaris 10 does not offer any native mechanisrméifying about events, such as zone/project
creation or removal, therefore such information trhes read periodically from configuration
files and MBeans should be added or removed wheessary. If changes (configuration, state
or resource usage) in the managed resource ocdMXanotification can be sent, so that higher
layers, e.g. the PM or AM, can react to eventestof querying the state actively. This shows
that interfaces with notification can be create@reyf the underlying system does not offer
native notification mechanisms.

By implementing a discovery service, a mechanismatdo-discovery of Java applications is
introduced to be automatically monitored and madabg the MMP. It relies on the
instrumentation features of JVM, which allows tméerception of Java applications running
through the java-agent option enabled. Such an agent must provide aschdth apremain
method that is called before tineain method of the application class. An implementaidn
such agent initializes the discovery mechanism,blamg automatic registration of an
application within the running JVM (Listing 4). Thepplication itself does not have to be
modified; it's enough to add thgavaagent:soima-javaagent.javption at startup. This will
cause the application to be discovered by the dtrinature Access Gateway and put the
information in the Infrastructure Registry servi&ich configuration of particular middleware
can be done through a configuration template pezpaithin LVC-AA. After provisioning,
such a discovery is automatically initiated durithg start-up phase of middleware running
within instrumented JVM.

Support for JMX is built into the Java Virtual Maek instrumented with MBeans and
registered in a Platform MBeanServer with RMI castoe configured by default. A lot of
middleware based on the Java 2 Enterprise Editiatiopm takes full advantage of the JMX
technology, simplifying management of such appi@atruntimes through JSR-77 They

" The JSR-77 specification defines a managementrition model called the J2EE Management ModetHer
J2EE platform. The J2EE Management Model is a fipation of the attributes, operations and architex of the

managed objects required by compliant J2EE platfonplementations. This model is inter-operable wdth
variety of industry standard management systemspaotbcols. It also provides standard mappingshefrhodel

to the Management Information Base (J2EE MIB) and Java API as a server resident EJB compone$}.[14
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provide MBeans components with API for configuratiaonanagement and deployment of
applications with support for provisioning of newnsiances, including clustered
configuration&’. This allows use of such SOI Managed Elements wiimplified interface
without detailed knowledge about JMX.

6.2.3 Runtime Infrastructure as a Service Layer

It was mentioned that JIMS uses MBeans as an ahsmafor representing resources.
Therefore, the following MBeans components showifrigure 30 were implemented, which
represent each zone and project defined in themsyahd are Manageability Endpoints required
by the provisioning model. There are also other BHeregistered by the Solaris 10 extension
module; however, they are omitted in this desaiptias the services they provide are not
important for the module described.

* Zone monitoring MBeansThese MBeans provide information about zonesbuese
usage. For each zone in the system, there is oreaNIBgistered.

e« Zone management MBeandhese MBeans provide information about zones’
configuration (i.e. zone name, resource consumptiants, configured projects,
network interfaces) and state (i.e. running, haltdthey also expose the interface for
provisioning containers and changing configuraifiog. creating or removing projects,
setting resource consumption limits). There is iB&an registered for each zone.

* Project monitoring MBeansThese MBeans are counterparts of the zone mangtor
MBeans for projects and provide information aboudjgrts’ resource usage. For each
project in each zone there is one MBean registered.

* Project management MBeandhese MBeans are project counterparts of zone
management MBeans, provide information about ptgjemonfiguration (i.e. project
name, belonging users and groups, resource congumpimits) and expose the
interface for changing it. There is one MBean reged for each project.

JMX allows searching MBeans by the domain that #reyregistered in and by their properties
(both domain and properties are specified when MBigaregistered in the MBeanServer).
Using this mechanism, it is possible to find MBeaepresenting all zones (or projects),
specific zone (or project) or all projects belorgin given zone, etc. This way it is possible to
learn about existing projects and zones.

The security aspect must take into account mamgshrelated to a broad variety of managed
resources, which means that some operations, sudneating zones, modifying the project
database etc., may be allowed only for restrictexdigs of users. The privileged position of
operations performed in the global zone should déxg carefully analyzed. It is necessary to

8 Glassfish Application Server is equipped with Apper Management Extensions (AMX) which are JMX
components implementing API for platform managemiraiso provides services enabling self-managémen
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take into account situations when a provisioned ¥@&isists only of a cluster of local zones
distributed over different global zofésThis is why two deployment options are provided:
Global andRestrictedAccess.

SOl Infrastructure Services - JMX MBean Components for Provisioning of Solaris Lightweight Virtualization Containers

Global Zone* Global ZoneN

‘ Global Zone Resouce Managet ‘ ‘ GZRM ‘

Global Zone Global Zone Local Zones Local Zones Events
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MBear MBean MBean MBean MBean

Local Zone* Local Zone*

Zone Cluster

Virtual Fxecution Infrastructure
Global Access

‘ Project”

Projeci2 ‘

Local ZoneN Local ZoneN
Loc _Zov_m Loc Zonel Events MBeant
MBean MBean MBean
Project” Projeci2 T Project
Project1 Project! Project2 Project2 Projectt
il Monitoring
MBean MBean MBean MBean MBean

‘ Local Zone Resource Manage! _

ss Local Zone Cluster

Virtual Fxecution Infrastructure

Restricted Acce:

Figure 30. Manageability Endpoints components for 8laris 10 LVC provisioning and management.

Clients in the Global Access configuration connadly to the particular MMA installed in the
global zone that has permission to perform opematimn all local zones in the current Solaris
10 OS instance. Such a configuration option prawifierctionality for a wider spectrum of
management operations like provisioning new zomegpts and resource controls
configuration modification. In the Restricted Acse®nfiguration, each local zone contains the
MMA which is able to perform only operations on tipgen zone, depending on the assigned
privileges. Such configuration is required when idagd VEI would be administered by
external parts (for example private or public Cley@nd will be provided with SOI that is able
to operate only within the “owned” infrastructure.

The aforementioned JMX MBean components provideiges for provisioning of VEI over

the Solaris lightweight virtualization platform. & are Manageability Endpoints installed
within the MMP supporting the adaptable SOI prammsng process through Infrastructure
Services exposition required by the Adaptation d&rdvisioning Managers. These JMX
components can be deployed on demand to MMA tallftitfe requirements of a particular
provisioning process implementing the sensor arectfr interface required by adaptation
loops and provisioning services. The JMX-MLet seevican be used by the MMA for
managing modules which contain components for Aatapt and Provisioning managers. It
allows instantiation and registration of MBean caments in the MBeanServer, which are
downloaded from the Components Repository specifigda remote URL. Such a process
requires an MLet descriptor (also specified by aLY®hich defines the information on the

81 0s Kernel instances running over physical servers.
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MBeans to be obtained and makes it possible taemgmamically extensible agents. In the
presented example (Table atg,jims.modules.solaris.solaris10.mbeans.ZoneAgent

MBean component uses computation reflection (hgs®2) to determine the current context for
running MMA and adapts itself through compositioadhptation of other MBean components
exposing the appropriate type of the Infrastructiedicated to the OS Kernel of a regular LVC
instance.

<mlet
<l—-  Main entry MBean component — exposes SOl Virtualize d Services  -->
code=" org.jims.modules.solaris.solaris10.mbeans.ZoneAgent
<l—- Libraries used by MBean components -->
archive="jims-sunos-sparc-3.0.0.jar, jims-common- solaris-sparc-3 .0.0.jar,

jims-solaris-persistence-3.0.0.jar,

commons-collections-3.1.jar, dom4j-1.6.1.jar, ant Ir-2.7.7.jar"
<l—-  Domain name in an MBeanServer -->
name=" Management:class=Solarisl0Management " version="1.0">
</mlet>
<mlet code="  org.jims.modules.solaris.mbeans.SystemInformation

archive="jims-sunos-sparc-3.0.0.jar,"
name=" Monitoring:class=SystemInformation " version="1.0">

</mlet>

Table 4. IMX-MLet descriptor for Solaris 10 Manageaility Endpoints components.

Such construction enables on-demand deploymennyfnaodule of the A-SOI-LV-PP, for
instance if there is a requirement for hierarchgtalcture of running AMs to realize complex
policies, an appropriate JMX-MLet module can beloggpd or undeployed on the target OS
Kernel or LVC instances.

6.2.4 Information Services Layer

Both real-time resource usage and accounting dagasimred in a database on the IAG.
However, since a large quantity of real-time datghthbe generated, the module enables
limitation of the amount of monitoring metrics albqarticular project or selected processes
(information about zone resource usage may be etkfiom all participating projects). This is

supported with MBean components allowing selectbmunning workloads by adding filters

that use various criteria. By default, it is alwgysssible to filter processes by their process
identifiers - pids (for monitoring given applicati), but it is also possible to create other kinds
of filters, for example for selecting processeshwiigh resource usage. While the system
administrator may directly specify the process idiem, it also provides a mechanism that
automates this task with previously discussed nmshma of instrumentation of Java
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application&. Monitoring data are stored in a relational dasabaith the schema presented in

Figure 31 and managed with Plain Old Java ObjeP8J0O) components persist with a
Hibernate framewof®.

ExactFlow Zone Hos! ExactLastUpdatec
PK_ | Elow UID PK | ZoneUlL PK | HostulD

MonitorProjectEntry
PK__ | ProjectEntryuiC

Date
FK1 | hostUID timeStamp
FK1 | projuiD

cpuUserTime

ZzoneName | hostName Type

i
cpuWaitTime
PK | ProjuiC

Task T
FK1 |zoneult MonitorProcEntry

o
projld PK | TaskulD K

taskld

N timeStamp
ExactProcesses FK1_| Projuic pic

ppic
PK | ProcessExacctulC FKt |taskuID
cpuUserTime
cpuSystemTime heapSize
cpuWaitTime stackSize
cpuPercentage
memPercentage

cpuPercentage
memPercentage

Figure 31. Database domain model of Solaris accoung services.

The notification services provide a way to learowtha newly created (or removed) project and
zone without querying it through the JMX notificati service. Exploitation of the service
provides functionality for discovering Solaris 1ENelements like configured zones in the
system and projects that particular zone contalivgo separate MBean components emit
notifications defined with POJO (Figure 32) relatied projects and zones lifecycle. Each
component that wants to receive the information trmegister for notifications in following
MBean components:

* Zones Events Notification MBeamhis MBean sends notifications about events
occurring in a particular zone. Discovering patacentities within a zone and handling
call-backs related to zones’ life-cycle is alsosued:

— A new zone is discovered in the system,
— An existing zone is removed,
— A particular zone changes state (i.e. zone is loootdalted).

* Projects Events Notification MBeammhis MBean sends notifications about events
regarding projects:

— A new project is discovered in the system,

8 Enabling persitency of monitirng data of JVM iscamplished via the persist” option specification to
javaagent

8 http://www.hibernate.org/
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— An existing project is removed or modified.

It is also possibility to send notifications aboaltributes’ threshold exposed by MBean
components from the RlaaSL using built-in JIMX morst like String Gauge and Counter
monitors for watching string, integer and numeticilautes appropriately. These monitors can
be configured to periodically observe SOI Manag&htents and emit JMX notifications only
if a specific attribute has changed beyond a sjeettifeshold.

#praecs  Prajectinto [0.7]

projects C: fo, ype  String, zourcs - Object 52qlong
<<cetter>>4getPro ects(  Cal ection<E-Frojectrfor

Prajects AddedNotification Prajects UpdatedNofification Projects Removedatification
; _NCT FICATION, TFE. St T
seqtence lora=1

ojects were modfied{eadCn

AMatification; rrojec:s: Zollzctior <E-Projext o source : Object i

AdedNotificaions prajec:s : Collzctior <E-»Project o, source - Obiet
lonc

ZonesNatification

-NCTFICATION TYFE String ="
“senuence lorg=1

o0 z0nes - Collecion<z->Zonelnfo, saurce: Jbject)

Figure 32. POJO components describing events relatéo Solaris containers lifecycle.

The IAG is able to handle events and modify theastfucture Registry with a list of available
LVCs on a particular OS Kernel instance as weleasnts from JMX monitors. These events
can be also sent to the PM or AM modules.

6.2.5 Governance and Policies Layer

The MMP also has a graphical console for centrdleecess to managed elements of the OSL.
A specifically implemented plug-in to extend thestgym management interface of RHQ added
functionality for provisioning, management and ntonng of VEI based on the Solaris
platform. This extension allows viewing a list diysical nodes (instances of the OS Kernel)
and the current configuration of lightweight contais (Figure 33) with possible modifications
such as resource controls (Figure 34). The systhmnastrator also has the ability to define
graphs presenting the consumption of computinguress (Figure 35, Figure 36 and Figure
37) and defining alerts (Figure 38). This approagpports the management of many different
operating systems and AEE platforms with a paricidmphasis on solutions of JBoss
solutions. Additionally, administrators can conndectly to the MMA instances using client
application tools compatible with the JMX technotpgnabling the usage of the instances of
MBean components installed in a specific MBeanSerite the drawings submitted, the
jconsole tool is evaluated in which MBean components ares@mted for provisioning,
management and monitoring of lightweight contairedrthe Solaris 10 platform. The downside
of this solution is there is not an advanced usiriace which, in order to perform a particular
operation, requires in-depth knowledge of the geedemantics of the components providing
appropriate SOI Infrastructure Services.
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Figure 35. Solaris Container monitoring metrics.
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Figure 37. Chart with CPU metric of the Solaris Cortainer. Figure 38. Alert definition for CPU metric of the Solaris Container.
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Figure 39. MBean components for Solaris Containerand projects management.  Figure 40. Monitoring metrics of CPU usage and nuilmer of processes.
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6.2.6 Summary

In opinion of the author, the natural order of iempkenting the IMF for adaptable provisioning
of SOI over lightweight virtualization is to firstevote attention to SOl Managed Elements
construction. This is justified by the fact thananagement policy and an adaptation strategy of
an adaptation system must be expressed in thextootecapability provided by Managed
Resources. The heterogeneity of native resourceatanterfaces offered by elements of the
OSL creates the need for a uniform open interfabe. presented implementation of the MMP
based on the JIMS framework implementation is admckground for the implementation of
the Adaptation Manager and further orchestratiorexgfosed Infrastructure Services by the
Provisioning Manager.

6.3 Adaptation Manager

According to the proposed architecture, the AM aorg modules responsible for adaptation
loops management and integration with the PMI amdPM It is implemented as a lightweight
library that can be deployed on demand within théMMusing MLet service. Each modules
implementation is based on the JMX technology veinvices implemented through MBean
componentsPolicy evaluation requires coordination of actigafEigure 41) performed by the
PMM (Governance and Policies Layer), PEM (QoS Lagad RAM (Model-based Translation
Layer) and is implemented with components realizoagticular steps in the adaptable SOI
provisioning procesdntegration with SOl Managed Elements does notirecany descriptors
because reflective techniques are used and, asul, reppropriate policy object components
(adaptors) required by policy engines are generdymamically without a need to restart the
runtime. The implementation of the AM supports,default, three policy engines; Drools and
Jess as rule engines and IBM’'s ACPL runtime. Néwebess, the internal design and
implementation also supports the possibility to atlter custom policy engines, which can be
attached and detached dynamically.

Adaptation Manager Policy Management Module Policy Evaluators Module Resource Access hodule

Managed Resources JIMS

Figure 41. Activity diagram of policy’s evaluationby particular modules of the A-SOI-LV-PP.
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6.3.1 Resource Access Module

The representation of thPolicy Adaptor components in the AM is specified with the
ManagedResouréé interface for representation of SOl Managed Elemeiihis interface
exposes general-purpose methods for manipulatioprapperties of the underlying Managed
Resources (Figure 42). To meet all these requirssnénResourceMBeaibstract class for
resource representation is defined, which implesdrg ManagedResource interface. For each
SOl Managed Element (also MBean component), thacyohdaptor (MBean resource
wrapper) class is generated with resource-speadion methods implemented that depend on
MBean properties, methods and notifications. WhanMBean attach request process is
initiated, the RAM checks if suitable a resourcapyer class is already available. If there is no
such class then a new wrapper generation procads.ssuch an MBean wrapper is generated
from a parameterized template (Listing 7), transkd into Java class source code using
Apache Velocit§ library, next compiled with Java Compiler API, deal into JVM and
registered in the MBeanServer of the AM.

The MBean resource wrapper encapsulates local mptee communication to a particular
MMA’s MBeanServer containing a component for mangga given SOl Managed Element,
allowing it to read and write resource propertescute actions on resources and subscribe to
notifications about events related to resource.

ManagedRes ource

+getResourceProperty propertyMame : String ) : Chject
“+gethultipleResourceProperties propertiesfame : [] ) : Object[]
+updateResourceProperty{ propertyMame : String, propertyalue : Ohject )
+inzertResourcePropertyd propertyhame : String, propertyvalue @ Object )
+deleteResourceProperty { propertyMame : String )

s

|
ResourceM Bearr

Flisteners : ResourceMatificationListener [0..7]

#connection : MBeanServerConnection

Furl : JMxService JRL

#urlHost : String

#urlPort :int

FurlPath : String

#mbeanMame : OhjectMame

FmbeanMamestring : String

#classkame : String

#objectMames : Objectbame [0.*] = newHashMap=<5tring, ObjectMame:={

+getObject{ propertyMame : String ) - Object

+getint{ propertyMame : 5String ) :int

+getBoaleani propertyMame : 3tring J : baaolean

+getDoublel propertyMame : String ) - double

+getsString] propertyMame @ String ) : String

+zetObject{ propertyMame : String, propertyyWalue : Object ) - woid
+setlnt{ propertyMame : String, propertyWalue ©int ) void
+zetBooleani propertyilame : String, propertyalue @ baolean ) @ woid
+zetDoublel propertyMame : 5tring, propertyWalue © double ) void
+zetStringf propetrty Mam e © String, propertyValue @ String ) woid
+addLlistenery listener : ResourceMotificationListener ) : woid
+removelistener listener : ResourceMotificationListener y : boolean
+invoke{ methodiame : String ) @ Object

+inwokel methodMame [ String, parameters [ Qhisct"[ ), sigrature [ String"[]" o Okiect
+getClassMam e : String

+getObjectMamed : OhjectMame

+getHostd : String

+getPortd @ int

+getPath : String

+iz{ xMBeanMame : String ) @ boalean

+getObjectMamel xMEeanMame : String ) - ObjectMame

Figure 42. Interface specification of the Policy Adptor component.

8 This ensures compatibility with the ACPL.
8 http://velocity.apache.org/
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6.3.2 Policy Evaluation Module

The implementation of the AM system exploits théeptial of the rule engine-based approach
as attractive solution for the policy-driven SObyisioning process. Such a solution brings
mapping of a term policy to a production rule deiiom and could introduce some constraints in
a policy expression, but it is not the case in nafsthe applications. The rule engine is a
sophisticated software module that supports a Bleagamttern matching algorithm, thus it might
be used for a large number of facts and rules tatisy a representation of knowledge. All
rules are stored iproduction memoryin addition, facts that were matched against pctidn
rules can be found here (Figure 43).

Inference Engine
Production Memory Working Memory

@ Pattern Matcher @
- ‘ N

Agenda

Figure 43. Rule engine structure based on Rete Netwnks.

The PEM'’s implementation supports many rule engmesing in parallel, which might be
attached and detached without restart and accegiethe Java Rule Engine API interface. In
the PEM, SOl Managed Elements are representddctsprocessed by the rule engine. Such
exposition is performed during the AM’s start-upapl through the Reasoner Adapter
component. It is a class specific to a given reasanting as a bridge between the PEM and the
reasoner and implements the interface describ@ahe 5. Its main responsibility is to provide
access to selected resources and policies andhergavents from resources and provides them
to the reasoner.

Table 5. Interface specification of Reasoner Adaptecomponent.

Method Name Description

attachResource Attaches new a resource

detachResource Detaches new a resource

addPolicy Adds a policy for unsolicited or solicited decisson

removePolicy Stops a policy evaluation and removes it from [the
reasoner

evaluateSolicitedDecision | Returns a solicited decision or null if the deaisis

not available
getinfo Returns a reasoner description
shutdown Performs a detach operation

Application of the rule engine influences the mlization procedure during start-up time of the
PMI and AM (Figure 44). When the rule engine isrts@d, it activates a rule basénto

108




production memory for its use. The rule base costall rules and class definitions that are to
be evaluated against facts. The rule engine isedrivy the arrival or change of the facts
residing in the working memory. The changes ofdaotay be generated by external events
because of rule engine activity or by the expiratad a timer that could be associated with
previously received facts.

-Read list of reasoner adapter classes -Query [IMS for all MBean components
-Load and initialize reasoner adapters representing S0l Managed Elements

-For each reasoner adapter activate -Register for JIMS notifications related to
appropriate policy engine information about 51 infrastructure
T lifecycle
T
Policy Storage

Initialization R_e_ast_mer_s Act!\rfne 501 Man_aged Elements
. Initialization Policies Discovery

-Create Derby database Activate policies with
-Configure Hirbenate /R activateQOnStartup flag set
totrue

Figure 44. Bootstrap process of PEM.

The activity of the Adaptation Manager is performedhe following steps depicted in Figure
45:

1. The elements of the OSL (Managed Resources) atanireted as MBeans within the
MMA constituting SOl Managed Elements (Manageaptihdpoints).

2. Policy Adaptors of SOI Managed Elements that plagle of Model-based Translation
services are constructed automatically (2a) andmatWorking Memory as facts (2b).
The Reasoner Adapter interface is used in this, stdpch attaches particular SOI
Managed Element representation to a specific P&iyine.

3. Production Rules representing policies are loadedrbduction Memory. At this point
the Inference Engine is also started.

4. Pattern Matching algorithms are performed on désun production Memory and facts
present in Working Memory.

5. All rules that are evaluated as true are put ingeda to be performed.
6. Action is performed on the representation of Maulalgesource in Working Memory.

7. The action is forwarded to SOl Managed ElementsReaource Wrapper and enforced
with effectors.

8. Managed Resource parameters changes accessedsbyssame communicated to Policy
Adaptors that triggers execution of step 4.

Steps 4 to 8 constitute a main execution loop ef Adaptation Manager. Since rules are
declarative knowledge representation forms, theyret called like functions in a procedural
language. Instead, they fire in response to chaingde facts available to the rules engine.
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Figure 45. Adaptation loop processing performed byhe PEM using rule engine.

6.4 Policy Management Infrastructure

The Policy Management Infrastructure provides sewienabling policy definition and
persistency support. The policies are managed niigrarad defined by the administrator using
a GUI console that is also integrated with the AMhe implemented Policy Management
Module delivers a graphical Policy Definition Toabnsole for policies’ definition and

integrates with the Adaptation Manager, enablinglemand activation of policies.

6.4.1 Policy Definition Tool

The Policy Definition Tool is an integrated took feolicy definition, edition and activation. In
the A-SOI-LV-PP, representation of policies alloandling any format having the following

properties and is a container for policies exprssarbitrary policy language:
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Type Policy can be of types solicited or unsolicited.

Name Not an empty string, and must be unique withiigyascope.

Scope Hierarchical structure of not a string used fendtation of the given policy
applicability domain. An empty string is valid aslipy scope and represents global
scope; other scopes are non- global.




» Evaluation in milliseconst Valid only for unsolicited policies, defines &yation period
in milliseconds.

» Activated on start uplf set to true, then policy evaluation is startednediately after
initialization of the AM.

» Policy Engine Name of the policy engine (reasoner) to be usethé policy.

Policies are identified by a name and scope fougirg (similarly, Java classes are grouped by
packages) with a body provided as a regular sexygressed to fit a particular policy engine.
Defined policies are available for administratoosbe activated within the AM through the
“activate” option in the console or using exposddl Ahus facilitating the integration of the
PM.

[#] Autonomic Managem...
<« & [© https://am-soi.ics.agh.edu.pl:7722/amt-console /@ A
SOAAlfresco X, SOAConfluence ¥ SOAJIRA [l GlassfishCluster Moodle I

*3 Przejdz na strone ... AWS Elastic Beans... % Xmarks Settings Hayden

Adaptation Manager Console

Gateway v || From file... | ) Activate on startup| Update || Undeploy | | Activate || Duplicate || Properties

IMPOTT OTq.amt. Te50UTCe.Resource;
import org.amt.resource.Resou r(eNotihcaUnn
import org.amt.policy.PolicyLogger w

global Map v
Global Poticylosger log:

fu nctmn mt getProjectCpushares (Map vars, Resou rce targetnanagement) {
4" .target".equals(ta gta agement .getString ("“Name

vars. contain sKey ("target shares") )

return ((Integer) vars.get("target shares”)).intvalue();

} else {
Integer result = (Integer) targetnanagement invoke (" readResourceControlvalue”,
s Managment new Object[] { "project.cpu-shares" pr1 ileged" },
Ava||ab|e adaplatlon new String(] { *java.lang.String", *java.lang.String" o
policies return result.intvalue();
}
}

func roje t(p ushares (Map argethanagenent, int sharesvalue) {
vars. pu(( Tar get rares: new In teger (shar esvalue))

-invoke("repl ceControl"
new Db]ect[] { “project.cpu-shares"

of,
new In tege (sharesvalue) ,
new Integer(0) },
new string(] { * ]ava lang.String”,
“java.lang.Stris
[L]ava lang. Strmg

lt }) =)

Figure 46. Web-console of the Policy Definition Tool.

6.4.2 Policy Storage

Before the policy is available for the A-SOI-LV-RPis in a "not exists state. If the policy
must be made available for the provisioning prociss deployed and persists in the storage,
which results in astored state. Such a policy is not evaluated until isét to an active' state
and ready for evaluation on a specific LVC’s node.

PolicyStorage: rem ovePolicy AdaptationManager:passivatePolicy
MotExists ‘ Stored ‘ ‘ Active ‘
PolicyStorage: savePaolicy AdaptationhManager:;activatePolicy

Figure 47. State-diagram of policy’s life-cycle.
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Policies are stored in persistent storage and nemhhy the Policy Storage component, which
provides a standard interface for any repositoegented in Table 6.

Table 6. Interface specification of Policy tBrage component.

Method Name Description

savePolicy Adds a new policy

removePolicy Removes a policy

getPolicy Returns a policy or null if no suitable policy esis

listPolicies Lists all available policies

clear Removes all policies from policy storage

listStartupPolicies Lists policies with a set of properties activatad|o
start up

close Closes policy storage

Exposed PMI services enable definition of any potiaring the SOI provisioning process or
activation of an already defined policy in the AMdversee configured Runtime Infrastructure.
Each policy activation causes booting of an adaptdbop managed by the AM.

6.5 Provisioning Manager

In accordance with previous assumptions, the piavisg procedure is defined and managed
by the JBoss jBPM suite. The Procedure DefinitiaolTis based on jPDL designer, offering
capabilities for specification of a set of actieifor a particular adaptable SOI provisioning
process. The example process shown in Figure £8taffultiple elements of IT infrastructure
and includes operations such as:

* VEI provisioning consisting of Solaris Lightweigkfrtualization Containers installed
on the basis of configuration template,

» Create clustered instances of an application sevitem VEI's execution nodes (LVC),
including load balancer configuration and perforomimg according to assigned
compute resources,

» Deploy application services including configuratioh required services (JDBC data
sources),

» Activate policies, which will supervise cluster'siiRime Infrastructure in accordance to
QoS.

The individual steps that make up a provisioningcpdure are called workflow transition,
which is an operation on SOl Managed Elements tiitddanageability Endpoint components.
Available "state" nodes allow definition of work#ls used to handle provisioning operations
initiated not only by administrator, but also ispense to occurring events sent from the AM or
MMP, such asé&pplication is overloaded - add a new server tochuster.
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& java - bpm-soi-provisioning/sre/main/resources/GlassfishProvisioning/processdefinition:xmi - Eclipse

File Edit View Navigate Search Project Run Window Help

&y o o |we e o |8 ® o & STeam... ~
1z Package Explorer B & ¥ =0 [ GlassfishProvisioning 2 - [1] ActivateAMTPoliciesActionHandler.java  [1) SolarisActionHandlerCommons.java =0
b i org.jims.pi glassfish.adapter: deploy " [ select
) ioning.glassfish.adapter: jdbc <<StartSiie>> <Decisions>
E :2:::2: ioning.glassfish.adapters tuner - ‘ﬁﬂamuee O s o v o not_enough_resources
Start
b @org.jims.provisioning.jbpm “state enough_resources wa;m;‘;:ma:e S ources
b @ org.jims.provisioning.process.jbpm ¥ o
< i org.jims.provisioning.process.jbpm.common i
b 1 ActivateAMTPoliciesActionHandler jav: = F({vk
~ # org.jims. provisioning.process, jbpm, #|oin
b 1 BulldConfiginfoActionHandlerjava 3226 g/18/1 % Decision
b i CreateGlassfishApplicationResourcesActionHat £ Node
b i CreateGlassfishClusterActionHandler.java of | TiTask Node
b 1l DeployGlassfishApplicationActionHandler.java ¢ Mail Node
» i GlassfishActionHandlerjava 5271 i = ESB Service
» i InstaliGlassfishVAAActionHandlerjava *H Process State
» i1, PerformGlasshshTuneActionHandier.ja “hSuper State
= i org.jims.provisioning.process jbpm.solaris + Transition
- Py . ~ <<End Stat
JBPM action delegates to Manageability Provisioning procedure i
Endpoints nodes and transitions
b ebin
b Gextras
v @src
smain
> e target

@inst-lib.sh 3165 8/10/10 3:15 PM

5 = Diagram Deployment Design Source.

Figure 48. JBoss jPDL provisioning console

A defined provisioning procedure can be deployeth®jBPM Process Engine (Provisioning
Engine) and initiated as a process instance widtiBpd parameters such as target physical
nodes, application components and LVC-AA names. fEakadvantage is the ability to define
arbitrary provisioning procedures, create well-dedi libraries and re-use them even in other
procedures.

6.6 Construction of  Lightweight Virtualization  Cont ainers
Application Appliances

Solaris Containers provisioning is supported wigular administration commandso(ecfg
zoneadmbut, at the time of writing, the thesis is thexao support for LVC-AA®. Therefore,

a ZFS snapshot mechanism is used to prepare LV@iAA reference server and place it in the
repository that is made available to each physealer through Network File System (NFS)
protocol. The prepared configuration templates @ionSMF scripts (Listing 5) dedicated to
handle specific runtime and are instrumented with MMAs (Table 7) that contain only core
functionality to initialize the components for exiton of SOl Managed Elements running
within the provisioned Solaris container instanSech construction ensures that, in case of
modification of the Infrastructure Services, alngatkfined LVC-AA configuration templates
contain only MLet descriptors, which do not prelseriand there is no necessity for an update
process of these templates.

8 Zone cloning is possible but only within local ®8rnel instance.
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Particular middleware is instrumented with dedidatemponents that are initialized just after
the Solaris Lightweight Container is installed dre ttarget OS Kernel instance. This phase
includes activities such as creation of administeainstance¥ and their initialization (Listing

6) is performed automatically without manual inertion of an administrator.

<mlet
name=" Management:class=Solarisl0Management " version="1.0">
</mlet>
<mlet code=
"org.jims.modules.provisioning.glassfish.mbeans.Gla ssfishNodeAgentManager"

archive="jims-provisioning-glassfish-3.0.0.jar"
name=" Management:class=GlassfishNodeManagement " version="1.0">

</mlet>

Table 7. IMX MLet descriptor for Solaris Container LVC-AA with Glassfish configuration template.

6.7 Summary

The elaborated implementation of the Adaptable E@ttweight Virtualization Provisioning
Platform provides Infrastructure Services for psiaming of Virtual Execution Infrastructures
with lightweight virtualization platforms based canfiguration templates with pre-configured
Application Execution Environments for deployingpéipation services. It supports monitoring
(what the current resource consumption is by thghtweight Virtualization Container and
particular hosted workloads) and adaptive managerfassign more compute resources like
CPUs or memory portions].he implemented A-SOI-LV-PP is based on modulahiggcture
and component design equipped with many advancduhitpues of software engineering like
design patterns, reflectivity and parameter and pmsiional adaptation. It also promotes
flexibility and can be extended with components pgupng arbitrary elements of the
Operational Services Layer exposed as SOl Manadechdhts which are provisioned and
supervised by particular modules of the platforrhe Boftware components are implemented
using JMX technology, which represent Solaris Liggight Containers and application
middleware providing sensors and effectors insdalléthin the Monitoring and Management
Platform (provide Manageability Endpoints requireg the Step 2 of the process model).
Communication connector components make it possthbhuple JMX MBeans with the use
any of the available RMI, HTTP or SNMP communicatiechnologies. They are used by a
decision subsystem that is an element of the Atiaptdanager responsible for realization of
adaptation policies. The Policy Management Infratire provides GUI for adaptation policies
definition (supporting Step 1 and Step 3). The Rioming Manager allows creation of a

87 Administrative instances are called node agerdscantrol the life cycle of server instances.
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hierarchy of self-management VEI instances based\WW+AA, providing compute resources
for middleware and application services accordimghte provisioning procedure (supporting
Step 4 and Step 5).

The A-SOI-LV-PP fulfills the requirements, is colet to the proposed architecture and is
implemented with software components using low bgad instrumentation of Managed
Resources of the OSL for gathering and deliverirggrhonitoring and management services. A
more exhaustive evaluation of the A-SOI-LV-PP chiisuse cases related to SOI provisioning,
proving that the constructed framework is operati@nd open to further enhancements. This is
presented in the following chapter.
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7 Experimental Studies

This chapter evaluates the developed Adaptable Lsghitweight Virtualization Provisioning

Platform using several complex use cases focusmglifferent aspects of provisioning and
adaptive management of Service Oriented Infrastinestbut together forming one unified
scenario. They present VEI and Glassfish middlewaowisioning over Solaris Lightweight
Virtualization Containers with adaptation loops ilmented with control theory algorithms
managing CPU availability for database workloads.

The Adaptable SOI Lightweight Virtualization Praasing Platform provides a set of tools for
provisioning and supervising the Runtime Infrasiuue required by the application services. It
exposes Infrastructure Services enabling realinadiothe adaptable SOI provisioning process
model, which requires support for definition of igmdry provisioning procedures and
adaptation loops specificatioffhis chapter presents a case study based on mowigi of
J2EE Glassfish application server using Solaris L¥@e case study presents a provisioning
process coherent with the model of adaptable S@Jigioning elaborated in Chapter 3 through
the exploitation of the A-SOI-LV-PP.

7.1 Case Study Description

On behalf of the study, the author uses Java Ree x&®, which is a sample application

delivered by the Java BluePrint's program supedvisg the former SUN Microsystem. The

application uses Runtime Infrastructure provisioaedording to the Isolated Tenancy model
with a dedicated J2EE clustered Glassfish apptinagerver platform running over Solaris LVC
provisioned with configuration templates (LVC-AA).

8 The Java Pet Store 2.0 is the reference applic&iobuilding Ajax web applications on Java Entesp Edition
5 platform, using BluePrint's design patterns feogramming Ajax with Java, JSF component librarigesya
Persistence API and others - http://java.sun.comeldper/releases/petstore/
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7.1.1 Configuration of Testbed Hardware Infrastruct  ure

The physical infrastructure is based on the Surl8P0 and Constellation Blade architectures,
which provide resource pools equipped with Sun SBARMD and Intel Xeon processors and
running the Solaris 10 operating system (Figure #Bgse physical servers are connected with
1GB Ethernet to assure high bandwidth for integmhmunication. In the case of Sun Blade
100 servers, they di8IEthernet ports are used. The N1 Provisioning $dsvimstalled on the
Sun Fire v120 server, which also stores Solarisygga used when provisioning BP 1600
Blades. Sun Constellation provides servers withenpmwerful configuration when comparing
to BP 1600 Blades (Table 8), thus, in the evalmatibe Constellation is used for hosting VEI
provisioned over Solaris Lightweight Containers|gfis Zones) and Sun Blade B100 servers
hosting database workloads.

Backbaone

network Cisco C3550-12T L3 switch Cisco C3550-127T L3 switch

Cisco C2950-24T
Management switch

— 1 H 1 i.- !
Sun Fire V120 lﬂ I_:l
imoge Repository J ;! I!

Sun Blade BP 1600 Chassis Sun Constellation System

Figure 49. Testbed Hardware Infrastructure.

Table 8. Hardware specification.

Sun Blade BP 1600 Chassis

5 x Sun Blade B100 1 GB RAM, 1 CPU SPARC Il 650 MHz

Sun Constellation System

2 x Sun Blade X6220 | 8 GB RAM,

Server Module 2 x Dual-Core AMD Opteron(tm) 2218 CPU
1 x Sun Blade X6250 | 30 GB RAM,

Server 2 x Intel(R) Xeon(R) E5345 @ 2.33GHz CPU
2 x Sun Blade X6250 | 8 GB RAM,

Server 2 x Intel(R) Xeon(R) 5160 @ 3.00GHz CPU

8 Solaris IP Multipathing can be evaluated for pdiw links failover or extend available bandwith.

% These images are call@dsh archives, which are OS Kernel snapshots and caepiieated on any number of
physical servers that have the same architectulleea®ference server on which flash was obtained.
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7.1.2 Provisioning Procedure Definition

The A-SOI-LV-PP enables definition of the provismg procedure, which would provision
isolated tenantRuntime Infrastructure based on Solaris LVC ands&flah middleware.
Preparing such infrastructure requires many comatgivities, which besides placing appliance
on target nodes, consists of many steps that shmufzerformed in the correct order explained
bellow. The provisioning process assumes that gafft physical resources are available and
there is an already configured database requirdgtidogipplication components.

| Uses
Provisioning
Manager

Provision Provision

Virtual Execution Infrastructure

Solaris Global Zone Virtual Execution Infrastructure ‘ ‘Virtual Execution Infrastructure Virtual Execution Infrastructure

/W Domain Cluster! Solaris Global Zone

Domain Admin
Server

Domain Cluster2

Solaris Global Zone
( Solaris Container \

Cluster:
Instance?

Solaris Containel

Clustert
Instance?

Monitoring
Management

Agent

Admin Server
Instance

NodeAgent
Central Repository @

Resource Pool

| | ( 100d @21nosay

i

NodeAgent
Domain |
Configuration
Solaris Global Zone
Solaris Containe = / Solaris Container \
= Application g K
Cluster o ___ g Cluster:
Instance ] Monitoring € Instance: —
\ /) £ Management 8 Monitoring
3 et 2 Management

Touchpoint Touchpoint Touchpoini
Autonomic Manager Autonomic Manager Autonomic Manager

Orchestrating
Autonomic Manager
Figure 50. Runtime Infrastructure exploiting Solaris Containers and Glassfish middleware.

Provisioned VEI over Solaris Containers would delipredictable levels of quality of service
achieved due to the scheduling policies of SolResource Manager. In the presented case
study, CPU resource consumption within the OS Kegi®elaris Global Zone) is managed with
Dynamic Resource Pools with default Time Sharede8gler (TSS) which are assigned to
provisioned Container instances that manage thes@a environment. The TSS adjusts the
priority of each thread based on the time a giveead consumes or spends waiting for CPU
resource and time quantum, which is the limit ofeifor which a thread is assigned access to
the CPU, depending on priority. When consideringJGBsource consumption within a single
Solaris Container like database and utility tootskloads, one must consider a situation when
the utility tools monopolize available processgrles and impact others workloads. This
might lead to a situation where important datalissesactions suffer from insufficient CPU
time to complete their work. It is desirable to @aa scheduler which gives the ability to
prioritize access to CPU resources based on thertane of the workload and can be fulfilled
by the usage of the Fair Share Scheduler. The F8@dps precise control of CPU use,
allowing optimal system CPU resource usage accgririts share allocation, recent utilization
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and CPU usage by the other threads within worklo@tde only challenge is the control of the
sufficient value of theproject.cpu-sharegesource control, which can be managed by the
adaptation loop process.

Build Provisioning Input - Provisioning procedure instantiation requires dpetion of initial
parameters. They define the physical nodes (OS dlenstances) which are required by the
provisioned LVC (Solaris Zone) instances hostingpligption server instances. Each
provisioned LVC instance must be defined with tbee name, ZFS pool (zone file system),
physical interfaces and Dynamic Resource Pools eurof CPUs) and OS schedulers (TSS
used by LVC hosting Glassfish cluster and FSS by Iwith database workloads). Specified
deployment components contain a bundle (Enterpkgglication Archive) with application
components and descriptors required by the Gléssfiddleware. Configuration of a Glassfish
cluster also requires localization and credentidl®omain Administration Server and Load
Balancer.

Provision Solaris LVC Instances - Specified Solaris LVC-AA configuration templates
containing pre-installed Glassfish middleware aseduusing during LVC provisioning with
parameters specified in the previous step. Theigiomed Solaris Container is booted and
ready for other configuration activities relatedthe Glassfish environment. Procedures are
invoked which configure Glassfish Node Agents (agge the agent instance with LVC
configuration, prepare SMF script) and activate sdtvices required by the DAS. Such a
prepared set of LVC instances is Virtual Executiofrastructure used by the Glassfish
middleware, both constituting Runtime Infrastruetuequired by the application components.

Create Glassfish Cluster -Having already configured Glassfish infrastructure, thisrghe
possibility to create a clustered domain, whichurexs definition of server instances and
configuration of load-balancer through specificatiof the cluster name, member nodes (the
server instances) and load-balancing policy.

Create Application Resources Relational database schema creation performedrning an
SQL script against the target databasé created database must be configured as a JDBC
resource in the application server middlewarehdfdpplication uses message brokers, like IMS
for instance, configuration of destinations musbae defined”.

Glassfish Tuning- Platform tuning is a very sophisticated task dathands expert knowledge

about OS used, application server and database. Sthp includes setting many runtime
configuration parameters that all depends on edlobr and, adjusted appropriately, increase
the application performance. The following informatis given as input such as the number of
available processors or processor platform runom&un Cool Threads, how much memory to
be allocated for the JVM which is running a clustenstance and a strategy for Garbage

! Database schema creation can be automaticallgrpeefl when using persistence management frameworks.

%2 In the case of Point-To-Point and Publish-Subgcebenarios, there are administrative objects dc@lecues
andTopics,appropriately.
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Collection. This step uses custom components imghtéed by the author, which interact with
an internal tuner (Glassfish Performance Advideigure 51) that exploits heuristics for finding
the best to optimal configuration of particularstier instances.

0 X, SOAConfluence ¥ SOAJIRA . GlassfishCluster

Performance Advisor > Tuner

Configuration to Tune:

Number of Cores: *

Maximum Heap Memory Avaliable: *

Allocation Time for Database Access:

Disable Security Manager?

Disable Access Logger?

/glassfish-soi.ics.agh.edu.

AWS Elastic Beans... X Xmarks Settings | | Hayden | | SOAAlfresco X SOAConfluence ¢ SOAJRA . GlassfishCluster SIUS  Moodle v

User: a in: domaind - Server: 1721621144
Sun GlassFish“Enterprise Server v2.1.1

REMOVE | Java Secuiy Manager R

REMOVE  JavaVMmemory (veapsize)  -XmS12m

Figure 51. Glassfish Performance Advisor Console.

The drawback of using such an approach is the rexqeint for restarting each server instance
when applying “tuned” configuration. Even in theseaof clustered configuration, this can be
problematic because the remaining instances muse gbe increased number of requests,
which can lead to instantaneous performance detjpada

Application Deployment - Application components installation within thieistered instances

of the Glassfish. After the operation, applicate®rvices are ready to serve a request, but the
whole Runtime Infrastructure must be supervisedjuarantee sufficient compute resources
assigned to VEI and other infrastructure eleméikis the database used by the application.

Activate Adaptation Policies - The control algorithm of the FSS scheduler for ddap
management of database workloads is expressedDnathis policy language and activated in
the final phase of the discussed provisioning place A constant monitoring process checks
CPU consumption of database and utility tools wmakls and influences the value of
project.cpu-sharesesource control value, ensuring the defined Q8. g
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7.2 Case Study Compliance with the Provisioning Pro  cess Model

7.2.1 Step 1 - Self-Managing Requirement Specification

The QoS goal of control iassuring a constant allocation of the processoicamditions of
variable and constant disturbandee. database workload hosted pgoject within Solaris
Container is guaranteed to U&2% of CPU regardless of the number of other activgeots’
workload (disturbances).

7.2.2 Step 2 - Providing Manageability Endpoints

The result of the presented provisioning procedsira very sophisticated platform designed
according to the SOI paradigm running over Solaightweight Virtualization Container with
adaptation loops, ensuring guaranteed CPU reserviti database workloads.

The discussed provisioning activities require Isfracture Services for managing the Glassfish
and Solaris LVC platforms. Glassfish infrastructprevides a framework enabling centralized
provisioning of a cluster of instances on multiplests and application deployments, support
scalability, load-balancing, fail over protectiomdahigh availability (Figure 52).

NetBeans | AsadminCLI

JSRE:

e T orp o
s "3 nndg agent
Load %L - ”
Balancer < ciugtar 2 (rejstart o0 4
2
i
fepnsﬂnry
1 Cache
node agent
{re)start

tich client grinion

|

| IAS-WE

@ l- i\ V
;'g Welsi ] Central Repository

FIREWALL

Web Client  SV°®

Client

Figure 52. Glassfish architecturé®.

An administration console provides a web interféa@emanage and administer domains or
replicate the enterprise environment on a sepawateain running on separate machines, but
the Glassfish environment is also coherent to tl@ Paradigm, exposing Appserver
Management Extensions (AMX) which are JMX composemhplementing API for the
platform management.

% Source - http://wikis.sun.com/display/GlassFida&SFishV2Architecture
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The A-SOI-LV-PP extensions for the Glassfish platfesupports management of core elements
like initial configuration node agents coherent hwithe provisioned LVC instance and
automatic tuning process. The required VirtualiZetvices for Solaris LVC provisioning
provided by the A-SOI-LV-P® also support integration with the Glassfish envinent like
discovery of LVC with running instances and moniigr workloads, thus enabling
orchestration of Solaris and Glassfish Runtimealstiiucture in a uniform way.

7.2.3 Step 3 - Adaptation Policies Definition

Adaptation policy must use some control algoritrwpressed in the policy language (Figure
53), which is supported by the Policy Evaluation ddle of the Adaptation Manager. As
described earlier in the thesis, control algoritheaa be used from disciplines such as fuzzy
logic, control theory or heuristits Exploitation of a particular method mainly depgrh the
complexity of the adaptation process and, verymftgbrid controllers can be used, which use
discussed techniques together for implementatiothefadaptation loop. Because computer
systems are characterized by their high complexismg hybrid controllers ensures stable
operation and, at the same time, allows the adaptptocess to ensure effective defined QoS.

Adaptation Manager Adaptation Loop
Drools Rules Policy Language
Fuzzy Control e .
Systems Theory Heuristics Control Algorithms

Figure 53. Overview of control algorithms for adapation loops definition.

Control Theory Exploitation for Adaptive Management of SolarisLVC

In order to realize the adaptive management prottessauthor proposes the use of control
algorithms known from classical control theory icdosed-loop(Figure 54) andopen-loop
(Figure 55)controllers. When designing such controllers, proge like stability (managed
computer system must be stabbcuracy(much the measured output i.e. goal differs from t
reference input) andettling time(how quickly a system converges to its steadyestatue).
Problems which arise during the usage of the feddbantroller appeals to activities related to
online measurements and design to ensure thatensys stable, accurate and has short settling
times. The idea behind the open-loop controllapiavoid measuring output for adjusting the
control input and using reference input (and somesi the disturbance input) to calculate the
value of control input to achieve the desired gédwever, a serious challenge behind the
construction of such a controller is to determineaacurate model of the target system which,

% Elaborated in the Section 6.2.3

% These mechanims are described in more detaildtic®e2.8
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for instance, might be a result of experiments. dtwatroller uses the model when determining
control input value, thus it must be robust to teachanges occurring (e.g. disturbances such
as execution of CPU intensive tasks) in its opegatinvironment. Both controllers have similar
high-level architecture, with some differences [72]

» Control error. is the difference between the reference inputthadneasured output.

» Control input is a parameter that affects the behavior of #nget system and can be
adjusted dynamically.

» Controller. determines the setting of the control input neetteachieve the reference
input. The controller computes values of the cdnimput based on current and past
values of control error.

» Disturbanceis any change that affects the way in which thetiol input influences the
measured output.

* Measured outputis a measurable characteristic of the targetesystsuch as CPU
utilization and response time.

* Reference inputis the desired value of the measured outputgrémsformations of
them), such as CPU utilization, which should be 55#metimes, the reference input is
referred to as desired output or the setpoint.

» Target systems the computing system to be controlled.

Disturbance

Reference Control Control Measured
Input Error Input Output
' Controller — s
Figure 54. Architecture of closed-loop controller.
| Disturbance
Reference Control Measured
Input Input Output
e Controller

Figure 55. Architecture of open-loop controller.

The Adaptation Manager can use these algorithmsaftaptive workload management of
Solaris Containers. Both algorithms use the sameharesm for controlling the resource
allocation managed by the FSS to achieve desirdd &lBcation to the workload, but differ in
share the calculation procedure. It is assumedtiigatmanager performs a control algorithm at
discrete time = 1, 2,...and one tick of this clock is equal Ty, which is the interval at which

control loops are running.

Closed-loop workload manag@Figure 56) does not uske FSS model and the whole system
is treated as a black box using the closed-loopralder. The controller uses current CPU usage
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value to calculate the control error and adjusesréference input (requested CPU usage) by
changing shares (control signalb).this case, the CPU consumptio' @t timet is measured
and used by the controller for calculation of aidesshare’s value.

Open-loop workload managdiFigure 57) exploits the FSS model. The number adifva
containers or projects with their current sharg éSsignment is monitored and the model
(equation 4) is used for calculation of relativdittament E, of workload W and suitable; S
adjustment.

Policy Policy
Solaris Resource Manager Solaris Resource Manager
+ +
Closed-loop controller Open-loop controller
‘ [E',....E'N]
Sw U S o
\ v 18%,....8']
Managed Managed
F
) System FS$ System
Figure 56. Solaris Resource Manager Figure 57. Solaris Resource Manager
with closed-loop controller. with open-loop controller.

Control Algorithm of the Closed-loop Controller

A sample controller algorithm could use tReoportional (P) or Proportional-Integral (PI)
regulators expressed by equations (1) and (2) c&spl/, where: (i)U,, - required usage of
CPU by workloadW,, (i) U.' - usage observed at time t by workIdag, (iii) S.' - number of
shares set at time t for worklo#d,, (iiii) K, - proportional coefficient; - integral coefficient.

Su =S+ K * e(t), wheree(t) = Uy — Uy 1)

Sy =S+ Kp ¥ e() + Kizi'e(t) 2)

Pl controllers allow the elimination of extremely frequency disturbance, which translates
into a zero offset, determined hard to achievehm P-type controllers. Coefficients of the
Proportional regulator can be specified manually. In the cdsehe Proportional-Integral,it
can be calculated using analysis of the step-resp@fiegler-Nichols) method, which consists
of the time evolution of its outputs when its cohinputs are signaled at a specified time and
stays switched on indefinitely (Table 9) [78]. Tingure shows the engineering method of the
selection of control parameters in the neighborhafoithe point of worklt is assumed that the
target system (Solaris Resource Manager) has @r@aderistics of an inertial object for which
reaching a steady state is accomplished after sl@tag. In fact, when switching shares for the
FSS, the target CPU consumption is achieved aftesie6onds.
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Table 9. Identification of coefficients for P and Pregulators using the Ziegler-Nichols method.

Kp K,
P T,
T, +T, -
PI 09T, _ 0.1357,T, 027T, T,
T, +T,/2 (T, +T,/2*2 | Kp(T, +T, /2)"2

y / steady state

067} T

44%444444
Y

T,- Time constant after which the system reach& certain percentage of t
steady state (this follows from specific pagximation, in this case itis
equal to 67%).

T,- Delay, the time that is needed to transport the adignthe analyzeq
scenario, it can be assumed zero.

Selection of the appropriate controller settingstf@ coefficients Kand K, can be related to
carrying out manual testing on the system, whendirfig best values is done based on the
algorithm that calculates the sum of squared ewatrols, as presented in the equation (3).

le = Yk=0"'e(kTo) 3

Control Algorithm of the Open-loop Controller with the FSS Model

The system administrator expresses the importaheaah workload by the number of shares,
which are not the same as CPU percentages; shafieg the relative importance of a given
active workload to other active workloads. If §) — shares assigned to workload W, Ki}-
number of active workloads, (iis — shares assigned to active workload i={1,..,Niert the
relative entitlemenk,, of workloadW can be expressed with the following equation:

Ew=SJYNS (4)
The open-loop regulator is based on the FSS mattkltakes into account the fact that the

scheduler considers only active workloads and,given workload is not CPU-bound, then the
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remaining CPU portions might be consumed by otherkisads. Let’ us assume that: (i)
number N, of workloads> 2, (ii) number of active workload is changing iaté t according to
activity state vector A= [AY, ..., A\w] Where A = 0 if W, is not active and A= 1 if Wi is
active, i = 1,...,N, (iii) each workload is CPU bound and has allodateares SFollowing the
mathematical transformations of equation (4) weawbéquation (5) for shares, ® be set for
workload W

Sw= (Un XM S AT (1-Uy) (5)

Where, > S-Alj is the disturbance monitored by the manager aedus| to the sum of all
active workload shares, excluding workloag, A time interval t.

The above control algorithms can be defined withicgs using the PMI based on Drools
language (Listing 8) and ready for evaluation fdagtive management of database workload
according to a specified QoS goal.

7.2.4 Step 4 — Provisioning Procedure Initiation

The required input information for the proper implntation of the procedure has already been
described Build Provisioning Inputactivity) and, in accordance with previously agreed
objectives served, the following parameters areiipd: the number of instances equal to 2 for
the newly created cluster nodes along with thetionaof physical servers where the LVC
instances are provisioned. The required parameatrersalso the names of the Resource Pools
used by the LVC with already assigned CPUs, patlthéo LVC-AA containing Glassfish
configuration template, the Petstore applicatiatrdiution and the adaptation policy.

7.2.5 Step 5 — Provisioning Procedure Activation

Once all the required information is specified, frevisioning procedure described in Section
7.1.2 can be successfully invoked, resulting in phmevisioning of Runtime Infrastructure
presented in Figure 50. The Petstore applicatiovicgs use database running within the LVC
that must be supervised by the Adaptation Managererisure QoS metric which uses
Infrastructure Services exposed by the Monitorimgl dManagement Platform. The whole
process of adaptive management is described iDtbels policies and evaluated in detail in
the next Section.

7.3 Experiment Design

There are two kinds of disturbancegariable and constant (Figure 58). Thevariable
disturbance is generated with a period of 90 sexomchereasconstantdisturbance was
activated after the controlled workload reachedeady state (considering the fact it was the
only CPU-bound workload, it reached close to 100®UCusage). Thaspin application,
provided by the Solaris Resource Manager Benchnaoks was used.

Experiment 1 - Closed Loop controller for managing workload undenstant disturbance

Experiment 2 - Closed Loop controller for managing workload ungariable disturbance
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Experiment 3 -Open Loop controller for managing workload undenst@ant disturbance

Experiment 4 - Open Loop controller for managing workload underiable disturbance

General disturbance
100

VETaDE e
constant
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40
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20

Elapsed time
Figure 58. Disturbance generated during tests.

Each experiment was conducted in an identical stenbn Phase |, database workload is
activated to simulate transactions. In Phase tiér af certain time when it reaches a certain CPU
usage, a disturbance is introduced which causesceease in the consumption of the CPU
below the established goal (in our case 70%). Thehe Phase Il the regulator responsible is
activated for the adaptive management of settiigseoFSS managing the availability of CPU
resources for a particular database workload acuptd the specified goal.

7.4 Experiment Results

The following tests were conducted on the BP 1@@@dplatform. During the tests, the author

encountered many challenges related to the chaisitte of the FSS and the Solaris OS that

are not included in Section 7.2.3. Therefore, at thtset assumptions are presented which
ensure that activities related to the adaptive mament process maintain a system in a stable
state.

7.4.1 Preliminary Assumptions

The selection of an appropriate period that takés account the inertion of the FSS is crucial
and affects the controller intervdl. This is especially important he in case of vdaab
disturbances when FSS must adapt itself to sa@$HJ consumption according to assigned
shares. In the scenarios analyzed, the controitenial was equal togF20 seconds, but thread
responsible for acquiring monitoring data was attéd eaciAT = 5 seconds and stored metrics
in vector, whose values were then averaged forctmgrol error calculation. In addition, the
initial setup of the FSS within Solaris means tthating the evaluation of control algorithms,
the CPU shares value are calculated as fractiamabers and causes instability of regulation
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by precision errors and, therefore, is made mowurate by multiplying the value by the
constant 100.

It is important to emphasize that FSS only limiie CPU usage if there is competition for the
CPU; otherwise CPU shares are never wasted angea gctive workload and can use 100% of
CPU resources. When regulating CPU shares forrbjeqt, we should check if the OS is fully
utilized, because only then does FSS scheduléntkads according to assigned CPU shares to
specific projects; otherwise, CPU resources thatnat used are assigned to other workloads.
This fact influences the implementation of the coliér and it is desirable to add a simple
heuristic that checks if the controlled projectteams CPU-bound workloads (Listing 9).

Figure 59 depicts the case when a single CPU-bpumtkss is started. Unfortunately, as can be
seen, the output fromrstatincreases gradually over a period of more thanmimeite because
prstat shows incremental CPU usage for the workload aednteasured value does not reach
100 %. It is necessary to point out thanstatis the only utility which reports CPU utilization
per project. Such inconsistency leads to instgbdit the regulator and requires a solution to
check immediate, total CPU utilization. For thaagen, implementation of the rule that checks
if the system is fully utilized uses SOI Virtualz&ervices, which exploit theernel statistics
(KSTAT) monitoring interface.

Comparision of vim stat and prstat metrics
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0:00:00 0:00:43 0:01:26 0:02:10 0:02:53 0:03:26 0:04:19 0:05:02
Elapsed time

Figure 59. Comparison of vmstat and prstat monitonng tools.

It may happen that under a fully utilized systermeaapplication threads are not properly pre-
empted. Such a scenario occurred in the test @gpintFigure 60. In this case, the OS did not
schedule the MMA monitoring thread responsibledoquiring monitoring data properly and, if
the data are not effectively acquired, the closegylcontroller calculates the shares as zero.
Such a situation might be observed when the O&tigaed, i.e. the running queue length is
greater than the number of CPUs. As a workaroursiingle rule is used, which checks if the
size of the vector which stores data about CPUauségontrolled project and should be equal
to the number of samples that is provided by N AT. This rule is evaluated at each
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regulator interval and, if the result is negatitteat operation is cancelled, but only for the
current interval.

The consumption of the CPU due to monitoring anatrod activity performed by the MMA
depicted in Figure 61 shows that this overheadtssnbstantial and does not adversely affect
the performance of specific components of the A-8@IPP responsible for carrying out
activities relating to the adaptive managementgssc

Instability of the Proportional controller
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Figure 60. Instability of the Proportional regulator caused by irregular scheduling of the monitoringthread.
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Figure 61. CPU usage of the Monitoring and Manageent agent.

The following Sections report results of adaptivanagement of database workloads running
over Solaris Lightweight Virtualization Containeexploiting the closed and open loop
controllers equipped with the described heuristics.
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7.4.2 Experiment 1

Figure 62 presents the case where only one datab@kebound workload is started in the
selected project, at the beginning. After a fewoses, when CPU usage increases to 95%, two
other CPU-bound disturbance workloads are startedher projects, which results in a drop of
CPU usage of the selected database workload projéen, after several seconds, the P
controller is turned on and changes the share altwt to the controlled project, stabilizing
CPU usage at 70%. The experiment was repeatedfferemt values of the Kcoefficient and

as shown in Figure 63. The best results were aetliéor K,=7, that also means that the goal
was reached during first control loop iteration§leal0).

Comparision of the coefficient values for the P regulator
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Figure 62. Proportional regulator with constant digurbance.

Quality of the P regulator according to the coefficient values

Figure 63. Quality of the Proportional regulator with constant disturbance.
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Table 10. Comparison of settling times of the Proptional regulator.

Proportional Coefficient 0.6 1 2 3 4 5 6 7
Settling time [min] 53,4| 40 | 15,3, 9,2 6,7 4,8 3,7 3

7.4.3 Experiment 2

When considering the case withvariable disturbance, we should take into account many
important factors that influence definition of capit policy that, besides the described
Proportional or Proportional-Integral regulatorgystbe extended with some heuristics. In a
situation where there is only one CPU-bound wordaand the whole CPU is assigned to that
workload, it makes no sense to run the control |ddpe implemented heuristic based on the
FSS model, which assigns CPU according to shamgeyabnsidering other active workloads
(Listing 9) returns a list of workloads and the tolter may check whether the list contains a
specific workload Another factor in the case of a variable disturleaisca situation when the
CPU share for a controlled workload is not propediculated. The explanation is very simple;
namely when monitoring data are stored in a vestmme of them are acquired at a time when
only controlled database workload is active andgassl nearly the entire CPU. Such data
dilute the mean calculated value and, if the vaduleigger than the goal, shares are decreased
instead of increased, leading to instability of tm@anaged workload. The solution to the
problem is to use a decaying average, similar & Jacobson [108] algorithm used in the
TCP/IP Protocol to smooth measured values (equdj)orwhereep — Jacobson coefficient.
Applying these rules provides satisfactory resalisto the quality of applied policies (Figure
64) and strictly depends on the value ofiaeobson coefficient (Figure 65).

NU'Ww=o¢* U™+ (1-9) * U'y, (6)
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Figure 64. Proportional regulator with variable disturbance.
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Comparision of Jacobson coeficients
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Figure 65. Quality of the Proportional regulator with variable disturbance.

Figure 66 shows the engineering method of seleciiaontrol parameters in the neighborhood
of the point of work (70% of CPU Usage). Rhase | we are dealing with the arrival of a
steady state open-loop system, where system igiztabby the consumption of the processor
by the workload as specified by the QoS goal.Plmse I] we introduce the disturbance
resulting in the dropping of the CPU usage to a malue established. In thihird phase
identification of the system dynamics is perfornigdincreasing the share’s value as specified
by the FSS model to reach the goal. Using acqudedd, an input matrix is constructed and,
using the Matlab toolbox (Figure 67), we can caltailthe controller settings based on the
equations in Table 9 GE21).
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Figure 66. Experiment using open-loop controller pgormed by a system administrator.
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Step-response of analyzed workload with the open-loop controller

0 \ { \ { \ { \ {
I I I I I I I I
I I I I I I I I
I I I I I I I I
I I I I I I I I
25— —— - r/-——r-——~"r-——~—r-~—~-~T--~--7T--—-—-1-—-——-1-—-——
I I I I I I I I
I I I I I I I I
I I I I I I I I
I I I I I I I I
| | | | | | | !
20 | | Vv I | |
_ i I | I | I I I
< I I I I I I I I
o | | | | | | | |
2 I I I I I I I
] el s By e i el il el e M M
> | | | | | | | |
2 — - I I I I I I I
[8) I I I I I I I I
I I I I I I I I
) T A A
| | | | | | | |
I I I I I I I I
I I I I I I I I
I I I I I I I I
I I I I I I I I
2 G A e il At il it e H
I I I I I I I I
I I I I I I I I
I I I I I I I I
I I I I I I I I
0 1 1 1 1 1 1 1 1
0 20 40 60 80 100 120 140 160 180
Time [s]

Figure 67. Matlab toolbox chart - identification of system based on analysis of step-response method.

These results justify the application of P anddgutators for CPU usage control of the selected
project, under variable disturbances as presentédgure 68. It is evident that the smoothing
operation performed by Jacobson algorithms sigmfiy improves control quality and
stabilizes the system. The P and PI regulatorsighecy similar quality of control (Figure 69), as
can be noticed after analyzing of the chart praesgrihe quality of the controllers, though it
seems that the behavior of the Pl is as expectwatdiog to the elimination of effects of arising
disturbances in a more efficient manner.
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Figure 68. Proportional and Proportional-Integral regulators with variable disturbance.
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Figure 69. Quality of Proportional and Proportional-Integral regulators with variable disturbance.
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7.4.4 Experiment 3

Adaptive management exploiting open system contsahg a model of the FSS enables the
achievement of the QoS goal already during the iiesation. This approach does not require
the control parameters calculation, as was the foaiggroportional control, maintains adequate
quality control, although the consumption of CPEowrces is greater than expected at the point

of view disturbance workloads, which might be inampiate (Figure 70).
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Figure 70. Open loop controller with constant distubance.
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7.4.5 Experiment 4

Like the previous scenario, the use of controlnnogen system under conditions of variable
interference ensures the maintenance of the syateampreset level. As in Experiment 2, the
controller must be fed with previously reported ftics, including exploitation of the
Jacobson algorithm.
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Figure 71. Open loop controller with variable distubance.

7.4.6 Summary

The presented concept of exploitation of the tranél control theory for the realization of

control algorithms proved to be an effective saatifor ensuring the defined QoS goal.
However, defining adaptation policies, in addittonthe algorithm used, also include a set of
heuristics to ensure the stability of the managgstesn. Heuristics are the result of the
complexity of a managed infrastructure based dmwegight containers and must be exploited
to ensure that the proposed adaptation process effiaient solution for maintaining required

QosS.

7.5 Summary

The chapter presented the practical exploitationhef model of adaptable SOI provisioning
with LVC proposed in the thesis in the examplelsd tise of the Solaris LVC and Glassfish
platform, with particular attention to guaranteeihg availability of computing resources for
the container in which the database is running.

In the course of realization of the provisioning@gedure, individual A-SOI-LV-PP’s modules
were used. The procedure is modeled using a graphaol that orchestrates various
Infrastructure Services for the provisioning of & 10 LVC with a configured Glassfish
clustered platform delivering required Runtime #structure by the Petstore application
services.
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An important element of the provisioning process W@ provide a specified level of the CPU

availability for the LVC running the database ubsgdclustered Glassfish server instances. The
adaptive management process used hybrid contiadieed on Proportional and Proportional-

Integral algorithms enriched with heuristics, thrensuring stable operation of the Fair Share
Scheduler that governs the availability of CPU weses. These algorithms were described
using a set of policies defined at a high levegenferality in a user-friendly way. To this end,

the author suggested the use of the Drools rulenenghich is supported by the Adaptation

Manager module.

Of course, during the evaluation, some shortcommgse also encountered that are discussed
in the next chapter, along with some ideas that fivad/ support in the new version of the
platform.
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8 Conclusions

This chapter summarizes the dissertation, verities thesis statement and analyses the
implementation of the A-SOI-LV-PP with a focus nithtions and possible improvements
which could be considered in future work on thefplan created.

The dissertation presented elaborates an approgmiovide Runtime Infrastructure required to
application services using the lightweight virtaalion technology and exposed as Service
Oriented Infrastructure. The proposed and impleeterdrchitecture of the Adaptable SOI
Lightweight Virtualization Provisioning Platform grides an original solution to promoting a
component approach enhanced with advanced softeageneering techniques. The work
presented in the dissertation confirms the validitythe assumptions adopted at the outset of
the effectiveness of adaptable provisioning of 8@h lightweight virtualization based on a
flexible platform supporting definition and creatiof the Runtime Infrastructure (Virtual
Execution Infrastructure and Application Executi&nvironments) required by application
services and its continuous adaptive management.

8.1 Thesis Verification and Confirmation

The implemented A-SOI-LV-PP fully supports the miodeadaptable SOI provisioning with
lightweight virtualization. The model assumes thastence of specific components that
provide SOI Infrastructure Services, enabling Ruetinfrastructure provisioning using LVC-
AA configuration templates and then monitoring amahagement using policies defined by the
input of a particular provisioning process.

The proposed approach fully exploits the potentidl the contemporary lightweight
virtualization technology exposed with software g@aments implemented with the Java
platform based on JMX technologV¥he exploited Solaris lightweight virtualizationagfiorm
enables flexible resource management with acceasptml of resources rather than control of
fixed resource as in heavyweight virtualizationhtealogies. The Solaris Containers reduce the
need for the system administrator to manage malbplerating system images with running OS
instances. The compute resources assigned to LV€tha ability to access the pool of CPU or
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memory resources, which can be resized dynamicaiting adaptive management activities.
Moreover, these pools can be shared between magyihstances where idle resources can be
consumed by these LVCs which have such resourcarmldsn

A significant element of this research is a methoglp of exposition of infrastructure resources
in the form of services and their management ineorh realize adaptation policies. An
important element is also the methods for defirddgptation policies consisting of set of rules
defined with a means that are friendly to the adstiator. In particular, there is a proposal for
using rules engines such as Drools or Jess, whippast scalable and advanced processing
with the usage of the Rete algorithm. Special emsighia put on analysis, practical usage and
evaluation of classic control theory using steermgpen-systems, based on the system model,
and closed-systems consideriRgoportional (P) andProportional-Integral (P1) regulators.
Particular aspects connected with proper seleafaegulators’ coefficients (analysis sfep-
responsemethod andacobsoralgorithm) are also evaluated.

The implemented environment supports the adaptorepating requirements, is general in
nature and can be applied to different levels distributed computing system, starting from
physical resources, through virtualized operatiygtesns, up to application servers and
software components. The architecture of the A-B@PP is based on a modular structure
promoting flexibility and the ability to be expamtleo various implementations of lightweight
virtualization in the future. The usability of theplemented environment is proven by the
experiments performed on uniqgue SUN BP 1600 andstebation blades hardware

architecture.

In conclusion, the author proved the thesis staterog using the concept of the defined model
of adaptable SOI provisioning with lightweight walization and specific functional and non-
functional requirements. The implementation progaswed that it is possible to develop the
A-SOI-LV-PP using the techniques of component-badesign, enriched with compositional
adaptation and computational reflection that delitlee Infrastructure Services used by
provisioning procedures and adaptation loops regiparticular QoS enforcements.

8.2 Novelty of the Thesis

The proposed solution for the visibility of commgi resources over the lightweight
virtualization technologies using a Service Oridnit&@rastructure introduces a new approach to
the concept of managing IT infrastructure. The ieckure’s model of the Infrastructure
Management Framework defined by the SOI ReferenceleM has been mapped in the
proposed solution by the author based on reflectiidgleware and adaptation techniques used
during the implementation of the components thateng the specific modules of the A-SOI-
LV-PP.

The concept of the system proposed in this theas t& complement opportunities offered by
the use of lightweight virtualization functionalitf provisioning the Runtime Infrastructure,
together with the automation of tasks related #oitiitial tuning of its specific elements and the
configuration steps and procedures of adaptabégiste An important feature is the possibility
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to define any procedure for creating a VEI by udightweight containers and configuration
templates and policy based-management with resallgeation algorithms that use control
theory with heuristics to ensure the specified QoS.

The existing practical applications of virtualizati technology are dominated by the heavy-
weight virtualization techniques. However, it issthuthor's opinion that this situation will

change in the direction of solutions to lightweigitualization because of the possibility of

solving the numerous problems associated with ¢aébility of the existing arrangements for
allocating resources. Analyzing the existing areangnts set out in Section 2.3, the solution
proposed in the thesis is one of the most intergséind most useful examples of possible
applications of lightweight virtualization.

8.3 Ciritical Evaluation

It is certainly possible with the implemented syst® perform work related to optimization
and streamlining of its operations. In the elaleatiork, not enough emphasis has been placed
on ensuring an adequate level of security. It isrdfore necessary to complement the
funcionality related to user authentication mechians and authorization of their actions.

The Provisioning Module does not have support foearly validation and simulation that the
input is correct and whether the initial setupha physical resources allows a smooth launch of
the procedure. Currently, the administrator is gddi to clearly define the target for physical
resources and so it is desirable that automatoulzlon of the resources from the pool should
be used. The solution built is also known for singboints of failure, for example,
immobilization of Orchestrating or Touchpoints Atitpn Managers will not coordinate in the
performance of adaptive strategies.

8.4 Opportunities for Further Development

The system’s capabilities evaluation proposed leytdst scenarios performed used a highly
advanced stage of hardware platform. Although thteshniques of adaptable steering
exploited the control theory, one can imagine naaheanced scenarios in which an appropriate
group of management policies uses a hybrid coetrdlased on fuzzy logic or queuing

networks. Although the A-SOI-LV-PP for accountingngces has not been exploited in the
evaluation scenarios, they are a good base forappdication of forecasting methods after

which long-term analysis of the use of computingotgces could result in better decision-
making related to the supervision of the use adueses by computing applications.

The implemented solution has a flexible architeztand can be adapted in the future to other
solutions such as OpenVZ or heavyweight virtualrattechnologies. According to the
proposed concept in Section 3.3, the use of mudtilmechanisms for lightweight virtualization
inside an instance of OS managed by the VM allowsenefficient resource management. This
approach can be used in Grid environments desidoedscientific computing where
provisioning of VM instances for a particufab can be a very inefficient solution.
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The Solaris platform discussed offers very richctionality that may have support in the A-
SOI-LV-PP. An interesting solution is the expansioh functionality to support network
virtualization delivered by the Crossbow framewtwkenable monitoring of network resources
and their management with a special emphasis onlithies of the band assigned to a
lightweight container and running workloads. Vemjuable DTrace services can be used for
comprehensive monitoring of AEE, delivering low-éwmonitoring metrics with a particular
emphasis on aspects relating to the use of congpresources, which allows for more in-depth
analysis and precise selection of adaptive strasegi

The use of advanced processing tasks using Conigplert Processing [145] technologies is a
very interesting solution, enabling the identifioatof the complex symptoms of many parallel
streams of messages from specific SOl Managed Hismthat are often together in

relationships that could then be represented a®ralitton for inference. Correlation of

monitoring metrics from, for example VEI, with coete LVC instances with running

applications allows reflecting the character of rageand could be helpful in identifying

anomalies which have occurred. It can serve astianede for the decision to modify the

management policy.

The author is convinced the implemented A-SOI-LV-&®osing Infrastructure Services for
SOl provisioning with lightweight virtualization s very solid base for expanding support for
other applications to create a universal solution.
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9 Terminology

This supplementary chapter contains selected alidrens, definitions as well as an index of
more relevant terms used in the thesis.

9.1 Abbreviations

AC
ACS
ACPL

A-SOI-LV-PP

AE
AEE
AM
AOP
BPM
BPMN
CCM
CIM
CIMOM
CIM-SPL
CSL
DMTF
DRP
DSD
EIS
EJB
EMA
ESB
GaPL
GGF

Autonomic Computing

Autonomic Computing System
Autonomic Computing Policy Language
Adaptable SOI Lightweight Virtualization Provisiowg Platform
Autonomic Element

Application Execution Environment
Adaptation Manager

Aspect Oriented Programming
Business Process Management
Business Process Modeling Notation
Corba Components Model

Common Information Model

CIM Object Manager

Simple Policy Language for CIM
Connectivity Services Layer
Distributed Management Task Force
Dynamic Resource Pool

Dynamic System Domain

Enterprise Information Systems
Enterprise Java Bean

Enterprise Management Associates
Enterprise Service Bus

Governance and Policies Layer
Global Grid Forum
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GMA
GRM
HaaS
laaS
IFEAD
IMF
IAG

ISL

ITIL
ITMF
IVT
JMX
jBPM
JIMS
jPDL
LWP
LvC
LVC-AA
LVC-RM
MbTL
MC
MDF
ME
MOM
MMA
MMP
MR

NIC
N1PP
N1SPS
OAM
OcCcCl
OMCM
OS Kernel
OS-RPM

Grid Monitoring Architecture

Global Resource Manager

Hardware as a Service

Infrastructure as a Service

Institute for Enterprise Architecture Developments
Infrastructure Management Framework
Infrastructure Access Gateway

Information Services Layer

Information Technology Infrastructure Library
Information Technology Management Framework
Intel Virtualization Technology

Java Managed Extensions

java Business Process Management

JMX-based Infrastructure Management System
java Process Definition Language

Lightweight Process

Lightweight Virtualization Container

Lightweight Virtualization Container Application Afpance
Lightweight Virtualization Container Resource Mgea
Model-based Translation Layer

Manageability Components

Multiple Domain Facility

Managed Element

Message Oriented Middleware

Monitoring and Management Agent

Monitoring and Management Platform

Managed Resource

Network Interface Card

N1 Provisioning Platform

N1 Service Provisioning System

Orchestrating Adaptation Managers

Open Cloud Computing Interface

Operations Management Capabilities Model
Operating System Kernel

Operating System Resource Pool Manager
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OSL Operational Services Layer

TAM Touchpoint Adaptation Manager

TSS Time Shared Scheduler

PaaS Platform as a Service

PCIM Policy Core Information Model

PEM Policy Evaluation Module

PMAC Policy Management for Autonomic Computing
PM Provisioning Manager

PMI Policy Management Infrastructure
PMM Policy Management Module

POJO Plain Old Java Objects

PDL Policy Description Language

RAL Resource Access Layer

RAM Resource Access Module

REST Representational State Transfer
RlaaSL Runtime Infrastructure as a Service Layer
RMI Remote Method Invocation

SCSL Self-Configuration Services Layer
SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

SOl Service Oriented Infrastructure

SFM Solaris Fault Management

SLA Service Level Agreement

SLO Service Level Objective

SMF Solaris Management Facilities

SNMP Simple Network Management Protocol
SRM Solaris Resource Manager

SSO Single Sign On

UOGC U.K. Office of Government Commerce
WS Web Services

WSDL Web Services Description Language
WSDM Web Services Distributed Management
ZFS Zeta File System

QoS Quality of Service

QoSL Quality of Service Layer
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VEI Virtual Execution Infrastructure

VEE Virtual Execution Environment
VM Virtual Machine

VMM Virtual Machine Monitor

VNIC Virtual Network Interface Card
VPS Virtual Private Servers

XACML eXtensible Access Control Markup Language
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Appendix A — Listings

if (checkRegistryFlag(JIMSAgentConstants.JIMS_CONST _MON, JIMSRegistry)) {
String osModule = getOSModuleNameForDownload("mbea nOSInfo",osProfile);

loadModuleRemote(ceHost, osModule);

}
/**
* Calculate module name to be downloaded by the ML et service.
* Final name depends on baseName, OS platform (ref lection is used - os.name
* + os.arch) and specified profile.
*/
protected String getOSModuleNameForDownload(String baseName, String profile) {
StringBuilder name = new StringBuilder();
name.append(baseName).append(System.getPropert y("os.name")).
append("-").append(System.getProperty(“os.arch );
if ( profile != null && profile.compareTolgnor eCase("™) =0 ){
name.append("-").append(profile);
}
name.append(".mlet");
return name.toString();
}

Listing 1. Computational reflection used by the MMAfor dynamic module acquisition from the MLet
service.

if (zoneManager.isGlobalZone() ) {
extractHelpers();
zoneManagement = new GlobalZoneManagement();
beanName = SolarisManagementCommons.createZoneMana gementObjectName("global™);
mbs.registerMBean( zoneManagement, beanName);
}else {
String zoneName = zoneManager.getZoneName();
zoneManagement = new LocalZoneManagement();
beanName = SolarisManagementCommons.createZoneMana gementObjectName( zoneName );
mbs.registerMBean( zoneManagement, beanName);

}

Listing 2. Computational reflection used by the ZoeAgent MBean component for dynamic composition of
SOl Virtualized Services for Solaris 10 managemerdnd monitoring.
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public abstract class SolarisCommandFactory {
public static final int SOLARIS10 = 10;
public static final int SOLARIS11 = 11;

public static SolarisCommandFactory getFactory(int
SolarisCommandFactory factory = null;

if ( factoryld == SOLARIS10) {
factory = new Solarisl0CommandFactory();

}
else if (factoryld == SOLARIS11) {
factory = new Solarisl1CommandFactory();

else {
throw new lllegalArgumentException("Solaris fact
valid!);

}

return factory;

}

public abstract CreateProjectCommand getCreateProj
throws CommandException;

public abstract ModifyProjectCommand getModifyProj
throws CommandException;

public abstract RemoveProjectCommand getRemoveProj
throws CommandException;

public abstract GetProjectCommand getProjectComman

public abstract GetProjectsCommand getProjectsComm
throws CommandException;

factoryld) {

ory ID is not

ectCommand()
ectCommand()
ectCommand()

d() throws CommandException;
and()

public abstract CreateZoneCommand getCreateZoneCom mand()
throws CommandException;

public abstract CreateZoneFromSnapshotCommand
getCreateZoneFromSnapshotCommand() throws CommandException;

public abstract ModifyZoneCommand getModifyZoneCom mand()
throws CommandException;

public abstract RemoveZoneCommand getRemoveZoneCom mand()

throws CommandException;
public abstract GetZoneCommand getZoneCommand() th
public abstract GetZonesCommand getZonesCommand()
public abstract GetZoneNameCommand getZoneNameComm
throws CommandException;

public abstract SwitchExacctCommand getSwitchExacc
throws CommandException;

public abstract FsCommand getFsCommand() throws Co
public abstract GetSolarisResourceControlsCommand

getSolarisResourceControlsCommand()
throws CommandException;

rows CommandException;
throws CommandException;
and()

tCommand()

mmandException;

Listing 3. Exploitation of Command design pattern ly Solaris factory class.
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public static void premain(String agentArgs, Instr

try {
props.load(Agent.class.getResourceAsStream("/

String mcastAddr = null;
String persistMonitorData = null;
String jmxRemotePort = null;
boolean registerDiscoveryMBean = tru
String[] credentials = null;
if (agentArgs != null) {
String[] args = agentArgs.split(",

mcastAddr = getParamValue("mcastaddr", args);
persistMonitorData = getParamValue("persistmonito
jmxRemotePort = getParamValue("jmxremoteport", ar
String register = getParamValue("registerdiscover
if ( register !=null)
registerDiscoveryMBean = Boolean.parseBoolean(r
String tmp = getParamValue("credentials”, args)
if (tmp != null) credentials = tmp.split(

}

if (jmxRemotePort == null) {
jmxRemotePort = System.getProperty("com.s
if (jmxRemotePort == null) {
throw new lllegalStateException("JIMS
JMX port!);
}

}
if ( mcastAddr == null) {
mcastAddr = props.getProperty("jims.mbs.

umentation inst) {

discovery.properties"));

H
)
rdata”, args);
gs);
y", args);
egister);
wv);

un.management.jmxremote.port");

premainclass has not specified

discovery.group") + "/" +

props.getProperty("jims.mbs.discove ry.port");
}
String jmxAddress = "service:jmx:rmi:///jnd irmiz/[" +
InetAddress.getLocalHost().getHostAddres s()
+ ™" + jmxRemotePort + "/jmxrmi";
DiscoveryUserData userData = new DiscoveryU serData(jmxAddress,
ProcUtil.getPID() );
if ( persistMonitorData != null)
userData.setPersistMonitorData(Boolean.valueOf(pers istMonitorData));
if (credentials != null) {
userData.setCredentials( credentials );

String[] operatingSystemInformation
System.getProperty("os.version"),
userData.setOSInfo(operatingSystemin

DiscoveryResponderMBean discoveryMBe

if ( registerDiscoveryMBean ) {
MBeanServer mbs = ManagementFacto
ObjectName discoveryObjName = ne

ObjectName("Core:name=Discove

mbs.registerMBean(discoveryMBean, d

}

discoveryMBean.setUserData( userData

discoveryMBean.setMulticastAddress(m

discoveryMBean.start();

System.out.printin("JIMS pre-main au
}
catch(Throwable t) {

System.err.printin("Failed to initialiaz
t.getMessage());
}

}

= {System.getProperty("os.name"),
System.getProperty(“os.arch")};
formation);

an = new DiscoveryResponder();
ry.getPlatformMBeanServer();

w

ryResponder");
iscoveryObjName);

);
castAddr);
to-discovery agent is started." );

e JIMS pre-main-agent:" +

Listing 4. Implementation of Java premain agent.
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<service_bundle type="manifest"
name="JIMS infrastructure managemen t agent">
<service name="application/JIMS/jims-node-agent"
version="1"
type="service">
<single_instance/>
<exec_method type="method"
name="start"
exec="/opt2/servers/jims/jims-agen t/bin/jims-agent.sh start"
timeout_seconds="0">
<method_context working_directory=":default">
<method_credential user="jims"
group=":default"/>
<!-- privileges="basic" -->
</method_context>
<stability value="Evolving"/>
</exec_method>
<exec_method type="method"
name="stop"
exec="/opt2/servers/jims/jims-agen t/bin/jims-agent.sh stop"
timeout_seconds="0">
<method_context working_directory=":default">
<method_credential user="jims"
group=":default"/>
</method_context>
<stability value="Evolving"/>
</exec_method>
</service>
</service>

Listing 5. Configuration of Service Management Fadity for Monitoring and Management agents.

# Create node agent instance
function node_agent_create {
echo "Create node agent ..."

$GLASSFISH_HOME/bin/asadmin create-node-agent --ho st $DAS_HOST_NAME --port
$DAS_PORT_NUMBER --user $USER_NAME --passwo rdfile
${GLASSFISH_HOME}/.glassfish_pwd $NODE_AGEN T_NAME

return_code=$?;
echo "Node agent created!"

}

# Start node agent using SMF service

function start_smf_node_agent {
echo "Starting node agent with SMF ..."
lusr/shin/svcadm enable application/SUNWappserver/ glassfish-node-agent
echo "Node agent started!"

}

# SMF descriptor for node agent
function smf_node_agent_create {
echo "Create SMF descriptor for node agent ..."
$GLASSFISH_HOME/bin/asadmin create-service --name glassfish-node-agent
--type node-agent --passwordfile ${GLASSFI SH_HOMEY}/.glassfish_pwd
${GLASSFISH_HOME}/nodeagents/$NODE_AGENT_NAM E
return_code=$?;
echo "SMF descriptor created!"

Listing 6. Shell script for Glassfish provisioning.
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package ${mbeanPackage};

/**
* Wrapper class designated for use with Autonomic

policy based management system.
* Wrapped class: ${mbeaninfo.ClassName}Mbean
*

* Generation date: ${generationDate}
*

public class ${mbeanClassSimpleName} extends org.am

implements java.io.Serializable {

/**

* Logger handler.

*/

private static final org.apache.log4j.Logge
org.apache.log4j.Logger.getLogger(${mbea

/**

* Creates wrapper instance.
*

* @param connection remote wrapped object

* @param mbeanName remote wrapped object M

* @param isNotificationBroadcaster mbean s
* @param name adaptation manager internal
*/

public ${mbeanClassSimpleName}(

javax.management.MbeanServerConnection ¢
javax.management.remote.JMXServiceURL ur

java.lang.String className, javax.manage
boolean isNotificationBroadcaster)

throws javax.management.InstanceNotFoundEx

super(connection, url, className, m

this.connection = connection;
if (isNotificationBroadcaster)
connection.addNotificationListene

public void deleteResourceProperty(String p
throws com.ibm.autonomic.policy.am.JavaM
logger.error(“Unsupported operation dele

invoked.”);
throw new UnsupportedOperationException(
“Operation deleteResourceProperty

public void insertResourceProperty(String p
throws com.ibm.autonomic.policy.am.JavaM
logger.error(“Unsupported operation inse

invoked.”);
throw new UnsupportedOperationException(
“Operation insertResourceProperty is no

}
public Object[] getMultipleResourceProperti
throws com.ibm.autonomic.po
try {
javax.management.AttributeList attri
connection.getAttributes
Obiject[] result = new Object[propert
for (int 1 = 0; | < propertyNames.le
result[i] = ((javax.management.
attributes.
return result;
} catch (Exception e) {
logger.error(“Mbean “ + mbeanName

Management Toolkit compliant

t.server.resource.Resource

r logger =
nClassSimpleName}.class);

Mbean server connection.
bean name.

upports notifications.
resource name.

onnection,
l,
ment.ObjectName mbeanName,

ception, java.io.lOException {
beanName);

r(mbeanName, this, null, null);
ropertyName)

RException {
teResourceProperty is has been

is not supported.”);

ropertyName, Object propertyValue)

RException {
rtResourcePropertyhas been

t supported.”);

es(String[] propertyNames)
licy.am.JavaMRException {

butes =

(mbeanName, propertyNames) ;
yNames.length];

ngth; i++)

Attribute)

get(i)).getValue();
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+ “: cannot get mult
throw new org.amt.server.resource.R
“Cannot get multiple
}

}
public Object getResourceProperty(String pr
throws com.ibm.autonomic.po
try {
return connection.getAttrib
} catch (Exception e) {
logger.error("MBean " + mbeanName
+ ": cannot get resource property
throw new org.amt.server.resource.Res
resource property.”, e);
}

}
public void updateResourceProperty(String p
throws com.ibm.autonomic.po
try {
connection.setAttribute(mbeanName,ne
propertyName, prope
} catch (Exception e) {
logger.error("MBean " + mbeanName + "
+ propertyName + ".
throw new org.amt.server.resource.Res
"Cannot update reso
}

}
public Object invoke(String methodName, Obj
String[] signature)
throws java.lang.NoSuchMethodException,
java.lang.reflect.InvocationTargetExcep
try {
return connection.invoke(mbeanName,
signature);
} catch (Exception e) {
logger.error("MBean " + mbeanName +
+ "resource operati
throw new org.amt.server.resource.R
"Cannot invoke reso
}

}
/**
* |f wrapped object has natifications wrap
* notifications.
*/
public void handleNotification(javax.manage
Object handback) {
for (org.amt.server.reasoner.ResourceNot
i.handleNotification(new
org.amt.server.resource.ResourceNotif
handback));
}

#foreach($i in ${mbeaninfo.Operations})
public ${i.ReturnType} ${i. Name}(#set
${i.Signature})#if(faddComa), #end${
true)#end) {
try {
#if(${i.ReturnType} != "void")
return (${i.ReturnType})#end
connection.invoke(mbeanName,
new Object[] { #set($addComa = f
${i.Signature})#if($addComa), #e
set($addComa = true)#end },
new String[] { #set($addComa = f
${i.Signature})#if(faddComa), #e
set($addComa = true)#end });

iple resource properties.” , e);

esourceException(
resource properties.”, e);

opertyName)
licy.am.JavaMRException {
ute(mbeanName, propertyName);

" e);
ourceException( "Cannot get

ropertyName, Object propertyValue)
licy.am.JavaMRException {

w javax.management.Attribute(
rtyValue));

: cannot update resource property"
":

ourceException(

urce property.”, e);

ect[] parameters,

java.lang.lllegalAccessException,
tion {

methodName, parameters,
" cannot invoke "
on " + methodName + "().", e);

esourceException(
urce operation.", e);

per is listener for these

ment.Notification notification,
ificationListener i : listeners)

ication(this, notification,

($addComa = false)#foreach($j in
j.Type} ${j.Name}#set($addComa =

"${i.Name}",
alse)#foreach($j in
nd${j.Name}#

alse)#foreach($j in
nd"${j. Type}"#
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} catch (Exception e) {
logger.error("MBean " + mbeanNa
operation ${i.Name}().", e);
throw new org.amt.server.resou
"Cannot invoke reso

me + ": cannot invoke " + "resouce

rce.ResourceException(
urce operation.", e);

}
}
#end
}
Listing 7. Velocity template for dynamic definition of Resource Adapter's MBean component.
package org.adaptive.soi.provisioning.containers.sh ares;

import java.util.Map;

import org.amt.resource.Resource;

import org.amt.resource.ResourceNotification;
import org.amt.policy.PolicyLogger;

global Map vars;
global PolicyLogger log;

function int getProjectCpuShares(Map vars, Resource

if ("shares.target".equals(targetManagement
vars.containsKey("target shares") ) {
return ((Integer) vars.get("target sha

}else {
Integer result = (Integer)
targetManagement.invoke("readResourceC

Object[] { "project.cpu- shares",

String[] { "java.lang.String", "java.
return result.intValue();

}

targetManagement) {
.getString("Name")) &&

res")).intValue();
ontrolValue", new

"privileged" }, new
lang.String" });

}

function void setProjectCpuShares(Map vars, Resourc
int sharesValue) {

e targetManagement,

vars.put(“target shares", new Integer(share
targetManagement.invoke("replaceResourceCon
"project.cpu-shares”, "privileged", n

sValue));
trol", new Object(] {
ew String[0],

new Integer(sharesValue), new Integer (0) }, new String[] {
"java.lang.String", "java.lang.String" ,
"[Ljava.lang.String;", "int", “int" }) ;

}

rule "Initialize shares sum"
salience 3
when
eval(true)
then
vars.put("SharesSum", new Integer(0));
end

rule "Get project shares"

salience 2
when
globalZoneProjectManagement : Resource()
eval("org.jims.mbeans.solaris10.ProjectManagem ent".
equals(globalZzoneProjectManagement.getClass Name()))

eval("global".equals(globalZoneProjectManageme nt.getString("ZoneName")))

globalZoneProjectMonitoring : Resource()

eval("org.jims.mbeans.solaris10.ProjectResourceUs ageMonitor".
equals(globalZoneProjectMonitoring.getClassNam e()))

eval("global".equals(globalZoneProjectMonitoring. getString("ZoneName")))

eval(globalZoneProjectManagement.getString("Name" ).equals(
globalZoneProjectMonitoring.getString("Projec tName")));
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eval(globalZoneProjectMonitoring.getint("Procs")
then
vars.put("SharesSum", new Integer(((Integer)
vars.get("SharesSum")).intValue() + getProjec
globalZoneProjectManagement)));
end

rule "Set shares"
salience 1
when
target : Resource()
eval(target.is("solaris10.monitoring.global:
name=shares.target,role=monitoring"))

eval(target.getDouble("PercentageCpuUsage")
targetManagement : Resource()

eval(targetManagement.is("solaris10.manageme

name=shares.target,role=management"))

cpu : Resource()

eval(cpu.is("solaris10.monitoring.cpu:id=cpu0,cla

eval(cpu.getint("CpuUsage") == 100)
then

setProjectCpuShares(vars, targetManagement, (int)

(getProjectCpuShares(vars, targetManag

3.0 * (70.0 - target.getDouble("Percentage

end

>0)

tCpuShares(vars,

type=projects,
1=70.0)

nt.global:type=projects,

ss=Kstat"))

ement) +
CpuUsage"))));

Listing 8. Drools rule implementing Proportional regulator for Solaris Container adaptive management.

List getCPUBoundWorkloads () {
List workloadsList = new ArrayList();

/** Get active projects for which number of pro
and CPU usage is greater than zero */
List activeProjects = getActiveProjects();

[** Calculate the sum of shares of these projec

int sumOfShares = 0;

foreach (projectld:activeProjects) {
sumOfShares += getProjectShares(projectld);

}

[** Project is to be considered CPU-bound if th
greater or equal then its CPU entitlement
to assigned shares */

float entitlement; float cpuUsage;

foreach (projectld:activeProjects) {

entitiement = getProjectShares(projectid)/
sumOfShares;
cpuUsage = getCpuUsage(projected);
if ( entitlement <= cpuUsage ) {
workloadsList.add(projected);

}

return workloadList;

}

cesses

ts */

e current CPU usage is
according

Listing 9. Heuristic for determination of Solaris CPU bound workloads.




